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Abstract
Facial analysis AI applications have recently come under heavy criticism. They 
have been accused, for instance, of being discriminative, racist, and even pseudosci-
entific. In this paper, we assess the latter accusation. We argue that, in problematic 
cases, facial analysis AI should be considered a form of social pseudotechnology, 
although it might not be pseudoscientific. We also propose a new two-part defini-
tion of pseudotechnology: Either it is not justified that the pseudotechnology could 
achieve its intended practical purpose better than random chance through its opera-
tion principles, or it can achieve its purpose, but it is not justified that this happens 
through the features claimed to be crucial for its functioning. Stricter definitions of 
pseudotechnology have difficulty capturing such phenomena as facial analysis AI. 
When our definition is extended to social technologies, it becomes clear that social 
pseudotechnologies are more common than previously suggested. Because social 
pseudotechnologies influence how people act and think, they are not often per-
ceived as pseudotechnologies. This resembles the phenomenon of reactivity, where 
scientific classifications affect people’s self-perceptions and perceptions of others. 
We support our claims with case studies of facial analysis AI technologies and 
pseudotechnologies. We engage with the current computer, behavioural, and social 
scientific literature to assess the extent to which it is justified to use facial analysis 
AI systems in these cases.
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1  Introduction

Facial analysis artificial intelligence (AI) is a computer vision technology that 
ascribes socially significant attributes to individuals through automatic facial analy-
sis.1 It has become an important topic in computer science, AI ethics, and social sci-
ences (Goldenfein, 2019). Facial analysis AI applications are diverse, ranging from 
inferring emotions, personality traits, and “beauty scores” to determining the gen-
der, sexual orientation, race, and political views of individuals based on their facial 
features (Monteiro, 2023; Ullstein et al., 2022). Moreover, they have been applied 
in various societal contexts, including video gaming, hiring, policing, and teaching 
(McStay, 2020).

The ethical risks posed by some uses of facial analysis AI include privacy viola-
tions and the potential for discrimination and oppression. Since facial analysis is 
developed and used globally by corporations and public institutions, the ethical risks 
are more than matters of academic debate: they are urgent concerns (Ullstein et al., 
2022; van Noorden, 2020). As an example, Chinese authorities in Xinjiang have used 
facial analysis technology to identify Uyghur faces from surveillance camera footage 
and, thus, in the oppression of the Uyghur population (van Noorden, 2020).

Besides the ethical, we suggest that facial analysis AI raises epistemic – and even 
ontological – concerns, such as whether it is possible to classify people into ethnic or 
racial groups based on their facial appearance. These have also been formulated as 
concerns that facial analysis AI is pseudoscientific.2 Facial analysis AI seems to rean-
imate outdated pseudoscientific practices and theories like those endorsed in phre-
nology3 and physiognomy4 (Ajunwa, 2021; Andrews et al., 2024). In the nineteenth 
century, physiognomy and phrenology provided the theoretical background and 
methodology for eugenicists and scientific racists to evaluate character and assign 
intelligence, morality, and racial hierarchies (Agüera y Arcas et al., 2023; Winston, 
2020). Due to this, critics argue that the developers and marketers of facial AI tech-
nologies have not only reinvigorated pseudoscience but also “scientific racism at an 
unprecedented scale” (Stark & Hutson, 2021, 6).

In this paper, we engage with the claim that facial analysis AI is pseudoscientific. 
We examine applications of facial analysis AI and argue that, in some cases, they 
should rather be seen as pseudotechnologies. Thus far, philosophers of science have 
paid regrettably little attention to the demarcation problem from the perspective of 
pseudotechnology. According to the definition we propose, pseudotechnology is a 
means used to achieve some intended practical purpose, but either it is not justified 

1 Facial analysis AI should be distinguished from face recognition AI, which identifies individuals by 
comparing their appearance to an image database (Scheuerman et al., 2021).

2 For instance, Andrews et al. (2024), Agüera y Arcas et al. (2023), Ajunwa (2021), Crawford (2021), 
Monteiro (2023), Roemmich et al. (2023), Scheuerman et al. (2021), Sloane et al. (2022), Stark (2019), 
Stark and Hutson (2021), and Sublime (2024) have argued that facial analysis AI is pseudoscientific.

3 Phrenology was a 19th-century pseudotheory whose most famous proponents included Franz Joseph 
Gall and Johann Spurzheim. Gall, Spurzheim, and their followers sought to link skull morphology to 
personality traits and human behaviours such as criminal behaviour (Jones et al., 2018).

4 Physiognomy or face reading is the more general assessment of a person’s character or personality based 
on any outer feature of the face – and not merely by the shape of the skull (Lichtenberg, 1778).
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that it could achieve its purpose better than random chance through its operation 
principles, or if it can do so, it is not justified that this happens through the features 
claimed to be crucial for its functioning. Stricter definitions of pseudotechnology 
– such as the one offered by Sven Ove Hansson (2020) – have difficulty capturing 
phenomena like facial analysis AI. Furthermore, we introduce the concept of social 
pseudotechnology and argue that because pseudotechnologies are often social, they 
are more common than previously suggested in the literature.

We also caution against automatically labelling all facial analysis AI as “physi-
ognomic pseudoscience”. An alleged technology does not have to be based on 
pseudoscience to be pseudotechnology (Hansson, 2020). Therefore, the concepts of 
pseudotechnology and pseudoscience are independent of each other. We argue that 
for someone concerned about facial analysis AI and certain forms of its use, the most 
crucial question is not whether it is pseudoscientific, but whether there is sufficient 
evidence that it can achieve its intended practical purpose in the way it is claimed 
to function. In addition, more attention should be paid to the fact that some facial 
analysis AI systems do achieve their intended purposes. However, in cases of social 
pseudotechnology, this has not been proven to happen through the features claimed 
to be crucial for their functioning.

We also demonstrate how the concept of social pseudotechnology can assist com-
puter scientists, critical data scholars, policymakers, and the general public. For 
instance, it can be used to explain why certain facial analysis AI applications are epis-
temically problematic and to clarify how these epistemic issues relate to ethical and 
social concerns arising from different uses of facial analysis AI. Furthermore, we dis-
cuss why social pseudotechnologies are difficult to recognise as pseudotechnologies.

2  Facial analysis AI as physiognomic and phrenological 
pseudoscience

As mentioned in the introduction, some authors have argued that facial analysis AI 
is pseudoscientific, often pointing out its similarity to physiognomy and phrenology. 
Both facial analysis AI and physiognomy share the idea that analysing a person’s 
skull or facial appearance can reliably determine their character, personality, or race 
and predict their behaviour (Agüera y Arcas et al., 2023; Ajunwa, 2021; Andrews et 
al., 2024; Stark & Hutson, 2021; Sublime, 2024). In addition, similar to physiogno-
mists such as Cesare Lombroso, some facial analysis AI developers and researchers 
(e.g., Hashemi & Hall, 2020a; Wu & Zhang, 2016a) aim to predict socially deviant 
behaviour, such as criminality, from facial features (Sublime, 2024).

Phrenologists and facial analysis AI researchers also make similar statistical infer-
ences (Andrews et al., 2024; Sublime, 2024). Phrenologists, such as Sir Francis 
Galton, developed the foundational methods of modern statistics to generalise from 
subpopulations to entire populations, enabling the application of phrenology-based 
racial categorisations (Cowan, 1972; Winston, 2020). Similarly, facial analysis AI 
researchers, such as Fu et al. (2014), claim that their AI models can generalise facial 
appearance-based racial categorisations derived from training data to new facial data.
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The assumption that racial categories can be statistically inferred from facial 
appearances is epistemologically deeply problematic (see Section 4.4). Furthermore, 
the racial categorisations by phrenologists were used to support morally reprehen-
sible, oppressive practices such as eugenics, racial hierarchies, and colonialism 
(Cowan, 1972; Stark & Hutson, 2021; Winston, 2020). Currently, the racial categori-
sations generated by facial analysis AI can be used to maintain and even strengthen 
existing patterns of discrimination between societal and racial groups (Benjamin, 
2019). The oppression of the Uyghur population (van Noorden, 2020) is an ethically 
alarming example of such use.

For these reasons, previous critics have argued that facial analysis AI is pseudo-
scientific (e.g., Andrews et al. (2024); Agüera y Arcas et al. (2023); Ajunwa (2021). 
Moreover, they have concluded – quite rightly, in our view – that some applications 
of facial analysis AI are very likely societally harmful and discriminatory (Ajunwa, 
2021; Benjamin, 2019; Stark & Hutson, 2021). However, we will argue that, in some 
cases, facial analysis AI should be examined as pseudotechnology rather than pseu-
doscience. Before that, we must define what pseudotechnology is.

3  Pseudotechnology: its nature and variants

In this section, we introduce a novel definition of pseudotechnology and explore 
some of its varieties. We pay special attention to social pseudotechnology. When 
facial analysis AI counts as pseudotechnology, it is a social pseudotechnology if it is 
applied in social contexts to influence social relations.

3.1  Definition of pseudotechnology

Previous authors who have argued that facial analysis AI is pseudoscientific have not 
attempted to define pseudoscience beyond presenting physiognomy and phrenology 
as clear instances of it (e.g., Andrews et al. (2024); Agüera y Arcas et al. (2023); 
Ajunwa, 2021; Stark & Hutson, 2021). This approach is reasonable, as there is no 
universally accepted definition of pseudoscience. For the same reason, unequivo-
cally defining pseudoscience is beyond the scope of this article. However, we aim to 
further develop the analysis of facial AI as epistemically problematic. To this end, we 
introduce the concept of social pseudotechnology. We argue that, in some cases, the 
concept of pseudotechnology, rather than pseudoscience, is a more accurate tool for 
analysing the epistemic problems of facial analysis AI.

Some distinction between science and technology, and pseudoscience and pseudo-
technology, is needed here. Roughly speaking, in our terminology, science and pseu-
doscience focus on theories, whereas technology and pseudotechnology concentrate 
on practice. In other words, pseudoscience seeks to describe and sometimes denies 
scientific descriptions (e.g., Hansson, 2017). Pseudotechnology, in contrast, is used 
to solve practical problems.

There are at least two reasons for this distinction between theory and technology. 
First, technology is not always based on academic or institutionalised science. For 
instance, farmers have developed agricultural technologies through trial and error, often 
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without starting from any theory (Hansson, 2015; 2019). Similarly, some significant 
technologies, like the steam engine, were not developed from pre-existing theories. 
Instead, much of twentieth-century science emerged to explain why such technolo-
gies work so well (Pfaffenberger, 1988). Likewise, pseudotechnologies do not require 
preceding pseudotheories. In a nutshell, technology is not merely applied science nor 
pseudotechnology applied pseudoscience (Hansson, 2020; Pfaffenberger, 1988).

Second, pseudotechnologies can be based on academic or institutionalised sci-
ence. Pseudotechnologies may be founded on scientific theories, but as applications, 
they fail to function as intended. This will be illustrated with examples and case stud-
ies, especially in Section 4. Despite our distinction between theory and technology, 
the two are closely connected. For instance, scientific methods for testing theories, 
along with other research practices, are technologies according to our definition.5 

We define pseudotechnology as follows:

Pseudotechnology: a means used to achieve some intended practical purpose, but 
either

(a)	 it is not justified that it could do so better than random chance through its opera-
tion principles or

(b)	 if it can achieve its intended purpose better than random chance, it is not justified 
that this happens through the features claimed to be crucial for its functioning.

Pseudotechnologies can include physical artefacts, conceptual systems, practices, 
or, as in our case studies, AI systems. The important thing is that they are applied 
to achieve some practical goals. This definition aligns with, for instance, Harvey 
Brooks’ definition of technology as “knowledge of how to fulfil certain human pur-
poses in a specific and reproducible way” (Brooks, 1980, 66). Along similar lines, 
Donald A. Schon has defined technology as “any tool or technique, any physical 
equipment or method of doing or making, by which human capability is extended” 
(Schon, 1967, 1). In the previous literature on pseudotechnology, Mario Bunge 
(1976) and Raimo Tuomela (1987) have presented similar broad conceptions of tech-
nology and pseudotechnology. It is important to note that two (pseudo)technologies 
can be physically and conceptually identical and still count as separate technologies 
or pseudotechnologies because they have different uses. This means that technology 
or pseudotechnology must be defined with respect to its intended purpose or effect 
(Hansson, 2020).

In our definition, justification refers to reasons or arguments, especially generally 
accepted justificatory methods and practices, like those used to produce scientifi-
cally legitimate knowledge. One crucial question is determining when something is 
justified or what threshold is necessary for justification. Unfortunately, we do not 
believe such a universal threshold exists.6 One reason for this is the argument from 

5 Likewise, scientific models can be seen as technologies when they are not simply used as descriptions 
(Morrison & Morgan, 1999, p. 35; Guest & Martin, 2021).

6 However, there seems to be some minimal criteria for justification. For example, the premises of an argu-
ment must be relevant to the conclusion (see, e.g., Walton, 2003, 77–80).
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inductive risk (Hempel, 1965). Recently, for instance, Heather Douglas (2000; 2009) 
has defended the argument, but already C. West Churchman (1948) and Richard Rud-
ner (1953) reasoned that values influence what is considered sufficient evidence for 
something. Since empirical science is not a deductive endeavour, one must always 
decide on the level of evidence or probability needed for acceptance. Values influ-
ence such decisions, and in democratic societies, political discussion is needed to 
reach them.

For instance, the EU AI Act, which also regulates the use of facial analysis AI, is a 
political compromise achieved after many years of negotiation among politicians, AI 
companies, researchers, AI experts, interest groups, and AI-critical activists (McStay 
& Bakir, 2025). It sets higher epistemic standards for AI applications used for “high-
risk” purposes because using AI for purposes such as hiring, law enforcement, or 
public decision-making may affect the enactment of individuals’ fundamental rights 
(EU Regulation 2024/1689, 2024 article 6, Annex III; articles 8–15). This demon-
strates how moral and social values can – and do – influence the evidential bar for 
facial analysis AI systems.

The functionality of a pseudotechnology could be unjustified for various reasons. 
For instance, as Sven Ove Hansson (2020) has proposed, a pseudotechnology might 
be based on fundamentally flawed construction principles, and there are good reasons 
to believe this is the case.7 The fact that pseudotechnology might be based on funda-
mentally flawed construction principles – or operation principles as we call them – 
distinguishes it from nonfunctional technology.8 A broken bicycle is a nonfunctional 
technology, not a pseudotechnology. (Hansson, 2020.) For the same reason, badly 
functioning technology is not pseudotechnology. If a bicycle’s parts are bent, it can 
be challenging to ride, and one can easily fall over. However, a poorly functioning 
bicycle is still a bicycle, not a pseudobicycle. Moreover, it is possible to build a better 
bicycle using the same operating principles.

Alternatively, pseudotechnology might rely on scientifically unwarranted opera-
tion principles, thereby rendering its functionality unjustified (see Section 4.1). How-
ever, the concepts of pseudoscience or bad science are inadequate to describe or 
explain all instances of pseudotechnology. One reason for this is that the concept of 
pseudotechnology is independent of the concept of pseudoscience. Sometimes, pseu-
dotechnology is based on ongoing research, and its functionality remains an open 
scientific question. However, it is already used, and its functionality is claimed to 
be scientifically justified even though this is not the case (see Section 4.2). The con-
cept of pseudotechnology is needed to describe such unjustified applications, which 
cannot yet be identified as pseudoscientific or scientific. Pseudotechnology can also 
be based on theories previously accepted by the scientific community, but most 
researchers have now questioned them due to new research results (see Section 4.3).

7 Hansson’s examples of pseudotechnologies include, for instance, dowsing and cold fusion (Hansson, 
2020).

8 We use the term operation principles to refer to the sets of causal and theoretical assumptions that the 
developers of AI models presume to explain why the model produces the predictions as it does from the 
data it uses as input. The developers might explicitly express these assumptions to justify their modelling 
choices or presume them tacitly (Friedler et al., 2021).
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It is also worth noting that a potential technology is not a pseudotechnology when 
its functionality is still under research. However, a potential technology can become 
a pseudotechnology if it is implemented as if it were functional, even though there is 
insufficient evidence of its functionality.

According to our definition some pseudotechnologies can fulfil their intended pur-
poses but not in the way they are claimed to function. For instance, compare homeo-
pathic and paracetamol tablets. Homeopathic pills can have a placebo effect (Brien 
et al., 2011; Ernst, 2002). The contents of a placebo pill do not, as such, bring about 
the effect. Instead, the effect is caused by the patients’ beliefs, which are influenced 
by what they have been told about the tablets and the observable features of the pills 
– their colour, size, shape, texture, taste, and so on (see, e.g., Howick & Hoffmann, 
2018; Zunhammer et al., 2022). What is claimed to be crucial for homeopathic rem-
edies has no causal relevance. The homeopathic diluted substances could be removed 
from the pill or altered radically without any difference in the outcome. In other 
words, the original diluted drug could be replaced by something completely differ-
ent, or the final remedy could merely be, for example, plain water, alcohol, or sugar 
tablets without anything having been diluted in the first place.9 Paracetamol, on the 
other hand, cannot be removed from a painkiller or radically altered without the pill 
reducing its ability to work as intended.

It is important to distinguish pseudotechnologies from properly functioning tech-
nologies with pseudoscientific explanations of their functionality. The justification 
for whether a claimed technology works may differ from the theory or explanation 
of why it works. One can test in practice whether a proposed technology works and 
confirm that it does, then develop a pseudoscientific theory or explanation for it. After 
all, functionality differs from the explanation of functionality. One can have a pseu-
doscientific theory of why a painkiller works the way it does. For example, one could 
insist that the relative position of celestial bodies enables it to function. This would 
be a pseudoscientific attempt to explain the painkiller’s functionality, but it would not 
turn the painkiller into a pseudotechnology. The reason is that there is still sufficient 
evidence from clinical trials to think that some actual feature of the pill, namely, its 
content, is causally relevant.

Suppose someone claims that for paracetamol painkillers to work, it is necessary 
to draw an astrological symbol on the pills or surround them with crystals for an hour. 
Drawing a symbol on paracetamol tablets or circling them with crystals would count 
as pseudotechnologies under our definition because they are causally irrelevant to the 
painkiller’s functionality. However, even at this stage, the tablets themselves will not 
become pseudotechnologies if they still contain paracetamol.

Hansson (2020) has discussed the concept of pseudotechnology most thoroughly 
in the previous literature. Our definition builds on Hansson’s characterisation of 
pseudotechnology, which we have refined and applied to cases not previously rec-
ognised and discussed as pseudotechnologies. Hansson defines pseudotechnology 

9 A placebo can also be a working technology when deliberately used as a placebo. However, suppose 
some medicine is assumed to work because of its ingredients and not just due to the placebo effect, even 
though its ingredients are causally inefficacious. In that case, the medicine in question is a pseudotech-
nology.
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as “an alleged technology that is irreparably dysfunctional for its intended purpose 
since it is based on construction principles that cannot be made to work” (Hansson, 
2020, 692). In other words, according to Hansson (2020, 691), “non-functionality is 
a necessary criterion for pseudotechnology.” Hansson believes this is why pseudo-
technologies are so rare: they typically reveal their flaws immediately when used. As 
we shall later argue, this is not the case with technologies applied to thinking beings 
such as humans or other animals.

For Hansson, technology refers to the “tools, machines, and procedures used in 
industry, rather than to knowledge about these tools, machines, and procedures” 
(Hansson, 2020, 689). This means that Hansson limits technology and pseudotechnol-
ogy to physical artefacts, but in our view, this is unnecessary. Hansson’s definitions of 
technology and pseudotechnology are special cases of our broader definitions. Sup-
pose we are justified in believing that the construction principles of pseudotechnology 
cannot be made to work as Hansson’s definition of pseudotechnology presupposes. In 
that case, the pseudotechnology’s functionality is unwarranted, as the condition (a) of 
our definition states. However, we show in the following sections that there are clear 
cases of pseudotechnologies which do not fit Hansson’s characterisation.

3.2  Social technology and social pseudotechnology

Pseudotechnologies that target nature often reveal their flaws immediately, as Hans-
son (2020) notes. Other pseudotechnologies target thinking beings, like humans 
or animals, and the shortcomings of these pseudotechnologies may not always be 
directly visible.10 Hansson also points out that some pseudotechnologies focus on 
improving the physical well-being of humans and sometimes seem to achieve their 
goals.11 Besides medical pseudotechnologies, we argue that there is another signifi-
cant type of human-applied pseudotechnology that has thus far received regrettably 
little attention in philosophy. We call them social pseudotechnologies. Our central 
thesis is that facial analysis AI applications often are social pseudotechnologies.

To understand what social pseudotechnology is, it is good to begin with its coun-
terpart, social technology. Currently, the term “social technology” is mainly used for 
social media and other social applications (e.g., Treem et al., 2024). However, the 
concept has a relatively long and varied history and was used in a much broader sense 
before the invention and widespread use of computers.12 The conception of social 
technology presented here is more in line with the previous, broader use of the term. 
In our usage, social technology is defined as follows:

10 A third category could be added: pseudotechnologies used in knowledge production. This category 
would include pseudoscientific methodologies and research practices. These are exceptional because pseu-
dotechnologies are usually intended to have a more direct impact on the world. Nevertheless, they still 
count as pseudotechnologies because they are used to achieve some purpose.
11 Hansson (2020, 693) argues that pseudotechnologies, such as energy-balancing bracelets, seem in most 
cases successful because their supposed effects are so “ill-defined” and “irregular” that they cannot be 
immediately falsified.
12 For previous broader conceptions of social technology, see, for example, Small (1898, 131–133) and 
Derksen and Beaulieu (2011).
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Social Technology: a means intentionally used to sustain, organise, or modify social 
relations.

Social technologies and social pseudotechnologies are intrinsically linked to social 
processes and relations. They are intentionally used to facilitate, control, transform, 
and create interactions and social classifications. They can modify what people think 
about other people and how they interact. In other words, social technologies and 
pseudotechnologies shape social reality. Someone might object that this is true of all 
technologies. As Bryan Pfaffenberger (1988) has argued, every technology also influ-
ences human behaviour and social relations. This is undoubtedly correct. However, 
social technologies and pseudotechnologies are intentionally used to achieve socially 
desirable goals. Other technologies and pseudotechnologies produce unintended 
social consequences that can be significant and socially harmful. For instance, car 
safety tests predominantly use male crash-test dummies, increasing the risk of injury 
for female drivers (Criado Perez, 2019). Still, in our analysis, whether something 
counts as a social technology depends on its intended use.

Our definition of social pseudotechnology is formed simply by combining our 
conceptions of pseudotechnology and social technology:

Social Pseudotechnology: a means intentionally used to sustain, organise, or modify 
social relations, but either

(a)	 it is not justified that it could achieve its purpose better than random chance 
through its operation principles or

(b)	 if it can achieve its intended purpose better than random chance, it is not justified 
that this happens through the features claimed to be crucial for its functioning.13

It is important to understand how pseudoscience, pseudotechnology, and social pseu-
dotechnology differ and how they relate. For instance, a classification system is not 
yet a pseudotechnology, although it can be pseudoscientific. For example, classifica-
tions of different human races based on facial features are pseudoscientific because 
human races do not genetically exist (see Section 4.4). The genetic variation between 
human populations does not justify dividing our species into subspecies, biological 
races, or any biologically meaningful subgroups. The differences between popula-
tions are very small, and most human genetic variation is between individuals. This 
excludes the possibility of genetic human races. (Templeton, 2013.) When an unsci-
entific classification system is intentionally applied to achieve some goal, it becomes 
a pseudotechnology. Moreover, if it is intentionally used to sustain, organise, or mod-
ify social relations, it is a social pseudotechnology.

13 Mahner has introduced two concepts that are somewhat similar to our concept of social pseudotechnol-
ogy, namely, “psychological pseudotechnology” and “pseudo-sociotechnology” (Mahner, 2007, 550). In 
Mahner’s parlance, psychological pseudotechnology is, roughly, applied pseudoscientific psychology and 
pseudo-sociotechnology is applied pseudoscientific sociology. Our concept of social pseudotechnology 
covers both psychological pseudotechnology and pseudo-sociotechnology, since both are connected to 
influencing social processes.
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Depending on its application, a functioning technology may become a social 
pseudotechnology. For example, in 2019, some Chinese primary schools experi-
mented with using headbands to track pupils’ concentration in classrooms (Tai 
et al., 2019). The measured information was directly sent to teachers and par-
ents. The headbands use electroencephalography (EEG) to measure brain waves, 
and there may be a connection between concentration and the electrical activity 
recorded by an EEG. However, what is measured cannot be straightforwardly 
equated with concentration. There is not much research on the issue, and mul-
tiple sources of error exist. (Tai et al., 2019; van Atteveldt et al., 2020). For 
instance, students might be focused on something unrelated to the lesson. They 
could be reflecting on, say, a comic book they read the night before. Addition-
ally, there can be individual differences in brain activity among students who are 
concentrating, due to significant variations in baseline electrical activity (Miller 
et al., 2002).

Therefore, using the headband to measure “concentration” makes the technol-
ogy a pseudotechnology, even though it might be able to measure brain waves with 
some accuracy. Despite being a pseudotechnology, the headbands made students 
more disciplined, attentive, and diligent in their studies. The technology was inten-
tionally used to sustain, organise, or modify social relations in a manner insuffi-
ciently backed up by scientific research. The headbands achieved their intended 
purpose of improving concentration. However, the headbands were also a social 
pseudotechnology because this improvement was not based on genuine measure-
ment of concentration. More likely, the students’ concentration improved due to 
teachers’ and parents’ reactions to the data. For example, some parents punished 
their children when the headband data suggested they were not paying attention in 
class (Tai et al., 2019).

As Hansson (2020) points out, pseudotechnologies might seem to work when 
applied to human beings because it is unclear what the pseudotechnology is precisely 
intended to do and whether its goal has been achieved. In addition, we argue that 
sometimes pseudotechnologies – especially social pseudotechnologies – also func-
tion in cases where the purpose of the pseudotechnology is clearly defined. This is 
possible, because social pseudotechnologies influence how people act and think. This 
resembles the phenomenon of reactivity, where scientific classifications influence 
self-classifications (Marchionni et al., 2024).14 For example, facial analysis AI tech-
nologies can affect how people classify themselves or others, which, in turn, might 
validate these technologies’ predictions (see Section 4.1). In other words, social pseu-
dotechnologies that use such categorisations may function because instead of merely 
describing it, they create social reality. This applies to the headbands used in Chinese 
schools. They increase the pupils’ concentration, not because the headbands accu-
rately measure it, but because the pupils most likely react to the surveillance of their 
concentration.

14 Reactivity has been given other names, including self-fulfilling prophecies, the looping effects of human 
kinds, and performativity (Marchionni et al., 2024).
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4  Facial analysis AI: science and technology or pseudoscience and 
pseudotechnology?

In this section, we examine the applications of facial analysis AI to determine 
whether they should be classified as (social) technologies or (social) pseudotech-
nologies. We also demonstrate that everything that falls under the umbrella of facial 
analysis AI should not be condemned as pseudoscience as quickly as some critics 
have done. Instead, we argue that evaluating facial analysis AI requires three steps. 
First, one must identify the exact purpose of the (pseudo)technology. Second, one 
needs to identify the (pseudo)technology’s operation principles and features, which 
are claimed to be crucial for achieving its intended purpose. Third, one must assess 
whether it is justified that the (pseudo)technology can be used for its intended pur-
pose and by what means. Only after this can one conclude whether this is an instance 
of technology or pseudotechnology.

We determine the (pseudo)technology’s intended use from research articles by 
developers of facial analysis AI, as well as marketing and other materials published 
by commercial AI service providers. For the two subsequent steps, we engage with the 
current research literature to identify the (pseudo)technology’s operation principles 
and assess how justified these principles are for achieving the intended purpose.15 
Our approach is supported by previous research. For instance, Egan (2017), Guest 
(2024), and Sloane et al. (2022) have suggested similar methodologies to determine 
and evaluate the underlying assumptions of AI-based decision-making systems.

The facial AI systems we analyse are intended to enhance, replace, or displace 
human reasoning and decision-making to some degree (Guest, 2025).16 Furthermore, 
the operation principles of the pseudotechnologies in all our case studies involve 
causal assumptions about the factors influencing human behaviour in specific con-
texts. Therefore, assessing whether these facial analysis AI systems are social pseu-
dotechnologies requires considering whether the best current social and behavioural 
scientific and anthropological evidence supports such use.

Moreover, our cases involve the use of facial analysis AI in ways that could nega-
tively affect safety, fundamental rights, and the allocation of financial and societal 
resources. We focus mainly on the epistemic evaluation of facial analysis systems 
used or potentially used in ethically high-risk contexts. In fact, using facial analysis 
to predict criminal behaviour (Section  4.1) and to infer race (Section  4.4) can be 
deemed morally unacceptable. Therefore, these uses are prohibited under the EU AI 
Act (EU Regulation 2024/1689, 2024 article 5).

15 The cases in this section do not provide a comprehensive list of all current dubious facial analysis appli-
cations identified by critics. For instance, facial analysis AI has been used to predict sexual orientation 
(Wang & Kosinski, 2018), and this has been criticised by Agüera y Arcas et al. (2023).
16 The assumption that AI systems can enhance, replace, or displace human decision-making is often moti-
vated by an ontological assumption shared in cognitive science, computer science, and AI development. 
The assumption is that human reasoning is parallel to information processing systems such as comput-
ers and AI systems (Boden, 2006; Crawford, 2021; van Rooij et al., 2024). However, if an information 
processing system, such as a facial AI system, is good at a predictive task, like making hiring decisions, 
it does not logically follow that the system is ontologically akin to human reasoning in this task (Guest 
& Martin, 2023). Such reasoning is an example of the logical fallacy affirming the consequent (Guest & 
Martin, 2023).
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One does not need to agree with the specific risk categorisations outlined in the 
EU AI Act. However, if ethical distinctions should be made among the various uses 
of facial analysis systems, this should influence the epistemic standards applied 
to them. The higher the risk that a facial analysis AI system violates fundamental 
rights, causes discrimination, jeopardises safety, or leads to an unfair allocation of 
resources, the more critical it becomes to provide evidence that the system is not a 
social pseudotechnology. This aligns with the argument from inductive risk intro-
duced in Section 3.2.

Ethical considerations should guide which uses of facial analysis systems require 
more thorough epistemic assessment. Systems that pose the most significant risk of 
harm should be prioritised. This is why we focus on very high-risk facial analysis 
systems. Given that they are already in use, their epistemic evaluation is urgent and 
imperative.

Epistemological considerations can influence the evaluation of the moral wrong-
ness of facial analysis AI systems. It is unethical if such systems are used in predict-
ing criminal behaviour or hiring so that socially significant groups are discriminated 
against. Furthermore, if the system not only discriminates but is also a pseudotech-
nology, the situation is even worse. In such cases, the system discriminates based on 
falsehoods. Epistemic considerations regarding pseudotechnologies should inform 
decision-making for those who value truth, for instance, in regulating facial analysis 
AI.17 Therefore, our epistemological analysis of the various societally significant uses 
of facial analysis AI contributes to the ethical and political discourse surrounding it.

4.1  Predicting “Criminal Behaviour”

In this subsection, we discuss three examples of facial analysis AI systems. These 
systems are used to recognise and predict criminal behaviour. Two examples are from 
computer science, and the third is a commercial application.

Our first example is Xiaolin Wu and Xi Zhang’s article “Automated Inference on 
Criminality using Face Images” (2016a). Wu and Zhang announced that their con-
volutional neural network (CNN) classifier achieves 89.51% accuracy in predicting 
criminal behaviour by analysing standard ID photographs controlled for race, gender, 
age, and facial expression (Wu & Zhang, 2016a). Wu and Zhang (2016a, 1) moti-
vated their research by appealing to the social need to identify criminals to protect 
“law-abiding citizens”. Their theoretical motivation was that “[i]n all cultures and all 
periods of recorded human history, people share the belief that the face alone suffices 
to reveal innate traits of a person”.

Critics accused Wu and Zhang of propagating physiognomic pseudoscience (e.g., 
Whittaker et al., 2018). Blaise Agüera y Arcas et al. (2017; 2023) analysed Wu and 
Zhang’s study in detail and argued that, rather than a stable phenomenon, their result 

17 For example, using facial analysis AI to determine one’s beauty score or horoscope to predict one’s 
future can be regarded as harmless “entertainment” and therefore be labelled as “low-risk” (Monteiro, 
2023). Still, using facial analysis AI to infer one’s horoscope and predict the future is undoubtedly a social 
pseudotechnology. Although this use might not be harmful, some might argue that it should nevertheless 
be banned. One might value truth in itself and, on this basis, conclude that social pseudotechnologies 
should not be used even in low-risk contexts.
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is probably an artefact. The critics also pointed out that even if Wu and Zhang’s 
results were reliable, their physiognomic explanations are wrong (Agüera y Arcas et 
al., 2023; Coalition for Critical Technology, 2020; Pasquale, 2018; Stinson, 2020).

The critics argued that Wu and Zhang mistakenly presume two things: (1) crimi-
nal sentences reliably track “criminal behaviour” and (2) facial appearance does not 
influence criminal sentences. These two presumptions are presented in Fig. 1, which 
describes the causal assumptions behind Wu and Zhang’s (2016a) deep neural net-
work technology and depicts its operation principles.

Agüera y Arcas et al. (2017) present an alternative social explanation to Wu and 
Zhang’s physiognomic explanations that can equally well account for the correlation 
between facial features and criminal sentences. Criminal judgement is affected by 
a judge’s impressions of facial appearance: people who are perceived as “criminal-
looking” or “untrustworthy” are more likely to be convicted of crimes (Macrae & 
Shepherd, 1989; Zebrowitz & McDonald, 1991). Facial analysis AI systems pick up 
the same cues that impact human perception, which is why AI systems identify the 
same people that human judges identify as “criminals”. Instead of identifying poten-
tial criminal offenders, facial analysis AI reveals the extent of bias in criminal sen-
tencing. (Agüera y Arcas et al., 2017.) If this is correct, the causal pattern explaining 
the correlation identified by the deep neural network classifier is more complicated 
(Fig. 2) than Wu and Zhang presumed.

All in all, it seems that Wu and Zhang failed to consider that discovering a statisti-
cal correlation between facial photographs and criminal sentences does not provide 
sufficient evidence to conclude that the same underlying genetic factors affect both 
facial appearance and criminal behaviour (Andrews et al., 2024). A mere statistical 
correlation cannot confirm such a genetic hypothesis (Todorov et al., 2015). Instead, 

Fig.  1  Causal hypothesis for explaining the predictive correlation between facial photographs and 
criminal sentence. This picture illustrates Wu and Zhang’s (2016a) causal reasoning
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as Andrews et al. (2024, 8) argue, “only mechanistic biological evidence would avoid 
most of the myriad confounding factors possible in such an inference”.

Our second example is Mahdi Hashemi and Margeret Hall’s article “Criminal ten-
dency detection from facial images and the gender bias effect” (2020a). They claimed 
to have developed a neural network model to find correlations between facial features 
and “criminality”. They used criminal sentences as a criterion of “being a criminal”. 
The paper was severely criticised by 2425 scholars working in anthropology, sociol-
ogy, computer science, law, science and technology studies, information science, and 
mathematics (Coalition for Critical Technology, 2020; van Noorden, 2020). Springer, 
the article’s publisher, was asked to condemn using criminal justice statistics to pre-
dict criminality (Coalition for Critical Technology, 2020). Springer did not do that 
(Birhane & Guest, 2021). Later, however, Hashemi and Hall (2020b) were forced to 
retract the paper because it violated research ethics. They did not seek approval from 
an ethics committee before undertaking the study using human biometric data.18

Given the fierce academic critique, it seems clear that Wu and Zhang (2016a) 
as well as Hashemi and Hall (2020a) conducted, if not pseudoscience, at least bad 
science. They did not consider possible sources of bias – such as biased sentencing 
– when assuming in their training data that criminal behaviour is directly reflected in 
criminal sentences. They also neglected existing criminological research and viable 
criminological alternative explanations that could account for the CNN classifier’s 

18 Traditionally, computer science has not required approval from ethical boards. Most facial analysis AI 
research is based on visual material extracted from the internet without the consent of the people depicted 
in it. (Crawford 2021, ch. 3.)

Fig.  2  Causal hypothesis for explaining the predictive correlation between facial photographs and 
criminal sentences. This picture illustrates the causal reasoning in Agüera y Arcas et al. (2017)
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results when it was used to predict criminal behaviour. Furthermore, they have not 
responded to the criticism with the required seriousness.19

What, then, is the verdict on whether these cases of facial AI research identifying 
criminal behaviour count as pseudotechnologies? Wu and Zhang (2016a) and Hash-
emi and Hall (2020a) claim that their facial analysis AI technologies can identify 
criminal behaviour, but this claim is not justified. They may be able to predict convic-
tions, but as noted previously, being convicted cannot be equated with a tendency to 
commit crimes. Therefore, the first condition of our definition of pseudotechnology 
is fulfilled: the technology is claimed to achieve some intended purpose, but it is not 
justified that it could achieve it through its operation principles. Hence, the facial 
analysis AI technologies developed by Wu and Zhang (2016a) and Hashemi and Hall 
(2020a) are pseudotechnologies.

How about the criteria of social pseudotechnology? To our knowledge, the tech-
nologies developed by Wu and Zhang (2016a, b) and Hashemi and Hall (2020a) have 
not been applied in real high-risk social contexts – like policing or border control – to 
identify criminal behaviour. Therefore, even though Wu and Zhang’s and Hashemi 
and Hall’s classification systems fulfil our first criterion of pseudotechnology, they do 
not satisfy the criteria for social pseudotechnology.

Our third and final example is the startup company Faception, which promotes 
a facial analysis technology that can allegedly identify criminals such as “terror-
ists” and “white-collar offenders” from facial images or video streams (Faception, 
2024a). The company claims they can “detect suspected individuals in public places 
such as airports, train stations, government and public buildings, and border controls” 
(Faception, 2024a). Furthermore, Faception insists that its technology is based on 
two scientific findings:

(1)	 “According to Social and Life Science research personalities are affected by 
genes”: Faception supports this claim with a reference to one twin study (Facep-
tion, 2024b).

(2)	 “Our face is a reflection of our DNA” (Faception, 2024b): a claim supported 
by studies on mice, which have shown that genes affect how a face is formed. 
However, Faception provides no references to these mice studies, and further-
more, it extrapolates these results to humans. As a result, they declare that ”it’s 
already possible to make some inferences about the appearance of crime suspects 
from their DNA alone” and add that “in Chinese history, there have been people 
that have studied the ‘mapping of the face’ for thousands of years” (Faception, 
2024b).

Faception’s facial analysis AI is an unmistakable instance of social pseudotechnol-
ogy. The company declares that its technology can assist in crime prevention by 
labelling individuals as terrorists. Given that Faception’s claims that their technology 

19 Wu and Zhang (2016b) only responded: “Our work is only intended for pure academic discussions; how 
it has become a media consumption is a total surprise to us. Although in agreement with our critics on the 
need and importance of policing AI research for the general good of the society, we are deeply baffled by 
the ways some of them misrepresented our work, in particular the motive and objective of our research.”
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is scientific are practically non-existent and highly implausible, their AI application 
meets our first criterion for social pseudotechnology: it is a facial analysis AI system 
that is used to sustain, organise, or modify social relations, but it is not justified that it 
could achieve its purpose better than random chance through its operation principles.

In Section  3, “measuring” Chinese schoolchildren’s concentration was used to 
illustrate how social pseudotechnology can fulfil its purpose, not through its pur-
ported operating principles or allegedly crucial features but via other mechanisms. 
Similar reactivity phenomena (Marchionni et al., 2024) are also possible in crime 
prevention. For example, using AI facial analysis to classify individuals as criminals 
may lead those labelled as potential criminals to engage in criminal behaviour.

This reactivity hypothesis stems from criminological labelling theory. According 
to labelling theorists (Becker, 1963; Lemert, 1967) and empirical research testing 
this theory (Barrick, 2014; Bernburg, 2009; Lee, 2024), criminal behaviour can be 
sparked, among other potential causes, by labelling individuals as criminals. Accord-
ing to the theory, two mechanisms affect individuals who are initially (correctly or 
incorrectly) labelled as criminals, increasing their likelihood of engaging in future 
criminal behaviour (Barrick, 2014).

The first mechanism is that the label leads to social exclusion (Becker, 1963; Ber-
nburg, 2009). The stigma associated with the label “criminal” causes “non-deviant” 
people to avoid and distrust those labelled as criminals, which might, for instance, 
reduce employment opportunities (Bernburg, 2009). This, in turn, increases the like-
lihood that the labelled persons seek social acceptance from groups where criminality 
is not stigmatised. These are often delinquent groups (Kaplan et al., 1991). Involve-
ment in delinquent groups increases the likelihood of future criminal behaviour (Ber-
nburg et al., 2006).

The second mechanism is based on identity change and deviant self-concept (Bar-
rick, 2014; Bernburg, 2009). People who are labelled as criminals may internalise the 
label, making it central to their identity. This internalisation raises the probability of 
future criminal behaviour (Lee, 2024; Lemert, 1967; Matsueda, 1992).

The facial AI system that labels individuals as criminals would, according to our 
second criterion, be a social pseudotechnology because the system’s correct predic-
tions can be explained by reactivity, as labelling theory suggests. The facial analysis 
AI system could be used to organise social relations by predicting criminal behaviour. 
However, it would not be justified that this happened through the features claimed 
to be crucial for its functioning. The system’s predictions might come true because 
being labelled as a criminal based on facial features can influence how individuals 
act. In other words, the accuracy of the original prediction would not be related to the 
alleged genetic link between facial appearance and criminal behaviour.

4.2  “Measuring” personality

AI company ZappyHire claims to have developed “AI-enabled video interview plat-
forms” that can be used to “Improve […] Hiring Accuracy by 72%” via analysing 
candidates’ “personal traits” (Roemmich et al., 2023, 9). In other words, the “plat-
form” is used in a high-risk context to supposedly measure personality and predict 
job performance to help employers make recruitment decisions. Dozens of other AI 
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companies, such as MyInterview and Retorio, promise to do the same by measuring 
job candidates’ Big Five personalities (Roemmich et al., 2023).

Big Five is currently the best-validated psychometric framework for personality 
measurement, and it measures the following five factors: extroversion, agreeable-
ness, openness, conscientiousness, and neuroticism. In a recent meta-analysis, Big 
Five characteristics had the following associations with job performance: openness 
(0.05), agreeableness (0.10), intermediate effects for extraversion (0.13), neuroticism 
(− 0.11), and conscientiousness (0.23). Therefore, the Big Five is generally consid-
ered a valid hiring instrument within organisational psychology in terms of construct 
validity and predictive validity (Zell & Lesick, 2022).

How justified are the claims to measure Big Five personalities made by these ven-
dors of AI-based video interview platforms? Can the technologies be used to measure 
personality? Furthermore, can the measurements predict job performance reliably to 
help employers make recruitment decisions?

It should be noted that the measurement goals of these video interview platforms 
are similar to traditional psychometric methods used to assess personality (Seppälä 
& Małecka, 2024). Therefore, we should assess the validity of facial analysis AI and 
traditional personality tests using the same psychometric criteria (Jacobs & Wallach, 
2021; Rhea et al., 2022). AI providers, such as ZappyHire, should be able to offer 
evidence to answer the following three questions on validity (Rhea et al., 2022) that 
traditional personality tests also need to fulfil:

(1)	 Construct Validity: Are the measured personality traits meaningful psychologi-
cal constructs?

(2)	 Measurement Validity: Is the test a valid measurement instrument so that it reli-
ably (i.e. consistently) measures the traits it purports to measure?

(3)	 Predictive Validity: Is the test a valid hiring instrument so that its results are 
predictive of employee performance?

In terms of construct and predictive validity, the AI-based personnel selection soft-
ware companies that advertise to measure candidates’ Big Five personalities do well. 
This is because the personality traits of the Big Five theory are meaningful psycho-
logical constructs, and the theory can predict employee performance, at least to some 
extent.

Big Five personality has traditionally been measured with self-assessment ques-
tionnaires, which have been validated as reliable measuring instruments for this task 
(Azucar et al., 2018). Hence, measurement validity is the most significant validity 
problem that AI firms selling facial analysis of Big Five personality have. The ques-
tion is whether facial analysis tools are valid for measuring Big Five personality in 
the same way as self-assessment questionnaires are (Fig. 3). Thus far, published stud-
ies have not provided convincing reasons to suggest so.

For instance, a study by Kachur et al. (2020) showed only modest results. They 
used psychometrically well-validated self-evaluation-based personality surveys as 
ground truths to test whether deep neural networks can infer Big Five personality 
by analysing videos or photographs. The result was that deep neural networks “can 
make a correct guess about the relative standing of two randomly chosen individu-
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als on a personality dimension in 58% of cases (as opposed to the 50% expected by 
chance)” (Kachur et al., 2020, 6). Despite this result, Kachur et al., (2020, 6) are hesi-
tant to draw any definite conclusions and argue that “facial image-based personality 
assessment can hardly replace traditional personality measures” because there is not 
enough research on the validity of facial-image-based personality assessment.

Cai and Liu (2022) used a methodology similar to that of Kachur et al. (2020). 
They concluded that their results further “verify the feasibility and effectiveness of 
the automatic assessment method of Big Five personality traits based on individual 
facial video analysis” (Cai & Liu, 2022, 1). Yet, they noted that their sample size of 
82 individuals cannot be used to generalise the results into real-world contexts where 
interviewees are not standing completely still during the interview (Cai & Liu, 2022). 
Further research is therefore needed to determine the validity of video and photo-
based methods for inferring Big Five personality.

These open scientific debates have not prevented AI companies from marketing 
their solutions as science-based. For instance, the company Retorio claimed in 2021 
that its “behavioral analytics AI” technology is based on “psychological science” 
and “measures personality and predicts future potential” (Roemmich et al., 2023; 7, 
18). Retorio’s claims were empirically questioned by investigative journalists Elisa 
Harlan and Oliver Schnuck. They revealed that Retorio’s AI-based video interview 
platform assesses a job candidate’s personality differently depending on whether the 
candidate is wearing glasses or sitting in front of a bookshelf. The results were also 
affected by the brightness of the video stream (Harlan & Schnuck, 2021).

The article by Harlan and Schnuck on Retorio exemplifies a familiar story in AI 
development. Investigative journalists and activists expose the failure of AI technolo-
gies to deliver on their promises of “objectivity”, “fairness”, and “nonbias”, leading 
to a public backlash and attempts of AI technology companies to “fix” these failures 

Fig. 3  Causal assumptions underlying the claim that deep neural network models could infer Big Five 
personality factors from facial photographs or video streams
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(Crawford, 2021).20 However, we doubt there are enough journalists and activists to 
investigate all the cases in which AI firms selling their systems for high-risk uses do 
not disclose the details of their technologies or the results of their possible validity 
research. Therefore, the scientific community should also be able to evaluate facial 
analysis AI systems critically. However, a significant obstacle to this critical evalua-
tion is corporate secrecy.

Corporate trade and industrial secrets prevent competing companies from employ-
ing their developed technologies (Carrier, 2010). In the context of AI-based recruit-
ment and facial analysis AI, corporate secrecy means that companies rarely disclose 
(a) the details of facial analysis AI model’s operation principles and code, (b) what 
kind of data is used to train these models, (c) the research companies have inter-
nally conducted to test their systems’ construct, measurement, and predictive valid-
ity (Raghavan et al., 2020; Sánchez-Monedero et al., 2020). When companies do 
not disclose this information in public research reports or peer-reviewed journals, 
or when they do not expose their systems to external audits (Rhea et al., 2022), the 
scientific community cannot evaluate the validity of personality assessments based 
on facial analysis AI (Tippins et al., 2021). As a result, it is unclear to the scientific 
community, the general public, employees purchasing AI systems, and individual job 
seekers whether AI-based facial analysis and personality assessments can be reliably 
used to predict job performance.

Corporate secrecy does not prevent all research-based evaluations, however. Aca-
demic researchers can draw some conclusions from the materials companies disclose 
(Raghavan et al., 2020). For example, Roemmich et al. (2023) examined the market-
ing claims of 229 AI-rec-tech providers that conduct personality or emotional assess-
ments of job applicants. Most of the marketing talk they analysed proclaims that the 
technologies can serve as valid measurement tools, even though research has only 
taken its first steps to determine whether it is possible to use deep neural networks to 
infer personality types in recruitment (Roemmich et al., 2023). This raises the worry 
of social pseudotechnology.

Suppose someday a scientific consensus is formed that deep neural networks or 
other AI technologies are reliable in inferring personality. Then, AI firms will have 
better grounds for their marketing claims if they demonstrate that their technology 
is based on these reliable measurement methods (Rhea et al., 2022; Sloane et al., 
2022). Currently, the scientific question remains unresolved, and there are convinc-
ing empirical reasons to be sceptical of the validity of facial analysis AI in inferring 
personality traits. The technologies on the market are pseudotechnologies since there 
is insufficient evidence to assess whether they can achieve their purpose of inferring 
personality better than random chance. In other words, they fulfil the first criterion 
of our definition of pseudotechnology: they are algorithmic systems that are used 
to sustain, organise, or modify social relations, but it is not justified that they could 
achieve their purpose better than random chance through their operation principles.

20 For instance, HireVue, one of the best-known AI-rec-tech companies, discontinued using facial analysis 
to assess personality and candidates’ emotions after the Electronic Privacy Information Center (Epic) 
complained to the US Federal Trade Commission against HireVue (Epic, 2021).
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When used in recruitment to make hiring decisions, that is, to organise social 
reality, these technologies also fulfil our first criterion for social pseudotechnolo-
gies: they are algorithmic systems that are used to sustain, organise, or modify social 
relations, but it is not justified that they could achieve their purpose better than ran-
dom chance through their operation principles. This is because current evidence is 
insufficient to justify that they can function for the desired purpose in hiring. Facial 
analysis technologies need to be more reliable than they currently are: 58% accuracy 
in identifying personality combined with the fact that personality can predict only 0.1 
or 0.2 of job performance do not count as strong evidence to favour facial analysis AI 
in a high-risk context such as hiring. This is true, especially when there are reasons 
to believe that the pseudotechnologies sold by companies are not even that accurate.

It should be noted that, in this case, pseudotechnologies’ operation principles are 
not built on the causal assumptions of pseudoscientific theories and methods. The 
scientific research on the validity of video and photo-based methods for inferring 
Big Five personality is not pseudoscience. It is conducted within the scientific com-
munity, and its errors are open to criticism.21 Many researchers might regard the 
hypothesis that personality could be inferred from facial appearance and other visual 
or auditory cues as implausible and see problems with the research on the issue. Nev-
ertheless, this is a far cry from claiming that such research is pseudoscience. There-
fore, in this case, one can see how the concept of (pseudo)technology is independent 
of the concept of pseudoscience, as we argued in Section 3.

To conclude, according to our definition, the companies’ facial AI applications 
are pseudotechnologies when used to infer personality. Furthermore, they are social 
pseudotechnologies when the personality tests are used to sustain, organise, or mod-
ify social relations, for instance, in hiring. This is because the companies claim that 
their facial analysis AI systems for inferring personality are scientifically based, but 
they are not able to justify having sufficient measurement validity to achieve this 
purpose.

4.3  Recognising “Emotions” and “Cognitive States”

The emotion detection and recognition technology market was valued at $23.5 bil-
lion in 2022 and is expected to grow to $42.9 billion by 2027 (Markets & Market, 
2023). AI facial analysis technologies that aim to recognise emotions and human 
cognitive states from video streams or facial photos comprise a significant branch of 
this industry. Emotion artificial intelligence (EAI) is already used in various personal, 
commercial, and public contexts (McStay, 2018). These include uses such as person-
nel selection, following worker performance, facilitating emotional self-understand-
ing, targeted advertising, monitoring classroom atmosphere and learning, regulating 

21 We are not claiming that all applications of facial analysis AI are automatically pseudotechnologies. We 
are merely pointing out that the cases examined here are problematic and instances of (social) pseudotech-
nologies. Still, current research cannot yet determine whether it is impossible to infer Big Five traits from 
videos. Likewise, some have argued that facial AI analysis shows promise for diagnosing neurological 
diseases such as Alzheimer’s disease and Bell’s palsy (Yoonesi et al., 2025) and mental diseases such as 
depression, when combined with other diagnostic procedures and data (Ghafarfaraji, 2026).
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behaviour in closed spaces such as prisons, and pre-screening air travellers for secu-
rity (Heaven, 2020; McStay, 2020).

Many uses of EAI interfere with individuals’ privacy (McStay, 2020). Further-
more, the EU AI Act classifies the use of AI systems that recognise emotions in work-
places and education as an unacceptable risk and prohibits such use (EU Regulation 
2024/1689, 2024 article 5). All other uses of AI to recognise emotions are considered 
high-risk (EU Regulation 2024/1689, 2024 article 6, Annex III). These ethical and 
legal considerations underscore the importance of critically analysing facial analysis 
AI used for emotion recognition as a potential social pseudotechnology.

The IBorderCtrl system is an example of EAI in border security. The IBorderCtrl 
system was developed by computer scientists at Manchester Metropolitan Univer-
sity and various IT startups, with funding from the EU Horizon 2020 programme 
(Cordis, 2016). In 2018, the IBorderCtrl system was tested “in realistic conditions” 
on the borders of Greece, Hungary, and Latvia to give risk scores to non-EU citizens 
entering the European Union (EU Directorate-General for Research & Innovation, 
2018). The risk score was based partly on a video interview where facial analysis AI 
was used for “deception detection” (O’Shea et al., 2018). The purpose was to detect 
“biomarkers of deceit” and analyse “the micro-gestures of travellers to figure out if 
the interviewee is lying” to help border guards “in spotting illegal immigrants, and 
so contribute to the prevention of crime and terrorism” (EU Directorate-General for 
Research & Innovation, 2018).

EAI systems such as IBorderCtrl are based on two assumptions (Crawford, 2021; 
McStay, 2018; Stark & Hoey, 2021). First, humans can universally determine an indi-
vidual’s inner emotional state from facial (micro)expressions. Second, EAI systems 
can recognise these inner emotional states from the inputs of video streams or facial 
photos. Therefore, the crucial question is whether these assumptions are empirically 
justified (Fig. 4).

The first assumption that humans can universally determine emotional states 
from (micro)expressions is the central hypothesis of universalist theories of emotion 
developed by psychologist Paul Ekman (e.g., Ekman & Friesen, 1971). The main 
theoretical assumption behind EAI technologies is Ekman’s idea that faces convey 
universal emotions such as joy, anger, disgust, sadness, surprise, and fear (Crawford, 
2021; McStay, 2020).

When it is assumed that EAI systems can recognise such universal emotional 
states and be used to assess the emotional impacts of advertisements, we get compa-
nies like Affectiva. Affectiva promises to “Decode Emotional Expressions in Real-
Time” (Affectiva, 2024a) and proclaims that 90% of the world’s largest advertisers 
currently use their facial AI services to infer emotions for targeted advertising (Affec-
tiva, 2024b). FaceCode, the “most intelligent coding interview platform”, claims to 
measure job candidates’ interior attributes like engagement and “high-level thinking” 
during video interviews (Roemmich et al., 2023, 18). Big tech companies such as 
Microsoft, IBM, and Amazon have also offered their customers facial analysis to 
detect emotions (Heaven, 2020).

Recently, universalist theories of emotion have been increasingly called into ques-
tion. In 2019, a team of psychologists presenting both sides of the universalist debate 
published a review of nearly a thousand scientific articles on emotion recognition and 
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expression (Barrett et al., 2019; Heaven, 2020). They concluded that the expected 
standard expressions of emotions vary considerably culturally and contextually, and 
even across people in similar situations (Barrett et al., 2019; Crivelli et al., 2016; Le 
Mau et al., 2021). This means there is substantial variation in how people communi-
cate emotions facially and bodily that, in English, are called “anger”, “fear”, “happi-
ness” or “sadness” (Barrett et al., 2019). Since similar facial movements can express 
several emotions, there is little evidence that people can universally infer someone’s 
emotional state from their facial movement (Barrett et al., 2019).

Overall, the assumption that universal emotions are expressed through facial 
movements seems to be an unfounded Western ethnocentric generalisation (Bar-
rett, 2021). This assumption can lead to unjustified conclusions with deeply harmful 
discriminatory consequences. For instance, in Denmark, social services have used 
psychological “emotion recognition” tests to make foster care decisions (Bryant, 
2025). In the test, parents were asked to identify emotions from the facial expres-
sions of Danish psychologists (Social- og boligstyrelsen, 2025). In an ethnocentric 
manner, the Danish way of expressing emotions was interpreted as correct (Bryant, 
2025). Some Inuit mothers interpreted the facial expressions of Danish psycholo-
gists in terms of how emotions are expressed in Inuit communities. This difference 
in interpreting facial expressions explains why some Inuit women did not pass the 
psychological test (Bryant, 2025). The test results were used to justify foster care 
decisions to remove children from their mothers. After public protests in May 2025, 
Danish authorities banned the discriminatory and unfounded use of “emotion recog-
nition” tests to assess the “parenting skills” of Inuit people (Bryant, 2025; Social- og 

Fig. 4  Causal assumptions underlying the claim that AI models could be used to infer inner emotions 
from facial photographs or video streams
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boligstyrelsen, 2025). However, the test is still used to assess the parenting skills of 
people of Danish and other ethnic origins (Social- og boligstyrelsen, 2025).

The example above and the review by Barret et al. (2019) suggest that datasets 
of human-labelled facial expressions (e.g., Cowen et al., 2021) cannot be used to 
train EAI models to recognise emotions reliably (Brooks et al., 2024; Stark & Hoey, 
2021). Barrett et al., (2019, 48) conclude their review:

Presently, many consumers of emotion research assume that certain questions 
about emotional expressions have been answered satisfactorily when in fact 
this is not the case. Technology companies, for example, are spending millions 
of research dollars to build devices to read emotions from faces, erroneously 
taking the common view as a fact that has strong scientific support. A more 
accurate description, however, is that such technology detects facial move-
ments, not emotional expressions.

However, the commercial EAI industry is largely unregulated22 and scientifically 
unvalidated. Even Paul Ekman has expressed scepticism. Ekman revealed in an inter-
view to have written to some of the “biggest software companies in the world” and 
asked for evidence about their systems’ validity (Heaven, 2020, 504). Ekman hit the 
same wall of corporate secrecy as journalists and other researchers, not receiving 
any response from the companies. Therefore, Ekman concludes: “As far as I know, 
they’re making claims for things that there is no evidence for” (Heaven, 2020, 504).

There seems to be an almost universal consensus among psychologists that com-
panies have no justification in claiming EAI systems can recognise emotional states 
from facial expressions. Nor is there any justification for claiming that “beyond mere 
emotional analysis, the capabilities of Human Emotion AI extend to broader people 
analytics, including cognitive states derived from facial signals” (Affectiva, 2024c). 
As the IBorderCtrl system used at European borders in 2018 was also based on the 
EAI technology of the time, it is improbable that it could have then functioned as a 
reliable lie detector.23

The facial analysis AI systems used to “recognise” emotions are pseudotechnolo-
gies according to the first criterion of our definition. They are claimed to be sci-
ence-based but do not achieve their intended purpose of inferring emotions or other 
cognitive states (Barrett et al., 2019, 48; Roemmich et al., 2023; Crawford, 2021). If 
there are no universal facial expressions of emotion or other inner states, the facial 
analysis AI systems are based on operation principles that cannot work. When these 
pseudotechnologies are applied in social contexts such as border control or hiring, it is 
not justified that they can organise social relations better than random chance. There-
fore, based on the first criterion of our definition, they are social pseudotechnologies.

22 The EU “Artificial Intelligence Act” is currently the most extensive legal regulation and applies only in 
the EU (McStay & Bakir, 2025).
23 See, for instance, Oh et al. (2018) for a review of the open scientific questions of automatic facial micro-
expression analysis in the year IBorderCtrl was piloted.
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4.4  Classifying “Race”

In 2019, IBM created a dataset of one million photos called “Diversity of Faces” 
(Merler et al., 2019). It was meant to tackle the problem that most facial recogni-
tion systems – including the ones used by Amazon, Microsoft, and IBM – were less 
accurate in recognising the faces of people with dark skin, especially women (Buol-
amwini & Gebru, 2018). IBM decided to correct this bias and level the accuracy of its 
deep neural network used for facial recognition across different demographic groups. 
The company collected new data from a million photographs to cover the diversity of 
human faces and, for instance, measured the craniofacial distances of the faces in the 
images. (Merler et al., 2019.)

The IBM researchers responsible for the new dataset’s classification methods 
write that their work is motivated by the following assumptions:

Every face reflects something unique about us. Aspects of our heritage – includ-
ing race, ethnicity, culture, geography – and our individual identity – age, gen-
der and visible forms of self-expression – are reflected in our faces. (Merler et 
al., 2019, 1).

Merler et al., (2019, 9) continue that “skin color alone is not a strong predictor of 
race, and other features such as facial proportions are important”. Therefore, the deep 
neural network used to measure the Diversity of Faces Dataset analyses skin tone, 
craniofacial distances, areas, ratios, facial symmetry, and facial region contrast. In its 
analysis of skin colour, it measures the pixels of facial photographs to determine the 
skin tone of the person who has been photographed. The outputs are classifications 
that categorise photographs into six individual typology angle (ITA) categories used 
in dermatology (Merler et al., 2019, 14). The dermatological ITA categories are “very 
light, light, intermediate, tan, brown, and dark” (Wilkes et al., 2015).

Furthermore, as several critics of facial analysis AI (Ajunwa, 2021; Crawford, 
2021; Stark & Hutson, 2021) have noted, the assumption that race can be inferred 
from skin tone and facial morphology alone – as well as by measuring craniologi-
cal distances, facial areas, and ratios – is similar to the assumptions and practices 
underlying nineteenth-century physiognomy and phrenology. Today, it is hard to find 
any biologist, anthropologist, psychologist, or social scientist who would consider 
this assumption scientific. On the contrary, the assumption that race is reduced to 
skin tone and facial features alone is commonly considered to lack evidential support 
(Hirschman, 2004; Scheuerman et al., 2021) and to be pseudoscientific (Reid-Merritt, 
2017). Biologists have not found a population genetic basis for racial group categori-
sations (Cartmill, 1998; Templeton, 2013). Therefore, today, race and racial classi-
fications are mainly studied as historical, cultural, social, political, and subjectively 
experienced phenomena (Omi & Winant, 2015).

Despite these false and pseudoscientific assumptions of “race” made by the devel-
opers, the deep neural network was used to statistically analyse skin colour and other 
facial features to determine how diverse the Diversity of Faces Dataset is in relation 
to these features (Merler et al., 2019). Skin colour, as said, was classified into the der-
matological categories “very light, light, intermediate, tan, brown, and dark” (Merler 
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et al., 2019, 14). In other words, the developers motivate their research with a pseu-
doscientific theory of races. However, the classifications from this theory were not 
used to classify the data. Skin tone was. The pseudoscientific motivation is ethically 
dubious, and critics of the IBM research (Crawford, 2021; Scheuerman et al., 2021) 
have rightly criticised Merler et al. (2019) for introducing and perpetuating a pseudo-
scientific theory. Researchers should not use such theories to motivate their research.

Epistemically, however, the pseudoscientific racial theories could be removed 
from the IBM research report without impacting on the deep neural network used to 
measure the degree of diversity in the Diversity of Faces Dataset. The deep neural 
network model did not predict or use as its input racial classifications like “Cauca-
sian” or “Black”. Such categories are used to self-identify one’s race, for instance, in 
US population studies (Monk, 2022). If the IBM scientists had produced these classi-
fications based solely on facial appearance, we would label IBM’s Diversity of Faces 
Dataset a clear example of pseudotechnology.24 It would be an AI system designed 
for biogenetic racial classification. Moreover, it would not be justified as able to 
achieve this purpose, as there is no genetically-coded biological basis for grouping 
people into such categories (Scheuerman et al., 2021).

The neural deep network developed by Merler et al. (2019) can be argued to con-
stitute a functional technology in the sense that it fulfils a specific purpose of inter-
est to computer vision researchers. The purpose is to develop deep neural networks 
that produce accurate classifications of skin tones based on analysing pixel colours 
in facial photographs (Chen et al., 2016; Khanam et al., 2021). It has been argued 
that, in the context of fulfilling this specific purpose, various dermatological skin-
type analyses (Chardon et al., 1991; Fitzpatrick, 1988) are proper scientific practices 
(Barrett et al., 2023). For instance, without the dermatological Fitzpatrick skin type 
categorisation, Buolamwini and Gebru (2018) would not have discovered that facial 
recognition AI systems are less accurate in recognising the faces of individuals with 
dark skin, especially women. Buolamwini and Gebru (2018, 6) regard the Fitzpatrick 
categorisation as providing “a scientifically based starting point for auditing algo-
rithms”. From a computer vision research perspective, IBM researchers (Merler et 
al., 2019) used the best available scientific methodologies by setting individual typol-
ogy angle (ITA) classification (Chardon et al., 1991) as the output of their deep neural 
network. Given the specific goal of computer vision researchers to produce accurate 
classifications of skin tones based on analysing pixel colours in facial photographs, 
and the methodological development and success in fulfilling this goal (e.g., Bah-
mani et al., 2021; Buolamwini & Gebru, 2018; Celis & Keswani, 2020; Chang et al., 

24 There are striking examples of such pseudotechnologies in computer vision research. For example, 
researchers at UCLA, Kärkkäinen and Joo (2021), published a paper titled “FairFace: Face Attribute Data-
set for Balanced Race, Gender, and Age for Bias Measurement and Mitigation”. The authors (2021, 1550) 
claim that “race is defined based on physical traits” and “consider Latino a race, which can be judged from 
the facial appearance.” In the paper, facial photos are classified based on facial characteristics, such as skin 
colour, using the “race classification from the U.S. Census Bureau” (ibid., 1550). According to Google 
Scholar, the paper had been cited over 800 times in computer science publications by 2025. Kärkkäinen 
and Joo (2021, 1548) published their paper to promote “fairness” by addressing the underrepresentation 
of certain “races” in public image datasets. However, it is ethically and epistemically deeply problematic 
even to suggest that human races exist.
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2018), the deep neural network by Merler et al. (2019) is not a pseudotechnology as 
it fulfils this specific goal the way it is supposed to.

The above does not mean that using dermatological skin type categories in the 
field of computer vision (or dermatology) is epistemologically and ethically unprob-
lematic. First, there is a methodological problem. Skin type annotation and, in gen-
eral, any type of colour categorisation, is inherently subjective (Bahmani et al., 2021; 
Barrett et al., 2023). For instance, crowdsourced workers do not systematically cat-
egorise pictures of people into different skin types in the same way (Barrett et al., 
2023; Groh et al., 2022). This problem should be addressed, for instance, by provid-
ing detailed documentation of how the subjectivity of annotations has been taken into 
account in research (Bahmani et al., 2021; Barrett et al., 2023; Chang et al., 2018; 
Groh et al., 2022).

Second, dermatological skin tone classifications are biased towards lighter skin 
types (Buolamwini & Gebru, 2018). The original ITA (Chardon et al., 1991) and 
Fitzpatrick classifications (Fitzpatrick, 1988) have four categories for light skin types 
and only two for darker ones. The classification is discriminatory, since it prioritises 
whiteness and marginalises people with darker skin tones.

ITA categorisation can also be accused of racialising people based on their skin 
colour. ITA categorisation was initially intended solely for analysing the sensitivity 
of different skin tones to sunlight among people identified as caucasians (Chardon 
et al., 1991). Since “caucasian” is a demographic racial category, it seems that the 
developers of ITA conflated skin tone with demographic racial categories. Hence, 
ITA categorisations regenerate race-based classifications disguised as neutral skin-
type analysis (Barrett et al., 2023).

Despite ITA classification prioritising whiteness and erroneously regenerating 
race-based classifications, it has been rather uncritically endorsed in computer vision 
research (Barrett et al., 2023). This is not uncommon in computer science. As sev-
eral critical scholars have argued, computer scientists and AI developers often have 
adopted classifications and datasets of facial photos that have roots, for instance, in 
racial and gender discrimination and exclusion (Benjamin, 2019; Birhane & Guest, 
2021; Crawford, 2021; Nieves Delgado, 2023; Scheuerman et al., 2021). Therefore, 
it is no wonder that IBM researchers suggested that race can be inferred from faces 
and conflated race with skin colour, as did the dermatologists who developed ITA 
categories.

There is one further ethical and social problem related to the use of skin-tone cat-
egorisations. Skin tone is a facial feature that people constantly use to classify others, 
and classifications based on skin tone are used to discriminate against people (Monk, 
2022). Skin tone stratification or colourism is a phenomenon where the perceived 
lightness or darkness of a person’s skin affects how a person is treated in various 
social contexts. It can lead to disparities in income and education based on skin tone 
(Keith & Herring, 1991). For instance, skin tone statistically explains socioeconomic 
inequality in Brazil even after considering membership in self-identified racial cat-
egories (Monk, 2016).

Because ITA classifications are connected with racial discrimination, marginalisa-
tion, and skin tone stratification, deep neural networks that classify people based on 
dermatological skin types are not ethically and politically innocent. As critics have 
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argued, facial analysis AI datasets based on skin tone classifications play a role in 
maintaining, and perhaps even strengthening, existing social classifications, discrimi-
nation, and social injustice produced by the continuous use of these classifications 
(Ajunwa, 2021; Benjamin, 2019; Crawford, 2021; Stark & Hutson, 2021). The fact 
that skin-tone-based classifications of facial AI systems can play a causal role in 
producing discrimination and social injustice does not, in itself, make the deep neural 
network that produces the classifications a pseudotechnology. In other words, a facial 
analysis AI system does not need to be a pseudotechnology to reinvigorate “racism at 
an unprecedented scale” (Stark & Hutson, 2021, 6).

5  Conclusions

In this paper, we have argued that the concept of pseudotechnology, rather than pseu-
doscience, provides a more accurate tool for analysing the epistemic problems with 
AI facial analysis. Our case studies on facial AI systems reveal that not all of them 
should be automatically dismissed as physiognomic pseudoscience. This conclusion 
is based on the argument that the concept of pseudotechnology is independent of the 
concept of pseudoscience. For instance, computer vision researchers can conduct 
proper scientific research to determine whether facial analysis AI can infer Big Five 
personality traits. Nonetheless, the current practical applications claimed to be based 
on such research are social pseudotechnologies. In other words, the core issue is 
not whether a facial analysis AI system is pseudoscientific, but whether sufficient 
evidence establishes that it functions in the way it is intended to function. Therefore, 
by applying the concepts of pseudotechnology and social pseudotechnology, we can 
sharpen and deepen previous epistemic critiques of facial AI applications.

Current facial analysis AI applications reveal that pseudotechnologies – especially 
social pseudotechnologies – are far more prevalent than previously acknowledged 
in the philosophical literature. One reason for this is that social pseudotechnologies 
can generate reactivity. Their effectiveness can sometimes arise not from genuine 
technological capability but from how humans respond to the classifications. For 
instance, labelling someone as a criminal can, in some cases, contribute to behav-
iours that reinforce this classification. Reactivity can, therefore, explain why social 
pseudotechnologies are so challenging to detect. Their widespread use may persist 
not because users deliberately endorse epistemically questionable technologies but 
because these technologies often operate in ways that make their true nature harder 
to discern.

If we are to confront also the moral and societal hazards posed by facial analysis 
AI applications, especially in high-risk contexts, we must first recognise how these 
systems sustain themselves and why their influence remains so inconspicuous. The 
concept of social pseudotechnology is, therefore, not only helpful for computer sci-
entists, critical data scholars, and policymakers but also to organisational decision-
makers and the general public. In addition to evaluating the ethical risks associated 
with various uses of technologies, all these audiences also need conceptual tools to 
demarcate social technologies from social pseudotechnologies. As our case studies 
show, the concept of social pseudotechnology equips them with such a tool.
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