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Definitions

Automation

Function

Functional safety

Harm

Hazard

Hazardous event

Machinery, machine

‘Automation’ in this thesis refers to the use of control
systems and information technologies to reduce the
need for manual work in production systems and in
machinery applications.

A function is a task, action, or activity that must be
accomplished if a desired outcome is to be achieved
(IEEE 1233:1998, p. 3).

Functional safety is part of the overall safety related to
the equipment controlled and the EUC control system
that depends on the correct functioning of the E/E/PE
safety-related systems and other risk-reduction measures
(SFS EN 61508-4:2010, p. 21).

Harm is physical injury or damage to health (SFS EN
ISO 12100:2010, p. 2) or can refer to physical injury or
damage to the health of people or damage to property or
the environment (ISO IEC Guide 51 1999, p. 2).

A hazard is a potential source of harm. For example, in
its origin, it might be a mechanical or an electrical haz-
ard; in terms of the nature of the potential harm, it could
be a cutting hazard, a toxic hazard, or a fire hazard
(SFS EN ISO 12100:2010, p. 2).

A hazardous event is an event that can cause harm
(SFS EN ISO 12100:2010, p. 2).

Machinery is an assembly, fitted with or intended to be
fitted with a drive system consisting of linked parts or
components, at least one of which moves and that are
joined together for a specific application (SFS EN ISO
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Model

Safety engineering

Safety integrity

System

Use-case description

Work equipment

Work site

12100:2010, p. 1). The term also covers assemblies of
machinery that, for reaching the same end, are ar-
ranged and controlled so as to function as an integrated
whole (Directive 2006/42/EC 20086, p. 27).

A model is a preliminary work or construction that serves
as a plan from which a final product is to be made or is
used in testing or perfecting a final product. A model can
also be a schematic description of a system, theory, or
phenomenon that accounts for its known or inferred prop-
erties and may be used for further study of its characteris-
tics. See http://www.thefreedictionary.com/model.

Safety engineering in this study means the efforts sup-
porting designers’, manufacturers’, end users’, and oth-
er stakeholders’ work to develop and maintain ade-
quate safety in industrial applications.

The term refers to the probability of an electrical, elec-
tronic, or programmable electronic safety-related system
satisfactorily performing the specified safety functions
under all stated conditions within a stated period of time
(SFS-EN 61508-4:2010, p. 35).

A system is a combination of interacting elements or-
ganised to achieve one or more stated purposes (ISO
IEC 15288:2008, p. 6). It is a set or arrangement of el-
ements — people, hardware and software products, and
processes (facilities, equipment, materials, and proce-
dures) — that are related and whose behaviour satisfies
operational needs and provides for the life-cycle sus-
taining of the products (ISO IEC 26702:2007, p. 9).

Use-case descriptions are commonly used in software
and systems engineering to define the interaction (dia-
logue) between a user and a technical system as a se-
quence of steps (Cockburn 2001, p. 53).

A piece of work equipment is any machine, apparatus,
tool, or installation used at work (Directive 2009/104/EC
2009, p. 5).

‘Work site’ in this thesis refers to an area where a mo-

bile work machine application is located and where the
machinery operations takes place.
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1. Introduction

Mobile work machines (also called mobile work equipment or just mobile ma-
chines) are widely used in industrial work environments such as at construction
sites, mines, logistics centres, harbours, terminals, warehouses, and agricultural
and forestry work sites, along with many other work tasks, related to, for example,
real-estate management and rescue services. Most mobile work machines today
are traditional manually operated machines in which the driver (operator) sits in a
cabin and controls the machine’s movements and operations (see Figure 1).

Figure 1. Mobile work machines.

Mobile work machines are typically diesel-powered or electrically powered and
equipped with hydraulic or electric actuating mechanisms such as a boom, bucket,
hoist, or gripper. Fully electric versions are used in some applications. The control
systems of modern mobile work machines are based on distributed CAN-bus
implementations with automated functions, and they can have several modes of
operation, from manual to fully automatic functioning.

12



1.1 The road from machines to automated machinery
systems

The trend in development toward automated mobile work-machine systems has
continued for about 20 years. Automated functions have been developed to sup-
port the machine operator with, for instance, boom handling, hook positioning,
lifting, load gripping, and other features to improve work tasks’ execution in cases
of frequently repeated operations or machine movements. Automated functions of
mobile work machines can include, among others, automatic control functions,
automatic data collection and transfer, condition monitoring and diagnostics, and
automatic information management (for positioning information, work orders, work
instructions, warnings, driving assistance, etc.). Remote control for mobile work
machines has been developed for, among other purposes, enabling the control of
machine movements or machine manoeuvres from a good, safe position at the
work site (with line-of-sight control) or to enable the control of the machines from a
safe and comfortable environment far from the work site (control by tele-operation)
(Uusisalo 2011, p. 12; Vilenius 2007, p. 10). Global megatrends in industry such
as energy-efficiency, tightening of exhaust emission regulations for diesel engines,
safety regulations growing stricter, and work processes’ automation are guiding
also the development of mobile work-machine technology.

Work processes executed with mobile work machines are typically batch pro-
cesses in which each machine operation is performed separately. To improve
productivity, safety, utilisation of special machinery, and handling of operation
costs, companies are seeking better control and management of the overall work
process. The trend seems to be to guide mobile work-machine operations in the
direction of continuous automated work processes. Automatic guided vehicles and
similar automatic material-handling machine systems have been used for years.
For open-air conditions, some large-scale machinery systems already apply auto-
mated or autonomous work machines, such as automatic container-handling systems
in harbours and autonomous ore-transportation systems in mines.

In this study dealing with automated mobile work-machine systems, it is im-
portant to clarify the distinction from manually driven mobile work machines. From
the technical point of view, automated mobile work-machine systems are defined
in this study such that the automation system controlling one or more mobile work
machines has a hierarchical structure including a production control level, system
operation control level, and on-board automation level. From the operation stand-
point, the machines at the work site can be operated remotely from a control room
or operate autonomously, but they can also be manually driven. One major ele-
ment in automated mobile work-machine systems is the communication system,
which connects all the subsystems and control levels and links the system to other
systems. The connection to the machines is wireless in most cases. A schematic
overview of an automated mobile work-machine system is provided in Figure 2.

13
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Figure 2. The main elements of an automated mobile work-machine system.

From a life-cycle perspective, manual work machines and an automated mobile
work-machine system differ greatly. Manual work machines are products that are
placed on the market, but automated mobile work-machine systems are unique
projects. The systems are built and commissioned at the work site in the final
production environment. From both of these perspectives, such machinery appli-
cations can be compared with large process-automation applications. From the
machine manufacturer’s point of view, the switch from machines to automated
machinery systems transforms the design and engineering problems from ma-
chine design and manufacturing issues into system design, systems engineering,
subsystem integration, system installation, and commissioning ones.

In technical terms, automated mobile work-machine systems as described
above are multi-technology complicated systems such as production lines in a
factory or paper machines in a paper mill. They have a huge number of subsys-
tems and components connected and functioning together and interacting in line
with pre-programmed rules. On the other hand, there is a certain difference from
fixed industrial automation systems. Automated mobile work-machine systems can
be considered complex socio-technical systems wherein people, machines, the
automation system, and the operating environment interact with each other. Com-
plex systems typically have many components that can autonomously interact
through emergent rules (Amaral & Uzzi 2007, p. 1033).

1.2 New safety threats and challenges to safety engineering

From a design and development point of view, the move from machines to auto-
mation systems introduces new challenges to the manufacturer's and system

14



supplier's development processes. According to a recently published study on
system design (Boucher & Kelly-Rand 2011), there are five main challenges in
system design: lack of cross-function knowledge among designers, system com-
plexity evolving into a complex ecosystem of systems of systems, increasing diffi-
culty of identification of system-level problems early in the system-development
process, difficulties with prediction of system behaviour before physical prototypes
exist, and lack of integrated tools for multi-engineering disciplines (ibid., pp. 5-6).

Machine manufacturers and system suppliers are responsible for their products’,
machines’, and machinery systems’ safety. The shift from manually operated
mobile work machines toward automated mobile work-machine systems takes
machinery-safety considerations also to a new, system safety, level. Traditional
issues of machinery safety are becoming system-safety issues. From discussions
with mobile machine manufacturers and system suppliers, the biggest concern
seems to be the new automation-related threats and possible unexpected hazard-
ous events. New safety threats are seen in complex human—machine interactions,
complex system operations and maintenance situations, systematic or random
system failures in control systems, and system interfaces within the operation
environment at the work sites. Experiences from other sectors of industry wherein
automation has been utilised for years confirm these concerns. Among others,
Rasmussen (1997), Leveson (1995, 2011b), and Endsley (1995) have pointed out
that the system complexity, increased amount of software, automated functions,
and automatic operation bring out new safety issues and design problems for
system designers and safety engineers.

Leveson (1995) described potential problems related to the construction of
software in industrial applications. Complex software always displays design errors,
requirement flaws, or implementation bugs. Flexibility for changes can increase
complexity in software programs and introduce errors. In large programs, separation
into modules decreases the complexity of individual modules but increases the
number of interfaces between modules and can thereby increase errors in inter-
face design (ibid., pp. 33—38). On the other hand, more complexity and interaction
between subsystems makes it difficult for system designers to consider all opera-
tion situations and system states in advance. There will also be a great deal of
interaction and communication between the operators and maintenance staff. For
system operators, with greater complexity and interaction come new challenges
for handling all of the planned situations and, especially, unplanned and unex-
pected events so that safety can be ensured in all circumstances (Leveson 2004,
p. 239). Rasmussen (1997, p. 184) stated that a system is always more than the
sum of its elements and pointed out that system complexity leads to problems in
risk management. Complex socio-technical systems are difficult to model with
structural or functional models because system and operator behaviour in actual
work situations is strongly dependent on the specific situation and effects in the
work-site environment. There is need for conceptual models beyond traditional
structural and behavioural system models (ibid., p. 187). From a safety-engineering
perspective, Leveson (2004, p. 238) has claimed that technology is changing more
rapidly than engineering techniques are. She points out issues such as increasing

15



‘complexity and coupling’, ‘more complex relationships between humans and
automation’, the ‘changing nature of accidents’, and ‘new types of hazards’ as
characterising the development of new technology in industry and causing uncer-
tainty and new safety threats.

According to Leveson (2011a, p. 55), new digital technology increases the
complexity of the systems and introduces new potential causal factors. In complex
systems, accidents occur on account of the interaction of perfectly functioning
components. In practice, when one is designing an innovative multi-technology
solution, there are no failure data or user experiences available, or data are very
limited, to certain specific applications. According to Sammarco (2005a, p. 698)
and Leveson (2011a, p. 59), current accident models and safety-engineering
techniques do not cover all of the new technological and operational aspects. This
implies that proactive analysis and control of system hazards is growing increas-
ingly important. Leveson (2011a) also states that hazard analyses, which have
long been used in industries that use dangerous processes and for other hazard-
ous systems, can identify the causes of accidents that have never occurred be-
fore. In unique, new technology systems, analysis should begin with identification
of all potential hazardous events and situations and then involve assessment of
whether they are possible or not. If the consequences are very serious (e.g., fatal),
the hazards in question should be eliminated even if it is not possible to determine
their likelihood.

1.3 The research gap

In the mobile-machine manufacturing industry, there has been increasing need to
understand system-level safety elements and to learn to identify, analyse, assess,
and control safety risks in complex mobile work-machine systems. Development
from single automated machines to autonomous machine fleets has brought ques-
tions of how to specify system-level safety requirements for these unique machin-
ery applications and how to manage system-safety issues throughout the life cycle
of the machinery applications under development. On the other hand, there is still
lack of practical methods of verifying and validating complex safety-related applica-
tions, system-level functions, and on-board machine-safety solutions. Traditional
machine-safety solutions, safety standards, and risk-management practices are
said to be not enough in the design and development of automated mobile work-
machine systems. According to mobile-machine manufacturers and system sup-
pliers, machinery system development is based on traditional machine-design
practices and is divided sharply into the main engineering domains: mechanical,
hydraulic, electrical, electronic control system, and automation design. System-
level safety issues are identified and discussed only as automation-related issues
affecting machinery applications.

Research on product- and machinery-safety issues and into issues associated
with risk assessment have been conducted over the years in the scientific com-
munity considering machinery safety — by, among others, Reunanen (1993), Kui-
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vanen (1995), Kivistd-Rahnasto (2000), Malm et al. (2001, 2011), Fadier and De la
Garza (2007), Rausand and Utne (2009), Lundteigen et al. (2009), and Hietikko et
al. (2010, 2011). Research has concentrated mainly on single manual machines,
industrial robot applications, or industrial machines in general. Effects of pro-
grammable electronics, digital communication, and software-based safety func-
tions on safety design in machinery applications have been studied and discussed
by Alanen et al. (2004), Leveson (2004, 1995), Hedberg et al. (2006), Rausand
and Utne (2009), Alanen (2010), Malm et al. (2011), Hietikko et al. (2013), and
others. A large amount of research has been carried out and published on auto-
mation technology and its implementation in mobile machinery applications. Only
a few studies of safety or risk-assessment issues related to automated mobile
work-machine systems have been published in the last 15 years. These include
research by Pukkila (1999), Paques et al. (1999), Sammarco et al. (2001),
Sammarco (2002), Alanen et al. (2004), and Tiusanen et al. (2008, 2013a and
2013b). International standards for mobile work machines have been developed
for manual machines; among these are ISO 20474-1 (2008) and its machine-
specific parts 2—14. The international standardisation work on safety of autonomous
mobile work machines is ongoing, and it has been forecast within ISO that the first
draft work addressing this issue should be ready for comments in late 2014.

Research on system-level risk-management issues and aspects of system
safety has been conducted in the scientific system-safety community in the de-
fence, aviation, space, and process-industry fields. Guidelines for system-safety
engineering and results of case studies have been published over the years by,
among others, Roland and Moriarty (1990), Toola (1992), Leveson (1995, 2004,
2011b, 2012), Stephans (2004), and Vincoli (2006). Systems-engineering practic-
es and processes that include risk-management and safety-engineering guidelines
have been developed over the years in the international system-safety community
and published by, for example, the US Department of Defence (DoD DAU, 2001),
US Federal Aviation Administration (FAA ATO, 2006), NASA (NASA, 2007), and
International Council on Systems Engineering (SE Handbook, 2011).

Safety-engineering practices in industrial applications have been subject to
strong standardisation in the last decade. In the machinery-safety sector, basic
guidelines are introduced in SFS EN ISO 12100 (2010). Guidelines for occupa-
tional health and safety performance and industrial safety engineering are de-
scribed in BS 18004 (2008), and functional safety engineering guidelines and
requirements are described in the widely referenced SFS-EN 61508 (2011) series
of standards. At the same time, systems-engineering guidelines have been stand-
ardised by the ISO and IEC to support wider implementation of the systems-
engineering approach. Some of the main standards in this domain are 1ISO IEC
15288 (2008), ISO IEC 26702 (2007), and ISO IEC 16085 (2006).

Regardless of the extensive international standardisation efforts, there are not
yet safety-engineering or risk-assessment guidelines specific to overall complex
automated mobile work-machine systems. There is still increasing need for
knowledge and practical methodology for specifying system-safety requirements
for new, unique automated mobile work-machine systems.
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The research gaps from the safety-engineering perspective are the lack of
knowledge and experience of a system-safety approach and practical risk as-
sessment methodology applicable for automated mobile work-machine systems,
and the lack of knowledge and experience of the integration of the system safety
methods into the general systems-engineering approach in automated mobile
work-machine system applications.

1.4 The scope and objectives of the study

This study belongs to the field of risk management for industrial machinery appli-
cations, and the study’s context is automated mobile work-machine systems. The
scope of the study is system-level operations and functions of the machinery sys-
tems, especially automation-related safety risks. Safety risks are examined in
limited scope in this study, with the focus being on harm caused by automa-
tion-related mechanical hazards. Other occupational health and safety risks
caused by the machinery or work-site environment, such as noise, dust, vibration,
and exhaust emissions, are excluded from study here.

The objectives of this study are a practical approach for system-level safety-risk
assessment in automated mobile work-machine systems and qualitative infor-
mation on the usefulness of the approach and selected methods.

This study covers risk-assessment issues and activities in the early phases of
the system life cycle — hazard identification, risk estimation, system safety re-
quirements’ specification, and verification in a functional level. The study focuses
on evaluation of the usefulness of the risk-assessment approach and current risk-
analysis and risk-estimation methods.

1.5 Limitations of the study

The issues related to detailed requirement specification, safety design along with
verification and validation of safety-related functions and technical safety solutions
are not in the scope of the study. The study examines and discusses automated
mobile work-machine systems from the machine manufacturer's and systems
supplier's perspective, with a focus on technology-independent system-level ele-
ments. The technology implementations and solutions of the machinery, control
systems, communication systems, and other automation-related infrastructure on
the site are discussed only when specifically relevant to the safety-related ele-
ments and risks under study. The analysis results in case studies are limited to
number of hazards or deviations, examples of identified hazardous events, risk
estimation results, number of proposals for actions, and examples of principles of
specified safety solutions. This is because of the confidentiality of the case study
material requested by companies involved in this research.
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1.6 Contributions of the study

The research focuses on methods and techniques for obtaining the necessary
information and reasoning for risk assessment and risk-reduction decision-making.
The aim of this study is to provide new information on how the risk-analysis methods
in current use should be utilised for reaching the system-safety objectives and to
increase the quality and effectiveness of safety-engineering work. In the long run,
the research is aimed at improving risk-management processes and practices
among mobile work-machine manufacturers and in the sectors of industry that
utilise automated mobile work-machine systems.

The study contributes to the scientific machinery-safety, functional-safety, and
system-safety communities by developing and examining system-safety practices
and risk-assessment methodology in the context of automated mobile work-machine
systems. Its contribution to the machinery-safety research community is the sys-
tem-level approach to widening the traditional machinery risk-assessment proce-
dure introduced in SFS EN ISO 12100 (2010) with the practices and methods
introduced in the system-safety and general occupational health and safety do-
mains. To the functional safety research community, it contributes an approach
and methods for the hazard- and risk-analysis phases of the safety life cycle de-
scribed in SFS EN 61508-1 (2011) to support system-safety requirement specifi-
cation for new, unique machine automation applications. Its contribution to the
system-safety research community is in information and experiences surrounding
the applicability of the system-safety approach and methods in a different sector of
industry — the mobile work-machine industry and applications. In practice, these
contributions involve the following:

— Review and study of current machinery-safety engineering practices, industrial
safety engineering practices, and functional safety engineering practices,
along with discussion of their applicability for the risk assessment of complex
machinery-automation applications

— Study of system-safety practices developed for large-scale safety-critical
systems, for a reference for the system-safety approach and methods ap-
plied, in complex socio-technical systems

— Study of the systems-engineering approach and process and of the link to
system-level safety-risk-management activities throughout the life cycle

— Construction of a practical risk-assessment approach and risk-analysis
methodology for automated mobile work-machine systems

— Evaluation of the usefulness of the risk-assessment approach and
risk-analysis methodology in four automated mobile work-machine systems

— Discussion of the results in relation to the current safety-engineering guide-
lines and the latest results of system-safety research.
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1.7 The structure of the thesis

To help the reader follow the thesis, a brief summary of its structure and content is
provided here. This chapter has described the background for the study, the re-
search interest inspiring the study, and the research problem, along with introduc-
tion to the scope and objectives and the expected contribution of the work. Chap-
ter 2 introduces some key terms and definitions that serve as cornerstones of the
study. It also contributes by reviewing current safety-engineering practices and by
briefly introducing the systems-engineering approach. Chapter 3 describes the two
research approaches utilised in this study: the constructive research approach,
aimed to construct of a new risk-assessment approach for automated mobile
work-machine systems, and the case-study research approach, applied to analyse
and evaluate the implementations of the new approach and selected risk-
assessment methods. Chapter 4 describes the results of the constructive research
work by introducing the main characteristics of the new risk-assessment approach
in its current form. Chapters 5, 6, 7 and 8 introduce the four selected case projects
in which the new risk-assessment approach has been implemented and evaluated.
After the case studies’ results are thus presented, analysed, and discussed case
by case. The findings of the case study research are discussed in Chapter 9, and
Chapter 10 presents an evaluation of the overall study. Finally, the conclusions of
the study are summarised in Chapter 11.
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2. Framework of the study

2.1 Risk and risk assessment

The concept of risk is complex and the term ‘risk’ has various definitions, depend-
ing on the context in which the term is used (Rausand 2011, p. 47). In literature
the word “risk” is used in many different senses and many kinds of risk are dis-
cussed: business risk, social risk, economic risk, safety risk, investment risk, mili-
tary risk, political risk, etc. The different points of view related to the concept of
risk, risk perception, quantification of risk, risk analysis and risk assessment are
discussed widely in literature among others in Kaplan & Garrick (1981), Lewis
(1990), Kuivanen (1995), Kaplan (1997), Renn (1998), Hollnagel (2008) and
Rausand (2011). Renn (1998, p. 51) expresses that there is no commonly
accepted definition for the term risk, however, all risk concepts have one element
in common — the distinction between reality and possibility. Kaplan & Garrick
(1981, p. 13) simplifies the idea of risk analysis to be an answer to the following
three questions: What can happen?, How likely is it that that happen?, and If it
does happen, what are the consequences?

The general risk-assessment vocabulary in ISO Guide 73 (2009, p. 1) defines
risk in general terms by stating that it is an effect of uncertainty on objectives,
where that effect can be a positive or negative deviation from the expected. The
objectives might be, for example, financial, health and safety, or environmental
goals, and they can be at various levels, from strategic to product level. According
to the 1ISO Guide 73 (2009, p. 2), risk can be expressed in terms of a combination
of the consequences of an event and the associated likelihood of occurrence.
Uncertainty under this definition may be related to information on the event, con-
sequences, or likelihood.

From a safety-engineering point of view, ISO IEC Guide 51 (1999, p. 2) defines
risk as a combination of the probability of occurrence of harm and the severity of
that harm. This definition has been adopted also in the basic machinery-safety
standard SFS EN ISO 12100 (2010, p. 3). In this study, dealing as it does with
issues of safety risks in automated mobile work-machinery systems, the latter
definition of risk (a safety-oriented one at base) is taken as a cornerstone for the
research and development work.
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According to ISO Guide 73 (2009, p. 5), risk assessment is an overall process
of risk identification, risk analysis, and risk evaluation. The risk-assessment standard
ISO 31000 (2009, pp. 17—20) describes the general risk-assessment process and
its phases in detail. Figure 3 illustrates the general risk-assessment process and
its connections to the overall risk-management process described in ISO 31000
(ibid., p. 14). The latter risk-assessment standard describes a wide variety of gen-
eral risk-assessment tools and techniques, categorises them, and evaluates their
applicability for risks’ identification, analysis, and evaluation. This description of the
risk-assessment process is similar to the description in the machinery-safety stand-
ard SFS EN ISO 12100 (2010, p. 10), which sets forth risk-assessment and
risk-reduction guidelines for machinery design. Instead of risk identification and risk
handling, that standard uses the terms ‘hazard identification’ and ‘risk reduction’, on
account of its safety-oriented perspective. Another cornerstone for the research and
development work in this study is that safety-oriented description of the process.

v
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Risk identification

Communication J! Monitoring
and < Risk analysis > and
consultation review

\’
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Risk treatment

Figure 3. The general risk-assessment process as part of the overall risk-management
process, according to ISO 31000 (2009, p. 14).

2.2 Safety and safety engineering practices

The term ‘safety’ too has various definitions, which depend on the context in which
it is used. Leveson (1995, p. 181) has expressed the definition in the form: ‘Safety
is freedom from accidents and loss’, while MIL-STD-882D (2000, p. 2) defines
safety as freedom from those conditions that can cause death, injury, occupational
illness, damage to or loss of equipment or property, or harm to the environment.
ISO IEC Guide 51 (1999) describes the concept of safety by stating that there can
be no absolute safety: some risk always remains (residual risk). A product, pro-
cess, or service can only be relatively safe. Safety is achieved by reducing risk to
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a tolerable level. Under this concept of safety, tolerable risk is assessed via a
search for optimal balance among the ideal of absolute safety; the demands to be
met by the relevant product, process, or service; and factors such as benefits,
fitness for purpose, and cost-effectiveness (ibid., p. 3).

The basic machinery-safety standard SFS EN ISO 12100 (2010) does not de-
fine safety. It describes the aim of the risk assessment and risk reduction as being
to eliminate hazards as far as possible and to reduce risks sufficiently through
implementation of protective measures (ibid., p. 9). In this study, designed to con-
struct a practical risk-assessment approach and examine risk-assessment meth-
ods in automated mobile work-machine systems, safety is understood as an ab-
sence of accidents involving unacceptable effects mainly on persons but also on
equipment or on property.

Safety-engineering practices for purposes of this study are the approaches and
normative guidelines developed to support the designers, manufacturers, or end
users in development and maintaining of safety in industrial applications. The
risk-assessment process is one of the key elements in safety-engineering practices.
Safety-engineering practices have been developed in light of needs and interest in
various sectors of industry (Leveson 2003, p. 1). Between diverse domains such
as manufacturing, the process industry, the nuclear power sector, civil aviation,
the space industry, and defence-sector engineering, efforts aimed at reaching
safety differ considerably. At least four general approaches and practices for safety
engineering can be cited: industrial safety engineering, system-safety engineering,
machinery-safety engineering, and functional safety engineering.

The field of safety engineering and safety evaluation is strongly regulated and
standardised for sector-specific needs. To get a general view of the current nor-
mative framework in the field of safety engineering guidelines in different domains
two figures have been composed. Figure 4 gives an overview of the development
of the essential machinery safety directives and standards, and functional safety
standards. Figure 5 gives an overview of the development of the essential systems
engineering, general risk management, system safety, and RAMS (Reliability,
Availability, Maintainability and Safety) management standards.

2.3 Machinery-safety engineering

The latest international machinery-safety standards, published mainly since 2000,
have been chosen as the baseline for this review. Current methodology for machin-
ery-safety design, hazard identification, and risk assessment are studied through
review of the Machinery Directive (Directive 2006/42/EC, 2006), which has been
transposed into Finnish legislation as a government decree (VNa 400/2008, 2008),
and the latest internationally ratified 1ISO machinery-safety and control-system-
safety standards: SFS EN ISO 12100 (2010), ISO TR 14121-2 (2007), and SFS
EN ISO 13849-1 (2007). Added to that issues related to electrical safety, control
circuits and safety functions in machinery are covered in IEC 60204-1 (2000).
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2.3.1 The Machine Directive

In Europe, machinery safety is regulated and harmonised by the Machinery Di-
rective to ensure the establishment and functioning of the internal market and to
ensure a high level of protection of people’s health and safety and of the environ-
ment (Directive 2006/42/EC, 2006). The Machinery Directive states that the manu-
facturer must carry out a risk assessment for the machinery that it plans to place
on the market. The Machinery Directive applies not only to individual standalone
machines but also for machinery systems, where the latter are defined as ‘assem-
blies of machinery’ (ibid., p. 4).

Large installations can usually be divided into sections, which may each be
considered assemblies of machinery (Fraser 2009, p. 33). According to the Di-
rective 2006/42/EC (2006, p. 4), a company that places on the market or puts into
service an assembly of machinery is considered to be the manufacturer of that
assembly of machinery and is responsible for ensuring that said assembly as a
whole complies with the essential health and safety requirements of the Directive.
This is because the safety of machinery systems depends on the safety of the
machine units and also on the suitability of the machine units, their control sys-
tems, and the interfaces between them and the assembly as a whole. Fraser
(2009, p. 34) states that the risk assessment must address both the suitability of
the machine units for the safety of the assembly as a whole and the hazards re-
sulting from the interfaces between units of the assembly.

According to the Machinery Directive, the manufacturer or an authorised repre-
sentative thereof should first determine the limits of the machinery, which include
the intended use and any reasonably foreseeable misuse of the machinery (Di-
rective 2006/42/EC, 2006, p. 13). According to the risk assessment results the
manufacturer must select the most appropriate methods and apply the following
principles, in this order: eliminate or reduce risks as far as possible, take the nec-
essary protective measures in relation to risks that cannot be eliminated, and
inform users of the residual risks due to any shortcomings of the protective
measures applied (Directive 2006/42/EC, 2006, p. 13). The Directive sets out the
essential health and safety requirements that machines placed on the Community
market must fulfil and the procedures for assessing their conformity. These fun-
damental requirements include special mandates arising from the mobility of the
machines but not requirements for automatically operating mobile machinery.
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Figure 4. An overview of the development of the machinery safety directives and

the essential machinery and functional safety standards.
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sessment, system safety, functional safety, and RAMS management standards.
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2.3.2 Risk-assessment procedure in machinery-safety standards

Machinery-safety guidelines are developed mainly to help the machine-manufacturing
industry build safe manual standalone machines. The standard SFS EN ISO
12100 (2010) introduces risk-assessment and risk-reduction processes for ma-
chine manufacturers and system designers. Risk assessment is described as a
series of logical steps to enable analysis and evaluation of the risks associated
with machinery. It is followed by risk reduction. Iteration of this process may be
necessary for minimisation of hazards or at least to reduce risks adequately via
the implementation of protective measures (see Figure 6). The objective of risk
assessment is the best practicable risk reduction. The risk-assessment process is
iterative, and several applications of it might be necessary for reducing the risk
and making the best use of the available technology. In carrying out this process,
it is necessary to take into account the following four factors, in decreasing order
of priority (ibid., p. 9):

— The safety of the machine over all phases in its life cycle

— The ability of the machine to perform its function

— Usability of the machine

— The manufacturing, operation, and dismantling costs of the machine.

Hazard identification in this approach involves systematic identification of reason-
ably foreseeable hazards (constant hazards and hazards that can appear unex-
pectedly), hazardous situations, and/or hazardous events in all phases of the
machine life cycle. Risk estimation is carried out for each hazard via determining
of two factors: severity of harm and the probability of occurrence of that harm. The
probability factor is presented as a function of three parameters: people’s expo-
sure to the hazard, the probability of occurrence of a hazardous event, and the
technical and human possibilities for avoiding or limiting the harm (ibid., p. 17).
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Figure 6. The risk-assessment and risk-reduction model from SFS EN ISO 12100
(2010, p. 10), modified and simplified.

After risk estimation, risk evaluation is carried out to determine whether
risk-reduction measures are required. The adequacy of the risk reduction shall be
determined after each step in the risk reduction until sufficient reduction in risk has
been achieved. Risk reduction in this approach is described as a three-step pro-
cess. The three steps in risk reduction are inherently safe design measures, safe-
guarding and/or complementary protective measures, and information for use
(ibid., pp. 21-22). This approach also includes guidelines for the consideration of
protective measures implemented by the end user such as safe work procedures,
use of personal protective equipment, and training (ibid., p. 11).

ISO TR 14121-2 (2007, pp. 4-5) introduces two types of hazard-identification
approaches for machine design: a checklist-based top-down approach, which
starts with potential consequences and examines the possible causes, and a
bottom-up approach, which identifies all possible hazards, causes, and conse-
quences. Both SFS EN ISO 12100 (2010) and ISO TR 14121-2 (2007) can be
applied for complicated machinery applications, but they do not primarily offer
support for system-level hazard identification and risk estimation for complex au-
tomated machinery applications. The ISO TR document (ibid., pp. 6—10) presents
several methods for risk estimation: a risk matrix, a risk graph, numerical scoring,
quantified risk estimation, and so called hybrid methods.

Hybrid methods combine two of the methods mentioned above. In practice hy-
brid methods are risk graphs that contain within them either matrices or scoring
systems for one of the elements of risk. A certain amount of quantification could
also be included in qualitative approaches. For example, something that is “likely”

28



can be expressed as being once a year, and a “high” exposure can be specified
as being hourly. An example of a hybrid method that proposes four categories for
the severity factor and five classes for the probability is introduced in the report.
(Ibid., pp. 23-27, 88—99.)

Risk reduction based on machine-control-system functions has had important
implications for the machinery-safety engineering approach. Specific guidelines
have been developed to support specification of requirements for safety-related
control functions in machinery applications. The standard SFS EN ISO 13849-1
(2007) provides guidance on principles for design and integration of safety-related
parts of machine-control systems, including the design of software. The standard
specifies characteristics, including performance level (PL), that are required in the
design of safety functions. This standard (2007) gives an overview of a con-
trol-system-specific approach to risk assessment and reduction that supplements
the risk-assessment process described above from SFS EN ISO 12100 (2010)
(see Figure 4). The standard can be applied to safety-related parts of control sys-
tems for all kinds of machinery, regardless of the type of technology and energy
used. It also states specific requirements for programmable electronic systems.

A safety-engineering model and supporting tools based on the main machin-
ery-safety standards especially for machine-control-system safety design have
been developed and evaluated by Hietikko et al. (2009, 2010). Risk-estimation
methods (matrices and graphs) applied for machine-control-system safety engineer-
ing has been studied through comparison of assessment results from several
groups who analysed the same case system. Significant divergence between case
studies was detected in the risk parameters and risk levels affecting safety-
requirement specification for particular functions (Hietikko et al. 2011, p. 773).

International standards for mobile work machines have been developed mainly
for manual machines. Standards addressing mobile work-machine safety issues
provide guidance for machine designers and manufacturers by introducing hazard
lists and requirements for risk-reduction measures. However, these machine-level
standards do not describe the risk-assessment process but refer to the general
risk-assessment standard, SFS EN ISO 12100 (2010). For example, for earth-
moving machinery, the ISO 20474-1-ISO 20474-14 family of safety standards has
been developed for the main machine types associated with mechanised earth-
moving work. The first standard in the set (ISO 20474-1:2008) covers general
hazards and safety requirements, and the others complement these by addressing
machine-type-specific issues. Examples of other mobile work-machine safety
standards can be named: forest-machinery standard ISO 11850 (2011) and crane
standard ISO TR 19961 (2010). Standardisation work for safety of autonomous
mobile work machines has begun in ISO technical committee 127. A new work
item, 1ISO 17757 Earthmoving Machinery — Autonomous Machine Safety, aimed at
setting requirements for autonomous work machines and giving general safety
guidelines for machines running without operators, is under development. It has
been forecast that this is going to be ready for comments in September 2014.
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2.4 Industrial safety engineering

Traditional occupational safety and health work in industry focuses on improving
the safety, health, and welfare of people at work. The work aimed at improving
existing work sites and workplaces and at investigating individual past accidents is
called industrial safety engineering by, among others, Leveson (2003, pp. 7-8).
The legislation pertaining to work-environment safety requirements in Europe is
based on Directive 89/391/EEC (1989) (Directive 89/391/EEC, 1989), called the
Occupational Safety and Health Framework Directive, which sets the general
objectives for occupational safety and health work in the workplace and imposes
obligations for both employer and employees. It introduces general principles for
the assessment of risks, the reduction of risks, and prevention of risks. The em-
ployer is responsible for the safety of work equipment in the workplace. When
obtaining machinery systems, the employer has various responsibilities related to
the minimum safety and health requirements in workers’ use of work equipment at
work (Directive 2009/104/EC, 2009). In Finnish legislation, these requirements are
found in VNa 403/2008 (2008). According to the directive, the employer should
attend to the work conditions and characteristics specific to the workplace and to the
hazards that exist there. If it is not possible to eliminate the risks, the employer should
take appropriate measures to minimise them (Directive 2009/104/EC 2009, p. 6).

One internationally well-known guide for management of occupational health
and safety at work is BS 18004 (2008), which gives companies and other organi-
sations guidance in how to build occupational health and safety management
elements for their overall management system to manage their occupational
health and safety risks and improve their occupational health and safety perfor-
mance (ibid., p. 1). The purpose of the risk-assessment process in occupational
health and safety management is to understand the hazards that might arise in the
course of the organisation’s activities and ensure that the risks to people that arise
from these hazards are assessed, prioritised, and brought to an acceptable level.
As the guidelines emphasise, it is quite obvious that there is no single method of
hazard identification and risk assessment that can suit all organisations.

BS 18004 (ibid., p. 75) defines risk as the combination of the likelihood of oc-
currence of a hazardous event or exposure and the severity of injury or ill heath
that can be caused by that event or exposure. Risk assessment is a process of
evaluation of the risks arising from the hazards, taking into account the adequacy
of any existing controls, and deciding on whether the level of risk is acceptable.
The standard (ibid., pp. 77—78) introduces some risk-assessment tools and meth-
ods, and it points out that in many cases occupational health and safety risks can
be addressed via simple methods and the assessment can be qualitative. Meth-
ods such as checklists and questionnaires, risk matrices, ranking and voting ta-
bles, failure mode and effect analysis (FMEA), hazard and operability (HAZOP)
studies, and computer modelling are cited as examples of applicable methods.

According to the standard, an acceptable risk is a risk that has been reduced to
a level that can be tolerated by the organisation with regard to its legal obligations
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and policies (ibid., p. 76). The evaluation of risks’ acceptability can be based, for
example, on a five-band structure reflecting use of the ‘as low as reasonably prac-
ticable’ (ALARP) principle (IEC 1ISO 31010:2009, pp. 16, 86). The risk categories can
be used in relation to various risk-reduction measures or several time scales for
actions that must be applied for the relevant risk category (BS 18004:2008, p. 84). In
general, the risk-assessment process described in BS 18004 seems to be well in
line with the general risk-assessment process described in ISO 31000 (2009).

2.5 Functional safety engineering

Since programmable electronic control systems have become common in industry,
new methods and standards have been developed for the management of func-
tional safety issues and risks related to complex system functions in dangerous
processes and machinery systems. The functional safety approach has been
established to ensure safety of automation in various fields of industry. In general,
the term ‘functional’ in the context of machinery systems can be defined at refer-
ring to the system being able to fulfil its intended purpose and functions in a cor-
rect and safe manner (Sundquist 2013, pp. 1-2). In general, the functional safety
engineering approach is aimed at ensuring safety by eliminating the risks, reduc-
ing them to an acceptable level, or rendering them as low as is reasonably practi-
cal for reaching a tolerable risk level. These terms are discussed later in Section
2.5.2. The first edition of the international functional safety standard for Functional
Safety of Electrical / Electronic / Programmable Electronic Safety-related Systems
was published in mid-1990 as IEC 1508. The latest edition, consisting of seven
parts, was published in Finland in 2011 (SFS EN 61508, 2011). The latter family of
functional safety standards was developed for application in all sectors of industry
wherein safety-critical systems are used. The standard SFS EN 61508-4 (2010,
p. 21) introduces a general definition for functional safety: it is part of overall safety
related to the Equipment Under Control (EUC) scheme and the control system of
the equipment that depends on the correct functioning of electrical / electronic /
programmable electronic (E/E/PE) safety-related systems and other risk-reduction
measures. An overview of the development history of the essential functional
safety standards is shown in Figure 4 in page 28.

The SFS EN 61508-1 standard (2011) introduces and specifies a generic ap-
proach to safety engineering that covers all activities in the safety life cycle of
systems utilising E/E/PE components to perform safety functions (see Figure 7).
Although functional safety is a perspective aimed at ensuring overall safety of the
system, the SFS EN 61508 standards (2011) focus only on that portion of the
overall risk reduction that is allocated to the safety-related E/E/PE parts of the
control system. Because of this, the objective of the functional safety engineering
approach is to identify safety-related subsystems and to specify their functionality
and safety integrity requirements and their design principles. The functional safety
approach, then, requires specification of the right functionality of the safety-related
functions and of their reliability requirements. The level of reliability needed de-
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pends on the magnitude of the risk intended for reduction by means of the safety-
related control function.
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Figure 7. Phases in the safety life cycle, according to SFS EN 61508-1 (2011, p. 35).

2.5.1 Risk assessment and the risk-reduction process

According to the functional safety guidelines, the objectives of the hazard- and
risk-analysis task in the overall safety life-cycle approach as stated by SFS EN
61508-1 (2011, p. 41) are to determine the hazards, hazardous events, and haz-
ardous situations related to the equipment under control and its control system in
all modes of operation, in all reasonably foreseeable circumstances (including fault
conditions and reasonably foreseeable misuse); to determine the sequences of
events leading to the hazardous events; and to determine the EUC risks associat-
ed with the hazardous events.

The scope of the preliminary hazard and risk analysis is primarily the overall
EUC and its environment. Although hazard and risk analysis is introduced as one
particular phase in the safety life-cycle model (see Figure 7), it may be necessary
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to conduct more than one hazard and risk analysis during the parts of the overall
safety life cycle devoted to requirement specifications. If decisions taken in later
parts of the safety life cycle change the basis for the earlier decisions, a further
hazard and risk analysis should be carried out (ibid., p. 53).

The first part of the SFS EN 61508 (2011) set of standards describes the out-
line of the hazard- and risk-analysis procedure and refers to the fifth part (SFS EN
61508-5, 2011), which introduces examples of methods for determination of safety
integrity levels. The fourth part of the set introduces functional safety terminology
and definitions (SFS EN 61508-4, 2010). Hazard and risk analysis can be con-
ducted via application of qualitative or quantitative methods and techniques (SFS
EN 61508-1:2011, p. 55). A qualitative risk graph or risk matrix can be used for
risks’ estimation (SFS EN 61508-5:2011, p. 49). The functional safety engineering
approach highlights the need to understand the relationship between identified
and estimated risk, the necessary risk-reduction measures, and the safety integrity
of the safety-related systems and other risk-reduction measures.

Here too, risk in the system under study is regarded as a combination of the
probability of occurrence of harm and the severity of that harm (SFS EN
61508-4:2011, p. 19), the same definition found in ISO IEC Guide 51 (1999, p. 2).
However, the terminology defined in the functional safety literature causes confu-
sion. While SFS EN 61508-4 (2011, p. 19) introduces a new term ‘harmful event’,
as an occurrence in which a hazardous situation or hazardous event results in
harm. This differs from the definition of the latter term given in ISO IEC Guide 51
(1999, p. 2). However both SFS EN 61508-1 (2011) and SFS EN 61508-5 (2011)
express in their hazard- and risk-analysis text that a risk in the equipment under
control is a combination of a hazardous event and consequences associated with
that hazardous event. In this author’s understanding, that is not the same thing as a
combination of the probability of occurrence of harm and the severity of that harm.

2.5.2 About tolerable and acceptable risk levels

The necessary risk-reduction measures are the combinations of measures to
reduce a given risk to a tolerable level for a specific situation (see Figure 8). If a
risk cannot be reduced to an acceptable level, the ALARP principle is introduced
as one applicable approach for reducing risk as far as is reasonably practicable for
reaching a tolerable risk level (ibid., p. 47). The ALARP principle involves a pro-
cess in which all risk-reduction options are considered in terms of benefits and
costs. As the functional safety engineering guidelines are focused on safety-related
E/E/PE systems, they do not give guidance in how to specify requirements for any
other risk-reduction measures. At the same time, they do not make reference to
literature dealing with overall safety-engineering and risk-assessment issues such
as industrial safety engineering, machinery-safety engineering, or system-safety
engineering work. In fact, SFS EN 61508-1 (2011, pp. 59, 61, 63) states that other
technologies are not within the standard’s scope and that it is applicable only if at
least some of the risk-reduction measures are implemented with the E/E/PE system.
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(2011, p. 27).

‘Tolerable’ is different from ‘acceptable’. The risk level that is tolerable in a specific
situation depends on many factors, such as severity of injury, the number of peo-
ple exposed, the frequency of exposure, and the duration of the exposure, and it
can be specified either qualitatively or quantitatively. Tolerable risk is the risk that
is accepted in a given context on the basis of society’s current values, according
to SFS EN 61508-5 (2011, p. 19), which states: ‘Tolerable indicates a willingness
to live with a risk so as to secure certain benefits, at the same time expecting it to
be kept under review and reduced as and when this can be done’ (ibid., p. 47).

In addition to the above mentioned ALARP principle there are several other
approaches developped to for determining whether or not the risk related to a
system is acceptable. Rausand (2011) discusses the risk acceptance criteria more
in depth and introduces three approaches to risk acceptance (ALARA, GAMAB
and MEM) (ibid., pp. 106-116).

Safety integrity in the functional safety-engineering approach refers to ‘the
probability of an E/E/PE safety-related system satisfactorily performing the speci-
fied safety functions under all the stated conditions within a stated period of time’
(SFS EN 61508-4:2010, p. 35). The standard SFS EN 61508-1 (2011) defines four
risk-based safety integrity levels (SILs), with SIL 4 being the highest and SIL 1 the
lowest. The safety integrity requirements for a particular SIL are specified in terms
of the average probability of dangerous failure of a safety function on demand or in
terms of the average frequency of a dangerous failure of a safety function, de-
pending on the role of the safety function in the EUC (low- or high-demand-mode
operation) (ibid., p. 65). Safety integrity applies to the E/E/PE safety-related sys-
tems and to other technical risk-reduction measures. Once the tolerable risk level
has been set and the necessary risk reduction estimated, the safety integrity re-
quirements for the safety-related systems can be assigned. Typically, the alloca-
tion process is iterative, for optimisation of the design to meet the various require-
ments associated with the safety-related functions in the EUC (SFS EN 61508-
5:2011, p. 35). Parts 2 and 3 of the SFS EN 61508 family (2011) present a broad
range of design principles, safety-engineering techniques and measures, and
verification and validation methods for both hardware and software development
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that are necessary for reaching the target SIL in the relevant safety-related func-
tions. In addition to the standards theoretical background of the essential methods
and tools for quantitative reliability analysis, SIL analysis, reliability assessment of
E/E/PE safety-related systems and SIL verification is provided among others by
Rausand (2014).

In complex safety-related systems, there is typically need for multiple layers of
protection and risk-reduction measures if an acceptable risk level is to be reached
or risk reduced to a tolerable level. In such cases, the functional safety engineer-
ing approach emphasises use of the ‘layers of protection’ analysis (LOPA) method
(IEC 1SO 31010:2009, p. 59). The LOPA method is described as useful in complex
systems wherein needs arise for a holistic approach to evaluation of interactions
between individual safety layers and between safety layers and causes of demand
for risk reduction such as hazards, system functionality, and the operation envi-
ronment (SFS EN 61508-5:2011, p. 35). LOPA was developed as a tool for SIL
allocation. In the functional safety engineering context, the LOPA method provides
a basis for the specification of independent protection layers (IPLs) and SiLs for
safety-related E/E/PE systems. Via analysis of the risk reduction produced by
each layer of protection, LOPA can be used to aid in allocation of risk-reduction
resources. The layers of protection are characterised in terms of specificity, affec-
tivity, independence, dependability, and auditability (ibid., p. 73).

2.5.3 Application-specific standards for the machinery sector

Several application standards based on the main functional safety standard have
been developed for diverse domains employing safety-related software and pro-
grammable electronic control systems, such as avionics, medical devices, rail-
ways, road vehicles (ISO 26262-2, 2011), and machinery. The machinery-sector
application standard SFS EN 62061 (2005) has been created to provide guidelines
for the requirement specification, design, and verifications of safety-related control
systems in machinery applications. In practice, there have been two approaches
for machine control-system-safety design: those of SFS EN ISO 13849-1 (2007),
based on the old EN 954-1 (1996), and SFS EN 62061 (2005), which is based on
the old IEC 61508 (1998). This divaricate situation has led to confusion as to
which standard to apply in specific machinery applications. Some guidance has
been published to help designers choose the appropriate guidelines for the appli-
cation at hand (SFS 5974, 2011). The SFS EN 62061 (2005) standard does not
deal with the general risk-assessment process in machinery applications, neither
does it give guidance in how the safety-related functions should be identified. It
refers to the old ISO 12100-1 (2003), ISO 12100-2 (2003), and ISO 14121 (2007)
standards, which have now been superseded by SFS EN ISO 12100 (2010). It
states that the safety-related functions will be specified in accordance with the
risk-assessment and risk-reduction processes described in those standards.
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2.5.4 Application guidelines for the process-industry sector

An application standard for the process industry (IEC 61511-1, 2003) has been
established to specify guidelines and practices for functional safety engineering for
safety-instrumented systems designed to ensure the safety of an industrial pro-
cess. There is an important difference between the basic functional safety stand-
ard and this application standard. While SFS EN 61508-1 (2011) has been devel-
oped for manufacturers and suppliers of safety-related devices, IEC 61511-1:2003
was developed for designers of safety-instrumented systems, integrators of these
systems, and the end users (ibid., p. 12).

According to IEC 61511-1 (ibid., p. 41), the objectives of the hazard and risk
analysis in process-industry applications include:

— to identify the hazards and hazardous events of the process and associated
equipment,

— to estimate the process risks associated with the hazardous event in terms of
consequences and likelihood of the event, to determine the sequence of
events leading to the hazardous event (in consideration of the various operation
modes),

— to determine any requirements for risk reduction, to determine the safety
functions required for the necessary risk reduction, and

— to determine whether any of the safety functions are safety-instrumented
functions.

IEC 61511-2 (2004) emphasises that in the process industry, a preliminary hazard
and risk assessment should be carried out early, in the project's basic pro-
cess-design phase. At this stage, the objective should be to try to eliminate haz-
ards or reduce the risks as far as is reasonably practicable by applying inherent
safety principles and good engineering practice. It is important to start the hazard-
and risk-assessment work as early as possible because the assessment results
serve as input for system-architecture design and, at the same time, designing
and implementing a safety-instrumented system can take a long time. The pro-
cess-design and system-architecture information is needed before the process
and instrumentation diagrams can be finalised (ibid., p. 18). A final hazard and risk
assessment should be completed once the process and instrumentation design
and diagrams have been completed. The so-called final analysis should use a
formal, fully documented procedure such as hazard and operability studies
(HAZOP). The objective of the final assessment should be to confirm that the
safety layers designed are adequate for guaranteed safety of the process plant
(ibid., p 43). To emphasise the importance of distinct safety layers and of both
technological risk-reduction measures and the role and actions of human operators,
IEC 61511-1 (2003, p. 45) introduces examples of typical risk-reduction methods
in the context of a process plant.
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2.6 System-safety engineering

The system-safety approach was developed firstly for complex military, aviation,
and space-industry systems, and nowadays it is also applied in the process indus-
try. System safety has been defined as a ‘sub-discipline of systems engineering
that applies scientific, engineering and management principles to ensure adequate
safety, the timely identification of hazard risk, and initiation of actions to prevent or
control those hazards throughout the life cycle and within the constraints of opera-
tional effectiveness, time and cost’ (Stephenson 1991; Vincoli 2006, p. 6). System
safety is concerned primarily with new systems (Leveson 2003, p. 8) and has the
goal of reducing the risk to an acceptable level (Vincoli 2006, p. 6). Vincoli (2006)
points out that following safety regulations, standards, and written codes is aimed
only at meeting minimum safety requirements. The risk-management work associ-
ated with system safety is an attempt to exceed these minimum compliance
standards and provide the highest level of safety (the lowest level of acceptable
risk) achievable for the target system with acceptable cost implications. It is im-
portant to consider direct costs and indirect implications — such as operation re-
strictions, system performance, operation schedules, and downtime — related to
alternative risk-reduction solutions (ibid., p. 8).

The first ideas of system safety evolved as missile systems and space-travel
systems were being developed. The old ‘trial-and-error method could not be used
anymore. As aircraft and aviation systems grew more complex, the risks of devas-
tating consequences of a failure increased, and the traditional ‘fly—fix—fly’ approach
was no longer acceptable. The possible failures and errors need to be identified in
the design phase if one is to be able to design controls to prevent accidents and
other unwanted situations. The development of systems engineering in those indus-
tries has been the driving force for advances in concepts of system safety (Roland
and Moriarty 1983, p. 12; Stephans 2004, p. 4). The US Department of Defence
(DoD) formalised system-safety requirements by publishing MIL-STD-882C ‘Sys-
tem Safety Program requirements, which became mandatory for system-safety
programmes (Roland and Moriarty 1983, p. 12). The MIL-STD-882C has been su-
perseded by MIL-STD-882D (2000). System safety is sometimes considered the
same as software safety. Sammarco et al. (2001) attempt to clear up this misun-
derstanding by stating that system safety involves seeking to design safety into all
phases of the entire system. Software is a subsystem, so software safety is part of
the system safety.

In complex systems, the human-system interface and, more generally, human—
technology interaction issues and design requirements are getting more and more
important. It is vital for human factors and aspects of human behaviour to be consid-
ered a part of system requirements, with the operation and maintenance strategies
and principles designed in view of operators’ needs and ability to find out the best
possible and safest operation and maintenance solutions. (Vincoli 2006, pp. 39—41)

MIL-STD-882D (2000) does not give any guidance for the selection of risk-
analysis methods but does refer to the publications of the System Safety Society
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(ibid., p. 24). It is also worth mentioning at this juncture that the system-safety litera-
ture does not refer to the widely applied general functional safety standard SFS-EN
61508-1:2011. This is one indication of how differentiated safety-engineering de-
velopment work has become over the years.

The system life cycle has been described in various textbooks and standards.
According to Stephans (2004), the main stages in a system’s life cycle are the
concept, definition, development, production, and system operation. Roland and
Moriarty (1983) state that the three basic system-safety analysis methods are
preliminary hazard analysis (PHA), fault hazard analysis (FHA), and fault tree
analysis (FTA). These differ fundamentally in their concepts and practical execu-
tion (ibid., p. 193). Distinct analyses methods have been developed for certain
purposes to support decision-making in certain phases of the system life cycle
(see Figure 9). A list of various methods and more detailed descriptions of them
can be found in such works as the following: Roland and Moriarty (1983, 1990),
Stephenson (1991), Stephans (2004), and Vincoli (2006). The system-safety lit-
erature and the standard MIL-STD-882D (2000) introduce a risk-matrix method for
the estimation of risks. For example, Vincoli (2006, pp. 13—16) proposes four cat-
egories for hazard severity and five categories for the occurrence of harm (mis-
haps). Risks are classed into four categories, with the following criteria: unac-
ceptable (changes must be made), unacceptable (make changes if possible),
acceptable with management review, and acceptable without review.

Concept —>  Design Production Operation |—>| Disposal
Preliminary Hazard List  Preliminary Hazard Analysis ~ Operating Hazard Analysis  Job Safety Analysis Job Safety Analysis
Energy Trace & Barrier Hazard Analysi: b Hazard Analysi Accident / Incident Analysis  Change Analysis
Analysis System Hazard Analysis System Hazard Analysi: g! Oversight & Operating Hazard Analysi;
What-If Analysis Failure Modes & Change Analysis Risk Tree HAZOP study

Effects Analysis Fault Tree Analysis Change Analysis What-If Analysis

Fault Tree Analysis
What-If Analysis

HAZOP study
What-If Analysis

Operating Hazard Analysis
Failure Modes & Effects

Analysis
HAZOP study
What-If Analysis

Figure 9. Phases in the life cycle and the primary system-safety tasks for a
‘one-of-a-kind’ project or product, according to Vincoli (2006, p. 33).

2.7 The systems-engineering approach

This chapter reviews the systems-engineering approach (or ‘systems-engineering
management’) and the systems-engineering process in brief. The aim is to intro-
duce the basic ideas of the systems-engineering approach and identify risk-
management activities in the general systems-engineering life-cycle model. The
main focus is on how the risk-assessment activities and, more precisely, the safe-
ty-engineering activities are described and made part of the general sys-

tems-engineering approach.
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The systems-engineering discipline is thought to have begun in 1950s amidst
the development of the first complex military applications, such as ballistic missile
systems. In the 1960s, the Apollo programme brought the systems-engineering
approach to non-military applications (Leveson 2011b, p. 69). This gives an idea of
the origins of the systems-engineering approach — very large critical systems such
as military, space, and aviation applications. This century’s literature has produced
several, quite similar definitions for systems engineering. System-engineering
guidelines from the US Department of Defense (DoD DAU 2001, p. 3) highlight
that systems engineering involves two significant disciplines: the technical
knowledge domain in which the engineer operates and systems-engineering man-
agement. It also states that ‘Systems engineering is an interdisciplinary engineering
management process that evolves and verifies an integrated, life-cycle balanced set
of system solutions that satisfy customer needs’. The FAA as the principal US air-
traffic organisation (FAA ATO 2006, p. 5) defines systems engineering as follows:
‘Systems engineering is a discipline that concentrates on the design and application
of the whole (system) as distinct from the parts. It involves looking at a problem in
its entirety, taking into account all the facets and all the variables and relating the
social to the technical aspects’.

International systems-engineering standards are quite new. All of them have
been published in this century: ISO IEC 15288 (2008) introduces and specifies
various system life-cycle processes, such as agreement processes, organisational
project-enabling processes, project processes, and technical processes); ISO IEC
26702 (2007) specifies and gives guidelines for the applications and management
of the systems-engineering process; and ISO IEC 12207 (2008) introduces a
common framework for software life-cycle processes. Because of the varied and
partly overlapping process descriptions for the life cycle, the technical report ISO
IEC TR 24748-1 2010 has been published to give guidance in the joint usage of
the process content of ISO IEC 15288 (2008) and ISO IEC 12207 (2008) pertain-
ing to life-cycle management of systems and software. The ISO IEC 16085 (2006)
standard introduces and describes a process for the management of risk during
systems or software acquisition, supply, development, operation, and mainte-
nance. Even though the systems-engineering approach is strongly standardised,
Granholm (2013, p. 25) states that its practical implementations differ from one
organisation to the next. The systems-engineering approach should be understood
as a scalable plan of actions including company-specific applications of life-cycle
and systems-engineering processes, decisions on system architecture, and re-
quirement specifications and management.

Systems-engineering management guidelines give guidance on such matters
as engineering work processes, use of optimisation, and risk-management meth-
ods. According to the SE Handbook (2011, p. 7), systems engineering is based on
systems thinking. The systems-engineering approach has a horizontal orientation
and includes both technical and management processes. The SE Handbook
(2011, p. 8) states also that decisions made in early phases of the system life
cycle, when consequences are not understood, can have enormous implications
later in the life cycle. Systems-engineering management is said to encompass
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elements from technical and human-centred disciplines such as control engineering,
industrial engineering, organisational studies, and project management (Leveson
2011b, p. 69; FAA ATO 2006, p. 11; DoD DAU 2001, pp. 3-5). Granholm (2013, p. 23)
sums up the main characteristics of systems engineering, listing them as systematic
and extensive requirement specifications and management, systematic verification
of design solutions and validation of implementations, and breaking down of system
design problems into manageable sub-problems. According to the DoD (DAU
2001, pp. 4-5), systems-engineering management is characterised by the following
three viewpoints:

— Phasing of the development to control the design process, to provide base-
lines for the design co-ordination, and to provide an interface for the acqui-
sition management

— A systems-engineering process providing a procedure for design prob-
lem-solving and tracking of requirements through the development phase

— Integration of the system life cycle’s activities into the development process,
to ensure that the solutions remain viable throughout their life.

2.7.1 System and life-cycle modelling

Among the basic concepts in the systems-engineering approach are the model of
a system and the model of a system life cycle. These two models describe the
system’s hierarchical architecture, related products and processes, and how vari-
ous stakeholders are related to various phases in the life cycle. In the sys-
tems-engineering standards, ‘system’ is defined as ‘a combination of interacting
elements organized to achieve one or more stated purposes’ (ISO IEC
15288:2008, p. 6). Alternatively, a system is ‘a set or arrangement of elements
[people, products (hardware and software) and processes (facilities, equipment,
material, and procedures)] that are related, and whose behaviour satisfies opera-
tional needs and provides for the life cycle sustainment of the products’ (ISO IEC
26702:2007, p. 9). Under these definitions, the system model is introduced and
described as representing the hierarchy and interactions among system elements,
products, and processes. Such models are presented in, among other places, SE
Handbook (2011), ISO IEC 15288 (2008), and ISO IEC 26702 (2007) (see Figure 10).
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Figure 10. System elements and life-cycle processes, according to ISO IEC
26702 (2007, p. 4).

System life-cycle models and the phases in the life cycle are specified in several
systems-engineering references as described in SE Handbook (2011, p. 26).
According to ISO IEC TR 24748 (2010, p. 13), the system life cycle’s phases are
concept, development, production, utilisation, support, and retirement. The 1ISO
IEC 26702 (2007, p. 20) combines these into two main phases — development and
operation — and then specifies separately the system-definition phase and the
subsystem-definition phase. The latter phase includes the various stages of de-
sign and the fabrication, assembly, integration, and testing (see Figure 11).
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Figure 11. A system life-cycle model adapted from ISO IEC 26702 (2007).

Various system development models are described in the systems-engineering
literature, including waterfall, spiral, V, and agile development models. V-models
are commonly used to visualise the top-down system development procedure from
the overall system level down to the detailed subsystem and component levels.
For example, SE handbook (2011) uses a simplified three-level model for system
hierarchy in their V-model (see Figure 12) (SE Handbook 2011, p. 27).
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The V-model highlights the importance of integration, verification, and validation,
along with opportunity- and risk-management activities in the systems-engineering
approach. The left side of the ‘V’ represents the top-down procedure for definition,
breaking down, and specification of the system as subsystems and low-level com-
ponents to be designed and produced. The bottom of the V' represents the con-
struction and procurement of the components and subsystems, and the right side
illustrates the bottom-up procedure for integration of the subsystems into the over-
all system and validation against the specified requirements (DoD DAU 2001, p. 65;
SE Handbook 2011, pp. 27-32). In the systems-engineering approach, it is im-
portant to draw a distinction between verification and validation activities. Verification
refers to the activities that compare a system or system element with the required
characteristics, while validation activities are intended to ensure that the system can
accomplish its intended use, goals, and objectives (i.e., meet stakeholder require-
ments) in the intended operation environment (ISO IEC 15288:2008, p. 7).
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Figure 12. A simplified system development V-model, modified from SE Hand-
book 2011 (p. 27).

2.7.2 The systems-engineering process

The systems-engineering process is an essential element of systems-engineering
management. According to the DoD’s DAU (2001, pp. 5-6), this process is an
iterative and recursive problem-solving process to be applied sequentially
throughout all stages of development. The aim of the systems-engineering pro-
cess is to transform needs and requirements into a set of system descriptions, to
generate information for decision-makers, and to provide input for the next level of
development. The main activities in the process are requirements’ analysis, func-
tional analysis and allocation, and design synthesis (see Figure 13).
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ISO IEC 26702 (2007) specifies the systems-engineering process and describes
its application in each stage in the life cycle and to all activities associated with prod-
uct development, verification/testing, manufacturing, training, operation, support,
distribution, disposal, and human-systems engineering. Systems-engineering con-
trol loops and control activities are used to track decisions and requirements, to
maintain technical baselines, to manage interfaces, to control risks, to trace costs
and adherence to schedules, to track technical performance, and to verify that
requirements are met (DoD DAU 2001, p. 6).

Process input

Requirement
analysis

Requirementloop »
~ .-
Functional analysis

and allocation

System analysis
and control

Design loop
v

Verification

P

Design synthesis

Process output

Figure 13. A simplified flowchart of the systems-engineering problem-solving
process, according to the DoD’s DAU (2001, p. 31).

2.7.3 Risk assessment and safety engineering

From a systems-engineering management perspective, the risk-management pro-
cess is a continuous process to identify, analyse, treat, and monitor risks related to
the acquisition, development, maintenance, or operation of a system (ISO IEC
15288:2008, p. 30). The general risk-assessment process is described in ISO IEC
15288 (2008) and specified in more detail in the specific risk-assessment process
standard ISO IEC 16085 (2006). The integration of risk-management activities into
the systems-engineering process application in each phase in the system life cycle
is described in ISO IEC 26702 (2007). In the systems-engineering approach, risk
management covers both project risk-management and product risk-management
issues. Figure 14 summarises general risk-management activities and synthesises
them with the V-model concept and the system-development and operation phases.
The standard procedure for systems-engineering process application described
in ISO IEC 26702 (2007) includes safety-engineering activities, which are system-
atically integrated into each phase of the process and system-analysis efforts (see
Figure 12). In the requirement-analysis phase, the safety-engineering objective is
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to identify significant risks of death, injury, or illness of personnel who operate,
maintain, or support the system. In the requirement validation, the system-analysis
results, including risk-analysis results, are compared with established acceptable
risk levels. In the functional analysis phase, operational hazards that could result
in personal injury, property or product damage, or environmental impact are identi-
fied. In the synthesis phase, the alternative design solutions for the functional
elements are analysed and assessed, for identification of potential hazards to the
system; to those who operate, service, or support it; or to the environment. Finally,
in the design-verification phase, the low-level design solutions are checked
against the verified functional architecture and the validated requirement baseline.

System validation plan 7 >
—————— ~ po————— L Risk-mitigation control
\ .
W \ and resolving of

Assessment and 1 1 Confirmation of ! deficiencies.
mitigation of risks | risk-handling : Updating of risk-
associated with | System verification plan | procedures for mitigation plans in
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with each I r T - ===
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Figure 14. General risk-assessment activities related to the system’s development
and operation phases, modified from ISO IEC 26702 (2007) and ISO IEC 16085

(2008).

The general purpose of systems-analysis efforts is to resolve conflicts identified in
systems-engineering tasks, to manage risks throughout the systems-engineering
efforts, and to support the overall process so as to end up with balanced require-
ments and design solutions (ISO IEC 26702:2007, p. 57). From a safety-engineering
standpoint, this means, among other elements, analysis of safety and environmen-

tal impacts of alternative system products

and the final system implementation,

assessment of risk levels as part of the life-cycle cost analyses and environment
impact analyses, and assessment of risk-handling and risk-mitigation options to
quantify costs and effects on the probability and impact of risks. In the end, the
system-analysis efforts should support the risks’ evaluation and selection of risk-
handling options, for revealing of feasible solutions that bring risks to an accepta-
ble level with the best possible cost—benéefit ratio (ibid., p. 61).
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3. Research approaches, methods and
materials

This chapter describes the two research approaches utilised in this study: the
constructive research approach, aimed to construct of a new risk-assessment
approach for automated mobile work-machine systems, and the case-study re-
search approach, applied to analyse and evaluate the implementations of the new
approach and selected risk-assessment methods.

3.1 The constructive research approach

The research and development of the risk-assessment approach followed a construc-
tive research approach. This approach, which is typical in technical sciences and for
design sciences in general, is aimed at the construction of models, diagrams, plans,
methods, and organisations. Constructive research resembles problem-solving in a
design project (Olkkonen 1993, p. 76). According to Oyegoke (2011, pp. 578-579),
constructive research can be characterised as applied studies aimed at uncovering
new knowledge in the form of normative solutions. Constructive research is differ-
entiated from scientific problem-solving in that the usability of the research results
is demonstrated in the former approach through the implementation of solutions.
The goal in constructive research is to create innovative and a theory-justified solu-
tion that is applicable for practical situations and solving the practical problem at hand.
The solution is based partly on existing knowledge and partly on an innovative, heu-
ristic research process (Rohweder 2008, p. 11). According to Olkkonen (1993), the
innovation phase is often heuristic in nature and is the core element of successful
constructive research. Given the innovative, problem-solving nature of constructive
research, the solutions must be demonstrated and verified in practical implementations
(ibid., p. 76). The research and development process in constructive research is
typically long and includes continuously obtaining and assessing the latest infor-
mation. Demonstration of the solution, for evidence that it works, requires intensive
dialogue between theory and practice, along with use of researcher interventions as a
research method (Hyotylainen 2005, pp. 34-35). The interaction between theoretical
reasoning and practical demonstration connects features of action research to con-
structive research. Sometimes the latter is akin to action research aimed at changing
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the target organisation rather than creating a new construction or procedure. Both
approaches, action research and constructive research, require deep understanding
of the problem under study in order to carry the research results forth into practice
(Rohweder 2008, p. 11).

Constructive research typically proceeds from an existing problem, after which
the research proceeds step by step, developing the method or construction to solve
the problem and evaluating the results. According to Kasanen et al. (1991), develop-
ment of the construction is the key issue of research and development in constructive
research. Constructive research is characterised by division of the research process
into phases, which may vary with the context (ibid., p. 306; Kasanen et al. 1993):

— Finding and specifying a practically relevant problem whose solution has
research potential

— Studying the topic and obtaining a general understanding of it
— Innovating and constructing a solution idea
— Demonstrating that the solution works

— Showing the theoretical connections and the research contribution of the
solution concept

— Examining the scope of usefulness of the solution.

The constructive research approach has long been studied and applied in manage-
ment accounting research (Kasanen et al. 1991, 1993; Olkkonen 1993; Lukka
2000). In recent years, the approach has been applied in, for example, the context
of complex information system development and implementation (Hyotyldinen
2005; Lammi 2007), the development of pedagogy for education in sustainable
development (Rohweder 2008), and project-management research (Oyegoke 2011).
In the field of safety research, applications of the constructive research ap-
proach include the development and evaluation of process automation and ma-
chinery-safety engineering practices. Toola (1992) developed risk-analysis meth-
odology for the conceptual design phase of safety-critical process-control systems.
Reunanen (1993) constructed and evaluated a systematic safety-design process
and methodology for machine design. Also, Kivist6-Rahnasto (2000) studied the
integration of European machinery-safety-legislation-based risk-assessment and
conformity assessment methodologies into the machine-design process.

3.2 The construction of the risk-assessment approach

The author’s work to construct the approach and methodology for system-level
hazard identification and risk assessment in automated mobile work-machine
systems was based on knowledge of machinery-safety and machine-control-
system safety-design methodology, international safety requirements, standards,
and regulations. Author’s knowledge of these topics has increased and been up-
dated over the years as part of research and development activities within VTT's
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research team. The author’s research work on the risk-assessment approach was
carried out in two stretches, in 2000-2002 and 2003-2008, in several research
projects in VTT. The theoretical basis for the approach including system theory,
system modelling, the system-safety approach to safety engineering, and safety-
related factors in complex human—technology interaction was studied and inte-
grated into the risk-assessment approach. The risk-assessment approach and
selected risk analysis methods have been applied in several industrial projects in
Finland, in Sweden and in South Africa in 2000—2013. Experiences of risk-analysis
work and feedback on the usefulness of the approach and methodology have
been received from industrial partners and utilised for the development of the
approach. Four of these industrial projects have been selected for case studies in
this thesis.

The research and development work in this study has been conducted in line
with the phases specified for the constructive research approach (Kasanen et al.
1993; Kasanen et al. 1991, p. 306). This research work proceeded with the following
tasks (see Figure 15):

— Problem definition and specification of the research strategy

— Specification of the system-safety approach requirements, method selection,
and development of the first version of the approach and analysis methods

— Implementation and testing of the first version of the approach and analysis
methods in two industrial projects

— Development of the second version of the approach and analysis methods
on the basis of the research results and the available literature

— Implementation and testing of the second version of the approach and
analysis methods in industrial projects

— Development and outlining of the current version of the approach

— Examination of the case project results and evaluation of the usefulness of
the risk assessment approach and analysis methods.
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Figure 15. An overview of the research approaches and the research phases in
the thesis.

3.2.1 The first phase of construction

The baseline for this research and development work comes from author’s experi-
ence of machinery-safety design and evaluation work that had been carried out at
VTT in the 1990s. One major milestone in European machinery-safety legislation
came in 1995, when the Machinery Directive (Directive 89/392/EEC) came into
force. The basic machinery-safety standards, including EN 292 in 1995 and EN
1050 in 1997, were published and harmonised throughout Europe. International
guidelines for the implementation and development of risk-analysis methodology
were obtained from SFS-IEC 60300-3-9, released in 2000. Traditional risk-
analysis methods such as checklist-based PHA and FMEA for machine-control-
system analysis had been used successfully in risk analysis for individual industri-
al machines, robot cells, and manufacturing systems at VTT (Reunanen 1993;
Kuivanen 1995; Kivist6-Rahnasto 2000). Hazards related to the use of mobile
work machines had been examined via job-safety analysis (JSA) by the author
(Tiusanen 2000).

The original impulse for the risk-analysis methodology’s development to the au-
thor of this thesis was the industry’s need to analyse and evaluate the safety of
automated mining-machine systems. Need for development of systematic meth-
odology to analyse failures and possible deviations in control functions in complex

48



control systems led to the adoption of a HAZOP method for automated mobile
machine applications and to studies of its usefulness (Tiusanen 1999). The
HAZOP standard (IEC 61882, 2001) and experiences and guidelines in the litera-
ture (e.g., Redmill et al. 1999) provided a good basis for this intention. The first
version of the risk-assessment approach was compiled utilising PHA and HAZOP
methods (Tiusanen 2000). The PHA was selected on the basis of the system
safety literature (Roland and Moriarty 1983; Stephenson 1991), and previous
research results and experiences of machinery and automation risk analysis in
VTT (Toola 1992; Reunanen 1993; Kuivanen 1995).

Preliminary hazard analysis (PHA) is an inductive analysis method. Its objective
is to identify and categorise hazards, hazardous situations and hazardous events
that can cause harm to persons, facilities and systems. For machinery applications
the check lists provided in SFS EN ISO 12100 (2010) gives a good baseline for
the identification hazards, hazardous situations and hazardous events. PHA is
commonly conducted early in the system life cycle, when there is little information
available and forms the framework for other risk analyses, that may be performed.
The output of the PHA is then used for the development of system safety
requirements. PHA can also be used when analysing existing systems for initiation
of a safety evaluation or for prioritising risks for further analyses. Identification and
analysis of hazards is typically followed by qualitative risk estimation. (IEC ISO
31010:2009, pp. 31-32; Roland and Moriarty 1983, pp. 195-200; Leveson 1995,
pp. 295-300; Vincoli 2006, pp. 65-83)

Hazard and operability study (HAZOP) is a structured and systematic examina-
tion of a planned or existing product, process, procedure or system. The objective
of a HAZOP study is to identify risks to people, equipment, environment and or-
ganisational objectives. HAZOP technique was originally developed for the analy-
sis of chemical process systems, but its usage has nowadays extended to other
industrial branches and various systems. (IEC ISO 31010:2009, pp. 32.) A HAZOP
study is a detailed problem identification process, carried out by an expert team.
HAZOP study focuses on the identification of potential deviations from the design
intent, examination of their possible causes and assessment of their consequenc-
es (IEC 61882:2001, p. 13). Redmill et al. (1999) declare that HAZOP technique
can be employed at all stages in a system’s life cycle and be applied to operational
systems just as well as system designs. HAZOP is a structured team-work-based
technique that is effective for analysing new systems and novel technologies and
particularly powerful for exploring interactions between parts of a system. HAZOP
study starts with a specified deviation from the design intent and analysis work
directs both backwards to explore its possible causes and forwards to examine its
consequence (ibid., pp. 24-25)

The idea of assessing risks at several system levels in such applications was
adopted from the system safety literature and international standards in that time
such as Roland and Moriarty (1983), Stephenson (1991), EN 50126-1 (1999) and
MIL-STD-882D (2000). The ground and concept for the risk assessment in three
levels was based mainly on the following reasoning:
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— The need to identify new system level risks and unexperienced threats in
highly automated mobile work machine applications.

— The system architecture and main elements of an automated mobile work
machine system, which include subsystems in three hierarchy levels,
communication systems, on-board automation systems and machinery in
the production area (see Figure 2).

— Understanding of the general systems engineering approach and system
life cycle phases.

— Understanding of the different objectives and the purpose of use of risk as-
sessment activities through system life cycle phases.

— Understanding of the needs to identify and assess different risks in differ-
ent system levels and system development phases utilising different analy-
sis methods.

— Understanding of the top-down approach in risk assessment process and
decision to assess risks in three levels: overall system level risks, opera-
tional risks during system operation and maintenance, and functional risks
related to system functions or machine control functions.

The three-level approach was concretised in industrial projects. In 2000-2001,
VTT carried out two large-scale risk-assessment projects in the mining industry.
These were the first automated mobile work-machine system risk-assessment
projects so were selected as cases for evaluation of the first development version
of the three-level risk-assessment approach (Case-studies 3 and 4). The author of
this thesis was the project manager in both case projects and also led most of the
risk-analysis sessions and documented most of the analysis results. The author’s
contribution to the case projects is described in case-study descriptions in Chap-
ters 5 and 6. Also, the author's comments and experiences related to the case
projects are included in the observation results in each case study.

3.2.2 The second phase of construction

The author’s work to develop the three-level risk-assessment approach and the
risk-analysis methods for automated mobile work-machine systems continued with
the results, feedback, and experiences from the first two industrial implementa-
tions taken into consideration. The development of the essential machinery safety,
functional safety and systems engineering standards was followed (see Figures 4
and 5), as well as the relevant system safety literature. In practice, the work con-
tinued in two research projects and in several assignments in the mining-industry
sector in 2003-2008. A research project was conducted in 2003—-2005 in which
the analysis method for the examination of operational risks in automated mobile
machinery applications was studied and developed by Tiusanen et al. (2005). The
method was an application of the operating hazard analysis (OHA). The overall
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approach was further developed in a research project in 2005-2007 (Tiusanen et
al. 2008). The author of this thesis was the project manager and the key research-
er in the research projects.

Operating hazard analysis (OHA), sometimes called operating and support
hazard analysis (OSHA) is used to analyse hazards associated with the operation
and maintenance of the system. It considers especially hazards resulting from
tasks, activities, or operating system functions as the system is operated or main-
tained in its intended operating environment. The approach in OHA is similar to
PHA to identify hazards, but the categorising function in the analysis is an opera-
tional event. The analysis focuses on human factors, procedures and human-
machine interfaces, not only on technical failures or human errors. In complex
systems complicated operational events or simultaneous activities can lead to
hazardous events. According to the system safety literature OHA should be initially
carried out as early in the life cycle as possible as soon as the necessary information
is available and updated periodically throughout the life cycle. (Roland and Moriarty
1983, pp. 209-210; Vincoli 2006, pp. 93-97; Stephenson 1991, p. 78-79.)

To support the management of the large amount of analysis data involved, a
database-based technique for data collection and reporting in HAZOP studies was
developed by Patkai (2006) in her Master of Science thesis. These two research
projects were followed by a large risk-assessment assignment related to automat-
ed mobile work machines in cargo-handling work at container terminals. Two of
VTT’s industrial projects from 2003—-2008 were selected for case studies in this
thesis to represent the second phase in development of the three-level approach
and risk-analysis methods. The cases (Case-studies 3 and 4) represent different
branches of industry, different companies, and different machinery-automation
applications. The author of this thesis was the project manager in both case pro-
jects and also led most of the risk-analysis sessions and documented most of the
analysis results. The author’s contribution to the case projects is described in
case-study descriptions in Chapters 7 and 8. Also, the author's comments and
experiences related to the case projects are included in the observation results in
each case study.

The research on the three-level risk-assessment approach and, specifically, on
the new supporting methods and techniques has continued since 2011 in a re-
search project that is part of the Finnish Metals and Engineering Competence
Cluster’'s (FIMECC) EFFIMA programme work (FIMA 2011; FIMECC 2012). The
focus in the research has been on the use of a simulator-assisted design ap-
proach utilising 3D models and work-site-level simulator environments in automat-
ed mobile work-machine systems. The simulator-assisted safety-engineering
approach and the first results of its implementation have been presented by
Tiusanen et al. (2013a).
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3.3 The case-study research approach

In this study the case-study research is applied to analyse the implementation and
evaluate the usefulness of the three-level risk-assessment approach and selected
risk-assessment methods in this context. The examination of the selected cases in
this study employs a qualitative case-study research approach.

Case studies typically have an important role in theory-building as part of con-
structive research. Eisenhardt (1989) has emphasised that the novelty, testability,
and empirical validity of case studies derives from the link to empirical evidence.
Eisenhardt (1989, p. 548) also argued that, because of its independence from
prior literature or past empirical observation, case-study research is particularly
well suited to new research areas for which existing theories seem inadequate.
The aim in case-study research is to examine, describe, and explain phenomena
mainly by asking ‘How?’ and ‘Why?’ (Yin 2009, p. 10). According to Yin (2009),
case-study research is preferred for examination of contemporary events. The
case-study approach relies on the same techniques as history research but adds
direct observation of the events being studied and interviews with people involved
in the events. Case-study research is used especially in attempts to understand a
real-life phenomenon in depth. It is important to understand contextual conditions,
because they are a substantial element of the real-world phenomena under study
(ibid., p. 18). According to Saaranen-Kauppinen and Puusniekka (2006, p. 42), it is
essential that the case study forms a coherent entity. Many projects, studies in
constructive research, and investigative studies can be considered case studies.

This case-study research in this study applies so called multiple-case design
(Yin 2009, p. 46). Altogether four case-projects are studied, and each of them
includs several risk-assessment activities. Even though the systematic examination
of four case-projects required a lot of time and effort, the use of multiple-case
design instead of single-case design has the following reasoning in this thesis:

— The cases are associated with the construction and development of the
three-level risk-assessment approach and they are related to different
phases of the construction of the approach.

— Cases 1 and 2 are examined to evaluate the usefulness of the three-level
risk-assessment approach and the usefulness of the PHA and HAZOP
methods and risk-estimation methods utilised in the first construction phase.

— Cases 3 and 4 are examined to evaluate the usefulness of the approach
and the PHA, OHA and HAZOP methods and risk-estimation methods uti-
lised in the second construction phase.

— The use of multiple cases extends the scope of the use of the approach
and methods and increases the amount of findings. The cases are related
to different life cycle phases of an automated mobile work machine system.
The cases have different viewpoints and objectives for risk assessment
and risk evaluation.
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— The cases represent different machinery applications and automation tech-
nologies (underground ore transportation and container handling in a port
terminal) and thus extend the scope of the evidence and amount of the
findings.

— Each case has different project teams even though the machine manufac-
turer in Cases 1, 2 and 3 is the same. Experiences and comments are re-
ceived from a large number of industrial experts and researchers.

3.3.1 The case projects in this study

Case 1 was a risk-analysis and safety-evaluation assignment from mining compa-
ny LKAB. The target system was an existing semi-automatic mobile work-machine
system in an underground mine in Kiruna, Sweden. The mining company’s interest
lay in evaluating the safety of the automation system with reference to European
machinery-safety requirements. The target system was composed of rubber-tyred
mining machines that load, haul, and dump ore in the underground mine: multi-
function ‘load—haul-dump’, or LHD, machines. The work for this assignment was
conducted in 2000-2001 in Sweden and partly in Finland. The project is examined
in this thesis to evaluate the usefulness of the first version of the three-level risk-
assessment approach and the PHA and HAZOP methods in a real-world complex
automated mining-machine application.

Case 2 was a risk-assessment and conceptual safety design assignment from
the mining-machine manufacturer Sandvik. This assignment was related to the
conceptual design of an automated ore-transportation system (the AutoMine™
system) at Sandvik Mining and Construction in Finland. The assignment was con-
ducted in 2000-2001 in Finland and partly in Sweden. This project is examined in
the thesis to evaluate the usefulness of the first version of the three-level
risk-assessment approach and the PHA and HAZOP methods in a complex auto-
mated mining-machine application in the early phases of its life cycle.

The target systems in Cases 1 and 2 were applications of LHD machines capa-
ble of operating autonomously in horizontal tunnels in an underground mine, but
the machinery and automation technology were different. The two case studies
were conducted almost in parallel temporally, and there was close interaction
between these projects, because the same machine manufacturer and the same
research team at VTT were involved. From a system life-cycle perspective, these two
cases represent the opposite ends of a system’s development phase (Figure 16).
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Figure 16. A simplified overview of Case studies 1 and 2 linked to phases in the
system life cycle, as modified from Stephans (2004, p. 20).

Case 3 was a risk-assessment and safety-evaluation assignment from Sandvik. The
assignment was related to system design for an underground ore-transportation
system using automated dump trucks to be implemented in the De Beers Finsch
mine in South Africa. The assignment was carried out in Finland and partly in
South Africa in 2003—-2004. This project is examined in this thesis for evaluation of
the usefulness of the second version of the three-level risk-assessment approach
and the PHA, OHA, and HAZOP methods in the system-specification and design
phases of a complex automated mining-machine application (Figure 17).

Case 4 was a risk-assessment and conceptual safety design assignment from
cargo-handling equipment manufacturer Cargotec. The assignment was related to
the system-design phase of an automatic crane system to be implemented at a
container harbour in Germany. The assignment was conducted in 2006—2008 in
Finland. The project is examined in this thesis to evaluate the usefulness of the
second version of the three-level risk-assessment approach in relation to the sys-
tems-engineering approach. In this case study, the usefulness of PHA, of OHA,
and of HAZOP methods are examined in a complex automated cargo-handling
application in the early phases of its life cycle (Figure 17).
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Figure 17. A simplified overview of Case studies 3 and 4 linked to phases in the
system life cycle as modified from Stephans (2004, p. 20).
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3.3.2 The case-study material

The use of multiple sources of information is important for ensuring high-quality
data collection in qualitative research. In this study the case-study material is
based mainly on case-project documentation, researchers’ observations and in-
dustrial expert interviews. The material is supplemented with publicly available
information about the case projects and target systems.

Patton (1999, p. 1192) states that no single method can ever adequately ad-
dress the problem of rival explanations and describes the triangulation principle for
data collection. Triangulation (a term that comes from the well-known land-
surveying method) is based on the assumption that each method of data collection
reveals different aspects of empirical reality. Use of multiple methods of data col-
lection and analysis helps to situate the results and adds value to the research.
According to Patton (ibid., p. 1193), combinations of interviews, observation, and
document analysis are typically expected in fieldwork. The intention in use of mul-
tiple methods of data collection should not be just to demonstrate that different
data sources yield the same results. Different data sources may give slightly dif-
ferent results because different types of data-collection methods are sensitive to
different influences in the real-world environment.

Emphasising the use of multiple source of evidence, Yin (2009, p. 102) intro-
duces the six sources of evidence most commonly used in case studies: docu-
mentation, archival records, interviews, direct observations, participant observa-
tion, and physical artefacts. According to Yin (ibid., pp. 101-113), documentation
as a source of evidence may include, for example, memoranda, minutes of meet-
ings, analysis reports, and progress reports. Archival records could include, for
example, files in public use, statistical data, organisational records, and maps.
Interviews are considered to be among the most important sources of case-study
information. These can take the form of in-depth interviews, focused interviews, or
a formal survey. Direct observations can range from formal to casual data-collection
tasks: they can include observation of factory work, observation of meetings, and
observations made throughout a field visit and discussions with employees on a
work site.

In this study the available project documents cover among others the following
information:

— Descriptions of the machinery system under study: its operating environ-
ment, operating principles, an overall system hierarchy scheme, the main
units of the system and their connections.

— Descriptions of the risk-analysis methods used, persons involved, support-
ing tools, and work methods utilised in the analysis sessions.

— Risk analysis and risk estimation results, descriptions of the proposed safety
measures and other relevant workshop and project meeting results.
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Documented project information and the risk assessment results are supplement-
ed with the results from expert interviews and the author’s experiences. In addition
to all this information, publicly available information on the case projects and the
systems under study is searched and examined. Expert interviews were conduct-
ed in the case-study companies and at VTT in 2012 for amendment of the project
materials and the evaluation of the impacts of the safety-engineering work done in
the assignments. The interviewees at the companies were selected so as to rep-
resent the experience of the assignments under study, knowledge of safety engi-
neering in the company, and the knowledge of the development of safety- and
risk-analysis methods. The interviewees at VTT were researchers who had partic-
ipated in the development of the three-level risk-assessment approach and the
risk-analysis methods and also in the case projects. All interviews were carried out
as semi-structured themed interviews.

Three people at the mining-machine manufacturing company were interviewed.
One of them participated in Case projects 1 and 2, a man who had been working
at the company on the development of the automated mining-machine concept
and its technologies since late 1990. One interviewee had over a decade’s experi-
ence in the development of the mine-automation technologies and system design,
especially where ore-transportation applications such as that in Case project 3
were involved. The third interviewee had extensive experience in underground and
surface mining-machine research and development and their safety engineering.
There were three interviewees at the cargo-handling equipment manufacturing
company too. One was among the company’s key experts in Case project 4. He had
over 30 years’ experience in research and development of the machine automation
and more than 20 years of experience in mobile cargo-handling equipment technol-
ogies. Another interviewee had over a decade’s experience in mobile work-machine
safety engineering and over five years’ experience in mobile cargo-handling equip-
ment technologies at the company. The third interviewee had over five years’ expe-
rience with cargo-handling equipment technologies and safety standardisation. The
following themes were used to guide the interviews in the companies:

— Experiences from the case studies: pros and cons, practical impacts of
system-safety thinking at the company, expertise, safety engineering, and
impacts on the R&D process

— How the safety objectives were achieved in the case systems

— Problems and challenges in application of safety requirements and con-
ducting of risk assessment for complex machinery applications

— Future needs in safety-engineering research.

Three researchers from VTT were interviewed. Two of the interviewees currently
work as senior scientists at VTT’s risk- and reliability-management knowledge
centre. They both had over 25 years’ experience in machinery-safety and ma-
chine-control-system-safety research and development work. One interviewee,
who currently works as a senior scientist at VTT’s systems-engineering knowledge
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centre, has over 20 years’ experience in machine-control-system design and more
than 10 years of experience with development of systems-engineering methodolo-
gy and system safety-engineering methodology for mobile machinery. The follow-
ing themes were used to guide the discussions with VTT interviewees:

— Experiences from the case studies: pros and cons, practical impacts on the
development of the risk-assessment approach, and analysis methods

— Experiences of the approach development, analysis methods, and man-
agement of the analysis information

— Effects of the risk-assessment approach development work at VTT
— Future needs in safety-engineering research.

The author of the thesis has carried out all the document analyses in the individual
case studies and conducted all the expert interviews. The interviews were record-
ed and the material then transcribed by a VTT subcontractor.

3.3.3 The analysis method applied in case studies

The four selected case-projects are analysed to evaluate the usefulness of the
risk-assessment approach and the usefulness of the risk-analysis and risk-
estimation methods. The basis for the analysis and evaluation of the usefulness is
applied from the literature. According to Nielsen (1993), the usefulness of a sys-
tem is connected to the wider scope of system acceptability. Usefulness is part of
the practical acceptance of the system. The term ‘usefulness’ describes whether
the ‘system’ can be used to reach the specified objectives or not. Usefulness of a
system can be evaluated through assessment of the system’s usability and utility
(ibid., pp. 24-25). In the context of this thesis, the term ‘system’ can be replaced
with ‘method’ when one is evaluating the usefulness of the risk-assessment ap-
proach and risk-analysis methods. Silius and Tervakari (2003, p. 4) have presented
four perspectives for evaluation of the usefulness: ease of use, the quality of infor-
mation, meeting of the users’ needs, and benéefits for the users.

Nielsen (1993, p. 25) characterises utility such that it answers the question of
whether the functionality of the system in principle can do what was expected and
needed. Silius and Tervakari (2003, p. 7) and Tervakari (2008, p. 1) have expanded
the concept of utility and define it in two dimensions: the added value gained from
the system studied and the support the system under study provides for the users’
reaching of their goals. Nielsen (1993, p. 25), in turn, characterises usability as
answering the question of how well users can make use of the functionality of the
system. For methods, usability could be covered by definitions such as ‘the method
is easy to use’, ‘the method is easy to learn,” and ‘the method is efficient to use’.

The objectives for the analysis of the case-study material are defined with the
three basic research questions which try to cover the above mentioned aspects
and viewpoints of the ‘usefulness’, ‘usability’ and ‘utility’ of the three-level risk-
assessment approach and applied methods.
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— How well do the selected analysis methods and risk estimation methods
suit for the specific risk assessment objectives in the particular case?

—  How well does the three-level risk-assessment approach suit for the overall
risk assessment objectives in the particular case?

—  What are the benefits and impact of the risk-assessment work in the par-
ticular cases and more generally in the companies?

In this study the case projects are related to the various phases in development of
the three-level risk-assessment approach, and the combinations of methods uti-
lised in these differed. Because of this, research questions are specified separately
for each case study, in line with the main research objectives in this study.

The following risk assessment results and documented information, observa-
tions and experiences are examined in each case study:

— Hazard-identification and risk-estimation results such as the number of au-
tomation related hazards or hazardous events.

— Risk estimation results along with the number and type of proposed safety
measures proposed by the analysis team. In Cases 3 and 4 the risk estimation
results were documented before and after the proposed safety measures.
These results are analysed to evaluate the impact of the risk-assessment
efforts to the system design in these cases.

— Analysis-team compositions, time, and manpower used for the analyses. The
number of people involved in the analysis, estimation, and evaluation meet-
ings and the quantity of meetings held are analysed to provide understanding
of the work effort needed for the specific risk-assessment tasks at hand.

— Documented comments, experiences, improvement proposals and research-
ers’ observations of the methods and work practices in the analysis sessions.

— Documented comments, experiences, improvement proposals and re-
searchers’ observations of the documentation and reporting practices.

— Factors affecting the quality of the risk-analysis methods, such as definition
and limitation of the objectives, specification of the analysis method, organisa-
tion of the analyses, execution of the analyses, and reporting on the analyses
(Rouhiainen 1990, p. 43; Heikkila et al. 2007, pp. 8-9) are also examined.

The risk-analysis and risk-estimation methods are analysed through examination
of the pros and cons of the selected methods and work practices in the projects.
These analysis results are supplemented with the results from expert interviews
and the author’s experiences and publicly available information on the case projects.
These findings are considered to represent the ‘usability’ aspects.

The usefulness of the three-level risk-assessment approach in automated mo-
bile work-machine systems is examined through evaluation of possible benefits of
the results and impacts of the risk-assessment work in light of the risk-assessment
results achieved in the projects, project documentation, and industrial experts’
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comments and experiences. These findings are considered to represent the ‘utility’
aspects.

The case studies are analysed and reported following the same systematic
structure: description of the case and specification of the research questions;
description of the risk analysis, risk estimation and risk evaluation methods; risk
assessment results; comments and experiences from the companies, researchers’
and author’s observations; and discussions.

In this study the focus in the case-study analysis was not in the costs of safety
engineering efforts or economic impact of the results. Direct or indirect costs of
risk-assessment work and costs related to the final safety solutions are not esti-
mated in the case projects. Benefits are considered only from safety point of view
and as possible improvements on safety engineering and systems engineering
practices. In earlier studies cost—benefit evaluation of risk-assessment efforts in
manual work-machine systems and in automatic industrial robot applications have
been examined and discussed by, among others, Reunanen (1993) and Kuivanen
(1995).
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4. The three-level approach to risk
assessment

The objectives of this study were a practical approach for system-level safety-risk
assessment in automated mobile work-machine systems and qualitative infor-
mation on the usefulness of the approach and selected methods. Motivating the
research and development work on the three-level approach to risk assessment
was the shift from manually operated mobile work machines toward automated
mobile work-machine systems. This move toward automated mobile work-
machine systems extends the perspectives from traditional concrete machine-level
safety risks to new potential system-safety risks associated with individual phases
in the life cycle of a complex machinery-automation application. There was a need
in industry for a practical safety-engineering practice to identify, assess, and eval-
uate new automation-related safety risks.

4.1 System thinking for safety engineering practices

The result of the risk-assessment application constructed is a simplified system-safety
approach utilising selected risk-analysis methods focused on system-level safety
issues arising from the shift from individual manual mobile machines to automated
machinery systems. The result widens the traditional machinery risk-assessment
procedure introduced in SFS EN ISO 12100 (2010) to system-level issues. The new
three-level approach to risk assessment integrates and utilises elements from cur-
rent machinery safety engineering, industrial safety engineering, and system-safety-
engineering practices. The three-level approach is based on the system thinking and
system-modelling principles adopted from the general systems-engineering approach,
such as its phases in the system life cycle; system-development breakdown; and
system modelling with a three-level system hierarchy: the overall system level, the
upper system level, and the lower system level. The overall system level in this
approach covers the work-site-related issues, including the machinery system
under study, its operation environment and interfaces to other systems, and activi-
ties in the operation environment in the various phases of the system life cycle.
Upper system level corresponds to system operations, operation modes, system
functions, and human—technology interactions that extend through the entire ma-
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chinery application horizontally or vertically. Lower system level corresponds to
subsystem-level functions, specific safety systems, and on-board functions, and
human—technology interfaces.

The three-level approach to risk assessment applies general practices from the
fields of system safety, functional safety, and industrial safety engineering for
complex mobile work-machine systems. In light of these practices, results of the
constructive research, and case-project experiences, the following principles were
chosen for the main characteristics of the new approach to risk assessment:

— The objective of the risk-assessment work is to support the work of the sys-
tem-development project to reduce the risk to an acceptable level.

— The risk-assessment work starts as the conceptual design begins.
— Risk assessment is a continuous process.

— Risk-assessment objectives and a related execution plan are specified for
each system-development phase and each level of the system.

— Different types of risks need to be identified, with different analysis meth-
ods, in different stages of system development.

— The risk analysis is based on well-known and widely accepted risk-analysis
methods and risk-evaluation principles.

— The main methods of risk analysis for the system-level risk analysis in the
approach applied are PHA, OHA, and HAZOP study.

— The three main perspectives — human, technology, and environment — are
considered in all risk-assessment activities.

4.2 Risk-assessment activities on three levels

The three-level approach to risk assessment links system-safety tasks to specific
phases in system development and levels of system analysis, with certain
risk-analysis methods employed. In this approach, system-safety issues and sys-
tem-level safety risks are grouped into three categories, which are named in ac-
cordance with the method of risk analysis applied (see Figure 18).

PHA is for the overall-system-level assessment. The objective at PHA level is
the identification and assessment of the major automation-related system risks
affecting the overall machinery application. This includes the most significant risks
associated with the automated machinery, risks linked to the system’s operation
environment, and other work-site-level safety constraints. The overall-system-level
risk assessment utilises the PHA method for hazard identification and analysis, a
risk-matrix method for risk estimation, and specified criteria for risk evaluation. The
PHA method applied in this approach is based on the methodology described in
SFS EN ISO 12100 (2010), IEC ISO 31010 (2009), Roland and Moriarty (1983),
Leveson (1995) and Vincoli (2006). A PHA-type method is applied for the overall
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production-area analysis and in analysis of system operation and maintenance
concepts in the conceptual design and system-definition phases. The PHA covers
conceptual work-site-level issues, the automated machinery system under study
and its operation environment, and interfaces to other systems and activities in
that environment. The PHA covers all phases of the system life cycle, including
construction, testing, and commissioning of the system — all new elements, not
present with manual machine applications.

OHA is for the upper-system-level assessment. The objective at OHA level is
the identification and assessment of the operations risks related to the planned
and designed system operations and to maintenance procedures, system func-
tions, and human-technology interaction. The upper-system-level risk-assessment
application utilises the OHA method, a risk-matrix-based method for risks’ estima-
tion, and specified criteria for risk evaluation. The OHA focuses on system opera-
tion and maintenance procedures, aspects of human—technology interaction, and
system functions that extend throughout the machinery application. The OHA
method applied in this approach is based on the methodology described in Roland
and Moriarty (1983), Stephenson (1991) and Stephans (2004). The objectives in
the OHA is to identify potential hazards and hazardous events in the operation
procedures for the system in the selected phases in the life cycle, in view of both
human error and technical failures; to estimate the risks; to evaluate the safety
measures designed or planned; and to specify possible additional safety
measures for this application. Among others the following types of operator errors
are used to guide the analysis (Stephenson 1991, p. 142):

— Neglect to perform required actions

— Perform actions that are not required

— Fail to recognise needed action

— Respond improperly (early, late, or inappropriately)
— Engage in poor communication

— Make a maintenance error.

The OHA should be conducted in early phases of the system concept's develop-
ment or at the beginning of the customer-specific application project, depending
on the stage in the system’s development. In this approach, the OHA is meant to
be updated in the system’s implementation and commissioning phase for purpos-
es of validating the safety measures designed and implemented to control the
operations’ risks and to identify any new site-specific risks (or potential risks) that
were not identified in the system-development phase. Upper-system-level risk
assessment should be carried out when the machinery-automation system or part
of it is being modified and when operation and maintenance procedures are un-
dergoing changes.

HAZOP study is for the lower-system-level assessment. The objective in
HAZOP studies is the identification and assessment of functional safety risks
related to possible technical failures, software errors and human error in subsys-
tem functions, on-board functions, and human-technology interfaces. In HAZOP
studies, the focus is on analysis of lower-system-level functions and, especially,
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on identification of safety-related deviations in the interfaces between subsystems
and in the user interfaces. Possible human errors and technical problems (both
referred to below as ‘deviations’) and their causes and consequences are system-
atically analysed by means of the ‘guide words’ and the procedure described in
the HAZOP standard (IEC 61882:2001). The guide words ‘no’, ‘less’, ‘more’, ‘as
well as’, ‘other than’, ‘part of, ‘reverse’, ‘before’, ‘after’, ‘early’, and ‘late’ are modi-
fied case specific to identify deviations. The HAZOP studies are supported by
system architecture modelling, function-level drawings, and the use-case descrip-
tions. These supporting documents can be utilised for sharing of information within
the control system design teams. The HAZOP study for the on-board control sys-
tems is conducted at function level and can be continued at more detailed, signal
level if necessary. Lower-system-level risk assessment should be carried out also
when subsystems or parts of them are being modified or the automated functions
are being changed.

System
:‘e"veeflal'ChY Conceptual Operation and
design maintenance
Overall PHA System definition Installéﬁo‘n a_nd Modifications
——® commissioning
Preliminary Manufacturingand ||
Upper OHA| " dosign w NGRS (py OHA
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Lower design and coding
S S— —
HAZOP studies HAZOP studies
Time

Figure 18. An outline of the system-level risk-analysis tasks’ allocation to the
various phases in the system life cycle and levels of the system hierarchy.

4.3 Integration with the systems engineering and functional
safety engineering approaches

The risk assessment is a continuous process. In the three-level approach, the
main idea is that the risk-assessment work proceeds systematically throughout the
full process of system development, in all its phases, and the higher-level analysis
results are used as input to lower-level analysis. According to systems-engineering
literature and the standard 1ISO IEC 26702 (2007), the systems-engineering pro-
cess is performed iteratively at each level of the system hierarchy and the
risk-assessment activities are closely connected to the phases of the systems-
engineering process: requirements’ analysis, functional analysis and synthesis, and
system-analysis tasks.
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The aim in the three-level approach to risk assessment is to support the speci-
fication of a requirement baseline and the design and verification of the functional
and physical architecture in each phase of system development and at each level
of the hierarchy of the automated mobile work-machine system. The objectives
and execution plan for safety-engineering tasks are specified level-specifically: the
safety-engineering tasks have different scopes, objectives, and methods in PHA-,
OHA-, and HAZOP-level risk-assessment processes, so they are able to identify
and assess different types of safety risks in different phases of system develop-
ment and at the individual levels of the system hierarchy.

An outline of the safety-engineering tasks at ‘heading level’ linked to the various
phases of the system-engineering process is presented in Figure 19. The systems-
engineering process model in the figure is adapted from ISO IEC 26702 (ibid., p. 12).
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Figure 19. An outline of the risk-assessment tasks allocated to the various phases
in the systems-engineering process and associated system-analysis activities.

The development and design of safety-related automation systems in industry is
required to follow set functional safety guidelines. The functional safety standard
SFS EN 61508-1 (2011) has become the de facto standard in many fields of in-
dustry, including those utilising automated mobile machinery. Said standard fo-
cuses on the design and verification of safety-related E/E/PE parts of the control
system and only outlines the risk-assessment procedure that forms the basis for
specification and assignment of requirements for safety-related control functions
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and other risk-reduction measures. The present study’s output — the three-level
approach to risk assessment — offers a practical solution to supplement the func-
tional safety standard guidelines for hazard and risk analysis by introducing three
qualitative levels of risk assessment (again, PHA, OHA, and HAZOP studies) for
the overall risk-assessment process in the context of complex automated mobile
work machinery. In many cases, it is important to separate the safety-related func-
tions clearly from other control functions and from other risk-reduction measures.
Figure 20 gives a simplified overview of the three-level approach to risk assess-
ment and its risk-assessment activities integrated with the systems-engineering
and functional safety engineering approaches.
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Figure 20. An outline of the three-level approach to risk assessment adapted to
the system'’s life cycle and the various levels of system development and set in the

context of the system hierarchy.
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5. Case study 1: The existing
ore-transportation system

5.1 Introduction

The objective of the first case study is to evaluate the usefulness of the first im-
plementation of the three-level approach to risk assessment and the usefulness of
PHA and HAZOP methods, as they were used at the time of the field work, in a
phase in the operation of a complex automated mining-machine application.

The target system in this case study is a semi-automatic ore-transportation sys-
tem in an underground iron-ore mine in Kiruna, Sweden (see Figure 21). On the
assignment of the mining company, VTT undertook evaluation of the safety of the
semi-automatic ore-transportation system and assessment of its conformity to the
main safety and health requirements set in the Machinery Directive as in force at
the time (see Figure 4). Special focus in the assignment was placed on automa-
tion-related safety issues.

Figure 21. An electrically powered LHD in the Kiruna mine (Sandvik). Reprinted
with permission from Sandvik Mining and Construction.

The work was conducted in 2000—2001 in co-operation with the mining company,
the mining-machine manufacturer, and the mining company’s subcontractor who
had delivered subsystems for the automation system. The ore-transportation sys-
tem using electrically powered LHDs had been operating in various extents since
1998 (Gustafson 2011, p. 22). A simplified block diagram showing the main ele-
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ments of the target system, Figure 22 outlines the LHDs and their on-board control
systems, communication system, automation-control unit, and operator stations.
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Figure 22. A block diagram of the target system.

The project in question included several risk-analysis tasks, of which the three
described below have been selected for this case study, representing all three
levels of risk analysis in the three-level risk-assessment approach. The overall
system risk analysis with respect to potential hazards and safety risks in the auto-
mated production area applied PHA methods. The upper-system-level risk analy-
sis of system operations and system functions and the lower-system-level risk
analysis of the LHD on-board control system employed the HAZOP method. This
case study addresses the following research questions:

— How suitable is PHA for work-site-level hazard identification and risk analy-
sis in automated mobile work-machine systems?

— How well does the simplified risk-estimation methodology suit risk estima-
tion at the various levels of risk assessment?

— How appropriate is the HAZOP method for risk analysis of system opera-
tions and system functions?

— How suitable is the HAZOP method for risk analysis of on-board control
functions?



— How well does the three-level risk-assessment approach applied at the time of
the assignment suit risk assessment for a highly automated mining-machine
system in its operation phase?

— What are the benefits and impacts of the risk-assessment effort in this case
and more generally in the companies?

5.2 Implementation of the three-level risk-assessment
approach

5.2.1 Hazard identification in the PHA

The objective of the first overall system risk analysis in this case was to identify
automation-related hazards and hazardous events and to evaluate their safety
risks in the operation area of automated LHDs.

The analysis was carried out as an application of PHA methodology by a team
composed of nine experts from the mining company, representing the mine man-
agement, occupational safety management, production, LHD operators, control-
room operators, and underground maintenance, alongside two researchers from
VTT. The PHA team had four one-day analysis meetings in Kiruna. Because of
practical factors such as the participants’ work-shift arrangements, the meetings
were grouped into two sessions, of two days each. Visits to the automated under-
ground production areas and underground control rooms were organised for the
researchers during the analysis sessions. Not all experts from the mining company
were present the whole time. The author of this thesis and another researcher
from VTT took part in all the meetings. The representative of the site’s occupa-
tional safety management presided over the analysis sessions, and the author of
this thesis documented the results.

All present from the mining company had some experience of risk-analysis
team work. Underground work-site safety audits, mining job-safety analyses, and
safety analyses of work equipment and machines in use were routine for the mine.
Overall risk analysis for the semi-automatic ore-transportation system had not
been carried out before. To prepare the team for this analysis work, PHA methods
and analysis work practices were introduced to the team. The system operations
and work tasks associated with the various phases in operation of the automated
ore-transportation process were specified and limited before analysis. The follow-
ing phases were examined:

— Work in the production area before automated production starts

— Machine operators’ work in the production area and in the control room in
daily work shifts

— Support work in the production area during automated-production periods
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— Troubleshooting and maintenance work in the production area, necessitat-
ed by production breaks, during automated-production periods.

Potential manual-mining-machine-related hazards were discussed and listed at the
beginning of the analysis, to clarify the focus and limit it to automation-related haz-
ards and potential hazardous events. Examples of mobile-work-machine-related
hazards are overrun hazards in a tunnel, hazards of crushing against a tunnel wall,
hazards associated with collision with a service car or some other vehicle in a tun-
nel, and electrical hazards related to high-voltage circuits in electrically powered
machines. Among others, the following ‘hints’ were formulated by the researchers for
the identification of new automation-related hazards or hazardous events:

— Unexpected behaviour of an automatic machine while it is moving
— Operator error causing unexpected start-up

— Operator error in tele-operation

— Indirect effects of human error that affects operation procedures
— Indirect effects of human error in change management

— System failure causing failures in data communication

— Misunderstanding of work procedures in the production area.

The identification of hazards and hazardous events involved applying a mixture of
a brainstorming technique, scenario-analysis techniques (IEC 1ISO 31010:2009, p. 40),
and a systematic job-safety analysis checklist developed for the analysis of pro-
duction automation (Kuivanen 1995, p. 81) with the aid of work-shift routine de-
scriptions and underground-production-area layout pictures. The brainstorming
and scenario analyses were conducted informally through team discussion. The
hazards identified and descriptions of potential hazardous events were noted on a
whiteboard for further analysis. In a formal brainstorming session, participants
explore ideas first as individuals, without discussion, for freely flowing thinking
(Reunanen 1993; IEC/ISO 31010:2009). After the identification of potential haz-
ards and hazardous events, the analysis continued with systematic consideration
of the operators’ work tasks in the control room and the mine service workers’
tasks in the automated production area. This part of the analysis too entailed team
discussion technique. The analysis results were collected and documented in a
PHA worksheet (included as Appendix 1).

In the PHA, 58 distinct hazards or hazardous events were identified with re-
spect to operations in the automated production area, and 46 of them were
deemed to have potential to cause a risk to personal safety. Among others, the
following hazardous scenarios were identified as new automation-related system-
level risks specific to this context and operation environment:

— The mine support group are still working in the production area although
automatic operation has started.

— An operator loads the wrong data, and the automatic LHD navigates out of
the production area.
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— An operator makes an error in defining the area and the automatic LHD dumps
the load into a shaft in which feeder-system maintenance is in progress.

— The electricity supply is disconnected from the machine unexpectedly dur-
ing its automatic test procedure.

— An automated LHD makes an unexpected movement while being serviced.

— An LHD operator starts tele-operating the wrong machine, because of a
technical failure or human error.

5.2.2 Risk estimation and risk evaluation in the PHA

Risk estimation was performed on the basis of three-level estimation of the severity
of the consequence and of the probability of the hazardous event. This rough
estimation model had been used at VTT for risk estimation for industrial machines
and production systems such as industrial robot applications (Kuivanen 1995).
The risk-estimation method was a simplified version of the method presented in
the risk-assessment standard EN 1050 in force at the time (see Figure 4). The
baseline in the risk estimation was a situation without any protective measures.
The risk level, which indicates the magnitude of the risk, was calculated with the
formula R= S x P, where R is the risk level, S corresponds to the severity of the
harm, and P represents the probability of occurrence of that harm. Severity levels
were indicated with the following values:

— 3 for severe (fatality or permanent injury)
— 2 for significant (reportable injury)
— 1 for insignificant (slight or no injury).

Probability levels too were indicated with values:

— 3 is probable (the risk can be realised in normal operation)
— 2 is improbable (the risk can be actualised only in certain conditions)
— 1israre (in all conditions).

From these values, each risk was categorised as being at one of three levels, for
prioritising of the actions required to reduce the risks to an acceptable level (see
Table 1).

Table 1. Risk levels and indication of the urgency of action.

Risk level Urgency of actions

9 Measures must be taken immediately to make changes in the system.
The risk must be reduced.

6or4 Measures must be taken to develop the system with regard to the
issue at hand. The risk must be reduced.

1,2,0r3 There should be a plan for developing the system.
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Risk evaluation was then done. This involved considering the adequacy of the
existing safety measures, technical and instruction-related, and estimating the
residual safety risk. In total, 51 proposals for actions were specified, with the fol-
lowing among them:

— The local safety system that isolates the automated production area must
be fail-safe.

— Human and vehicular traffic must be controlled at the gates.

— Safety instructions and safe work procedures both for the automated pro-
duction area and for the control-room operations must be documented, and
training must be given in their use.

— Work in the automated production area must be planned and scheduled in
detail in advance.

— System operators must always be aware of what activities are going on in
the automated production area and in the ore passes.

— Working alone in the automated production area must be avoided.

— Communication practices and technologies must be improved, to ensure
that misunderstanding is avoided.

Of the 51 proposals, 36 were improvements of existing measures and 15 were
new, additional proposals. Proposals were considered through application of the
principle of three-step risk reduction presented in the Machinery Directive, as in
force at the time, and in the basic machinery-safety design standard EN 292-2 of
the day (See Figure 4). Firstly, the machine manufacturer or system designer
should consider the possibilities for elimination or minimisation of risk via machin-
ery design and construction means. Secondly, the machine manufacturer or sys-
tem designer should take into consideration all protection measures necessary to
reduce risks that cannot be eliminated. Finally, if the risks are still not acceptable
after these two iterations, users must be informed of the residual risks, the neces-
sary training should be arranged, and any need for provision of personal protec-
tion equipment must be specified. This requirement, with the same content, is
termed ‘principles of safety integration’ in the current Machinery Directive, Di-
rective 2006/42/EC (2006), and in the present risk-assessment and risk-reduction
guideline standard for machinery (SFS EN ISO 12100:2010). Guidelines and ref-
erences for the safeguarding techniques were taken from the relevant machinery-
safety standard of the day, EN 292-2, which has since been replaced by SFS EN
ISO 12100 (2010).

Analysis results — hazards, causes and consequences, risk level, existing safety
measures, proposals for possible additional safety measures, and the department
responsible for actions — were recorded in a table on a risk-analysis worksheet (Ap-
pendix 1). All analysis results were linked to the relevant points of the essential
health and safety requirements stated by the Machinery Directive for the system
conformity assessment. A table was created to link the findings with the relevant
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requirements. This table was amended later in light of the results of the more de-
tailed analyses. The evaluation results were then submitted to the project-
management and mine-management teams for further evaluation.

5.2.3 HAZOP study of system operations and system functions

The objective of the system-level HAZOP study was to analyse system operations,
considering both the errors a system operator might make and the technical prob-
lems that are possible. The scope for this HAZOP study was specified as covering
the system operations performed by the system operator working in the control
room. Related system functions were studied at the level of information exchange
between subsystems.

The HAZOP study was carried out by a team composed of seven experts, rep-
resenting various interested parties from the industry (the mining company, the
machine manufacturer, and subsystem suppliers), and two researchers from VTT.
This HAZOP team had six one-day analysis meetings in Sweden. For practical
reasons, the first four meetings were arranged as two two-day sessions. Four to
seven company representatives were present at each meeting. The author of this
thesis and another researcher from VTT took part in all the meetings. The HAZOP
method was new for all industrial members of the team; however, most members
of the team had experience of risk-analysis team work. The HAZOP methods and
analysis work practice were introduced to the team before work began.

The first task in the HAZOP study was to identify the system-operation tasks
and related information exchange at the operator interface and at the interfaces
between subsystems. Tasks were listed, and related information was described by
the system experts. In total, 22 distinct system-operation tasks were identified:

— Configuration of the automated system (6 tasks)

— System testing (2 tasks)

— Tasks in the beginning (4 tasks)

— System operation during a work shift (6 tasks)

— System operation at the end of a work shift (4 tasks).

A rough system-architecture drawing was compiled from various documents to
support this identification phase and to aid in the later analysis work. The system’s
information exchange was described in terms of information type, such as status
information, control signals, audio/video information, and alarm information.
Possible human errors and technical problems (both referred to below as ‘devi-
ations’) and their causes and consequences were systematically analysed by
means of the ‘guide words’ and the procedure described in the HAZOP standard
(IEC 61882:2001). In this analysis, consequences were estimated roughly by
severity, with four categories: personal-safety risk, machinery damage, production
stoppage, and delay in production. The team could not find suitable criteria for
estimation of the probability of harm or other consequences. Even the three-
category estimation described above was considered too difficult, because almost
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all deviations seemed to be possible in normal operation conditions and statistical
failure data for the system were not available. For each deviation identified, its
type, the causes and consequences, existing safety measures, and proposals for
possible additional safety measures were recorded in tabular format on an HAZOP
worksheet (Appendix 2).

In total, 83 distinct deviations were identified in relation to the selected operator
tasks and related information exchange at subsystem interface level. These in-
cluded the following:

— The technician specifies the automatic area or some elements of it wrongly
for the automation system.

— Testing of the autonomous routes is done carelessly.

— The operator does not follow the procedure when changing the system’s
operation mode.

— Failure in information exchange leads to status information differing be-
tween individual subsystems.

Thirteen of the deviations were considered safety-critical and able to cause a
personal-safety risk. Evaluation of the risks against the safety measures imple-
mented was performed in view of references obtained from the relevant European
machine-control-system safety standards valid at the time, such as ISO 13849-1, EN
60204-1, and IEC 61508. In total, 24 proposals for new corrective actions were
specified. The following examples give an overview of the proposals:

— Safety instructions, safe work procedures, and safety training must be im-
proved with respect to the task-specific issues specified by the team.

— Control ensuring that everyone whose work is connected with the auto-
mated production system follows the safety instructions must be improved.

— The local safety system must be fail-safe.

— Safety-critical communication between subsystems must be monitored and
kept secure, to an appropriate safety integrity level.

— Safety-critical status information must be kept secure, to an appropriate
safety integrity level.

After this, the table linking the risk-assessment results to the relevant points in the
essential health and safety requirements stated in the Machinery Directive was
amended to cover the HAZOP results. The results were then forwarded to the
company’s R&D management personnel for further evaluation.

5.2.4 HAZOP study of the on-board control system

A more detailed system-level risk analysis was conducted, focusing on the control
functions of the machine-control system. The objective of this HAZOP study was
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to identify and assess safety-related deviations in the automated LHD on-board
control functions.

The first phase in the HAZOP study was to identify the main functions in the on-
board control system. Nineteen functions, including automatic tramming (driving),
motor start/stop, operation mode selection, and video control, were identified.
These determined the scope of this analysis. The functions were prioritised by
assumed criticality for personal safety, with the analysis work starting with the
most critical functions. The functions were divided into elements (signals) in ac-
cordance with the procedure in HAZOP standard IEC 61882 (2001). Because of
the large number of related design documents, it was difficult to pull together and
connect to each other all control-system modules, 1/0O connections, signals, and
messages that were related to a certain function. Therefore, a new function-level
presentation format was devised and developed by VTT, to support the analysis
work and for use as system documentation for maintenance and troubleshooting
purposes. Figure 23 gives an overview of a function-level drawing integrating
information from several separate control-system design documents.

The second phase in the HAZOP study was to identify deviations in the quanti-
ties of the signals from specifications and determine their causes and conse-
quences systematically, in line with the standard procedure. The above-mentioned
guide words were used to identify deviations.

The third phase in the HAZOP study was to estimate the risks on the basis of
the same three-level estimation method applied in the PHA analysis, as described.
The severity of the consequence and the probability of the occurrence of harm
were estimated first for the scenario involving no protective measures. The risk
level was calculated with the formula R = S x P, where R is the risk level, S refers
to the severity of consequences, and P corresponds to the probability of harm or
other relevant consequences occurring. Severity categories were specified for this
purpose, as follows:

— 3 represents injury (fatality or permanent injury)

— 2 indicates machine damage (collision with a wall)

— 1 stands for machine downtime (machinery stopping / system out of use).

Probability categories were clarified, with some guiding examples to support the
estimation work:
— 3 represents probable occurrence (e.g., cable failure)
— 2 indicates improbable occurrence (e.g., several independent failures)
— 1 refers to rare occurrence (e.g., CAN bus ‘residual failure’ or SW failure
when the SW has been tested well).

For each deviation identified, deviation type, causes and consequences, risk level,
existing safety measures, and proposals for possible further safety measures were
recorded with the same worksheet template that was used in earlier HAZOP studies.

A HAZOP team composed of seven experts, representing all interested parties
— the mining company, the machine manufacturer, on-board subsystem suppliers,
and VTT — was established to carry out the analysis. The HAZOP team had four
one-day analysis meetings in Sweden. For practical reasons, these meetings were
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grouped into two two-day sessions. The number of team members varied, so 5-7
company representatives and two or three researchers from VTT took part in each
of the meetings. The author of this thesis participated in all these sessions. After
these meetings, a small analysis group composed of 1-3 participants from the
industry and one researcher from VTT worked in four half-day tele-meetings.
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Figure 23. Example of the function-specific drawing format used in the HAZOP
study (in Swedish).

As a result of the HAZOP study, in all, 326 distinct deviations were identified, in
relation to the 19 functions under study. Ten of the deviations were considered
safety-critical. The standards of the time 1ISO 13849-1, IEC 61508, and EN 60204-
1 were used as guidelines and references for the evaluation of the existing imple-
mentation of functional safety principles and for the specification of proposals for
corrective actions. There were 52 proposals specified. They are not described in
detail here, but the following examples provide an overview of them:

— Certified safety components should be used in safety-related functions.
— The system and configuration documentation should be improved.

— Software version and parameter management should be improved, as
should history recording.

— Password protection for change management should be implemented.
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— A clear principle for identification of operation modes (automatic vs. manual)
aboard machines and by the gates should be developed.

The summary table linking the risk-assessment results to the relevant points in the
essential health and safety requirements as stated in the Machinery Directive
(Directive 98/37/EC, 1998) was adjusted to account for the HAZOP results. The
results were then forwarded to the R&D management of the company for further
evaluation.

5.3 Experiences, comments, and observations

5.3.1 The mining company’s experiences and comments

The practical implementation of the analysis and three-level assessment work was
discussed and agreed upon at the beginning of the project, and the work was
conducted in keeping with the plan. During the project, no specific comments were
received on the methodology used. The mining company’s experiences and com-
ments associated with the risk-assessment project and its results were detailed in
the final review meeting, in April 2001. Present at the meeting were the manager
of the semi-automatic ore-transportation system-development project, the under-
ground mine’s industrial-safety delegate and the safety engineer, the system ex-
pert of the automation system’s supplier, and two researchers from VTT.

According to the mining company, the co-operation in the project went well and
the operation and maintenance staff had experienced it as positive to be able to
participate in the risk-analysis work. The mining company stated that the results of
the project clarified the main areas in which the system improvements need to be
concentrated for ensuring the safety of the system and conformity with the Ma-
chine Directive’s main health and safety requirements: for an access-control sys-
tem that keeps the operation area of the automatic LHDs safe, safety instructions
and set daily procedures for use in system operation and maintenance, system
software version management and parameterisation, and reliability of the commu-
nication throughout the automation system.

The PHA covered the operation situations of the semi-automatic ore-transportation
system in the production area, and the upper-system-level HAZOP study was
focused on operator actions and system functions. The HAZOP study for on-board
machine operations entailed detailed signal-level analysis. System troubleshooting
and daily maintenance issues were covered in the PHA, and operators’ actions in
system fault situations were touched upon in the upper-system-level HAZOP study
of system operations. According to the mining company, the analysis of mainte-
nance tasks in the automated production area should have covered the work done
on the machine also, such as troubleshooting of the on-board control system and
maintenance of the on-board automation components, because they are automa-
tion-related work tasks and could perhaps bring new safety risks.
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Even though the analysis was focused on safety issues, the mining company
stated that it had been valuable to go through the system systematically with the
experts from all interested parties and to have a common understanding of the
system architecture, system operation, and system functions. The risk analysis
brought together experts from all stakeholders in the automation-development
project and got them to discuss potential problems and come up with possible
solutions and improvements. The mining company also pointed out that the pro-
posed corrective actions and proposals for improvement specified in the project
were valuable and that many of them would be realised in the system-development
project in co-operation with the machine manufacturer and subsystem suppliers.

The importance of the analysis documentation format and how the results —
identified hazards, hazardous events, causes and consequences, risk levels,
existing safety measures, and proposals for additional safety measures — are
described in the worksheets was brought up by the industrial partners. As one of
the mining company’s representatives stated at the final review meeting, the anal-
ysis results were, in places, too briefly expressed and difficult to understand, es-
pecially for those who were not themselves participating in the analysis sessions.

5.3.2 Observations

The semi-automatic ore-transportation system had been developed, implemented,
and extended in the course of several years at the mine. One of the strongest
motivations for this project was the mining company becoming aware of its re-
sponsibility for the safety of the whole automated ore-transportation system. The
mining company had developed the system in co-operation with the subsystem
suppliers, integrated the control room and on-board subsystems into the automat-
ed production system, and then started to use the system. Under the Machinery
Directive, the mining company became the ‘manufacturer’ of the semi-automatic
ore-transportation system. The mining company wanted to have a fuller picture of
the safety risks linked to operation and maintenance of the system, not just the
basis and reasoning for the safety requirements and safeguarding solutions.

The project in question was the first risk-analysis assignment for such a complex
automated mobile work-machine system and, as such, gave researchers valuable
information and experience of how to carry out hazard identification and risk evalua-
tion of a complex machinery system in co-operation with multiple industrial partners.

The PHA was carried out with traditional brainstorming and team discussion
methods. The identification of the work-related hazards was grounded in the com-
pany representatives’ many years of experience of mining work and personal
experiences of work with the automated LHD system. The analysis proceeded
smoothly, and discussion was lively. The role of the VTT researchers was mainly
to keep the discussion focused on the question at hand and record the results. In
the four full-day analysis sessions, 58 findings of automation-related hazards or
hazardous events were identified and 51 distinct proposals were generated and
specified.
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The upper-system-level HAZOP study of system operations and related system
functions completed the higher-level risk analyses by analysing the effects of
possible functionality deviations (both human error and system failure) on the
selected system operations. In total, 83 deviations were identified, and 24 pro-
posals for corrective actions were defined. Some of the hazardous events caused
by these functionality deviations had been identified already in the PHA. New
hazardous events were identified as the analysis advanced to a more detailed
level in the operation procedures and technical failures. No precise value associ-
ated with the new hazards as compared with the earlier results can be presented
here, because of the insufficient and inexact expression of the findings.

The efficiency of analysis methods can be evaluated via examination of the ef-
fort applied in the analysis versus the number and quality of results yielded. In the
PHA meetings, a large amount of time was devoted to general discussion of the
work management in the automated production area, prioritisation of production
and maintenance activities, daily work scheduling, and communication between
the production team and the maintenance teams. Systematic analysis of the sys-
tem functions in the upper-system-level HAZOP study sessions and discussion of
the possible technical problems and failures at higher level, without delving into
details of message or signal characteristics, turned out to be important for ena-
bling all interested parties to understand the existing capabilities of detecting fail-
ures and the existing inherent redundant information channels. These discussions
were not always related to the analysis in question, but, in fact, they were of great
value for the mining company, as was indicated at the final review meeting for the
assignment.

The on-board system HAZOP study at detailed signal level was the most labo-
rious analysis task in this case. In addition to the actual work to analyse the 19
selected functions, great effort was undergone at VTT to collect the necessary
information from various design documents and to create the function-level draw-
ings that made it possible to analyse the on-board system functions in such detail.
The HAZOP method, with the aid of guide words, revealed 326 deviations from
designed signal characteristics. Most of them involved control-system reliability
issues. Accordingly, in addition to the corrective actions related to the 10 safe-
ty-critical deviations, much important information was produced for improvement of
the on-board system reliability and availability. The traditional worksheet text doc-
ument turned out to be laborious to create and maintain. For greater efficiency of
the analysis work, tele-meeting techniques used with shared documents were
applied in a smaller group in the risk-estimation phase. Experiences of that tele-
meeting technique were positive.

A risk-estimation method using three categories for the probability of occur-
rence of harm and for the severity of the harm, with clarifying hints, was consid-
ered simple and general enough for qualitative expert estimation in PHA. The
simplicity of the method caused difficulties for the evaluation and prioritising of the
risks. For example, severity level 3, meaning fatality, and probability level 2 to-
gether give the same risk level as severity level 2, meaning reportable injury, in
combination with probability 3. The same three-category estimation method, with
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differently specified criteria, was used in the on-board system HAZOP study.
When the results were compared with the PHA results, the different expression of
the same severity or probability categories caused lack of clarity and created
some extra work for interpretation of the results.

Use of the semi-automatic ore-transportation system continued in Kiruna in
varying extent for several years after the assignment. Some years ago, the mining
company stopped using the system, for various reasons (Gustafson 2011, p. 23).
According to the machine manufacturer’'s experts interviewed in March 2012, no
automation-related accidents caused by the automated machinery had been re-
ported to the machine manufacturer.

5.4 Discussion

In this case, the target system had been in use for several years. The main pur-
pose of the risk analyses conducted in the assignment was to validate the safety
of the automated ore-transportation system. The PHA and HAZOP methods are
well known in risk analysis in industry, and most of the work methods used in
those analyses in this case were in widespread use. Mobile work machines such
as the mining machines in question have been used in mines for many years, the
risks related to manually operated machines are known, and machines are manu-
factured in line with the safety regulations and standards in force. The target sys-
tem in this case was challenging in the safety sense. It was a technologically com-
plex system, and there was a lot of new technology implemented for the automatic
operation, semi-automatic functions, fleet management, and production manage-
ment. In complexity, it can be compared with other large-scale automated applica-
tions for industrial production. The difference is that in this system the material-
handling units were rubber-tyred, electrically powered, highly automated mobile
work machines. The system was the first of its kind in the entire mining industry.
The systems-engineering guidelines used at the time (such as system-
architecture models and descriptions of hierarchical structures of the system),
interconnections, and protocols for communications between subsystems and
human-technology interactions were utilised in this case, and they had an essen-
tial role in the preparation and carrying out of the risk-analysis work aimed at un-
covering the automation-related safety risks that had not been experienced yet.
Those guidelines are, at base, those described in the latest systems-engineering
literature, such as ISO IEC 15288 (2008, pp. 7-10), SE Handbook (2011, pp. 9-
14), and Leveson’s work (2011b, pp. 61-67). The analysis results and comments
from members of the analysis team confirm that, with the aid of system thinking,
the traditional risk-analysis methods PHA and HAZOP study were successfully
directed to identification of new unforeseen hazards and hazardous events and to
possible indirect effects causing hazardous relations and consequences, not only
to identification of existing problems and the experienced failures that come to
mind first. System thinking was also employed successfully to support risk evalua-
tion and specification of improvement proposals, for development of the safety
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functions at an appropriate level of the system hierarchy, and for preparation of
safety instructions for the right level of operation and maintenance instructions.

PHA methodology using brainstorming sessions and systematic job-safety
analysis was suited well to the overall-level (i.e., work-site-level) risk analysis. The
author’s experiences of this methodology, the analysis results obtained, and the
comments from the industrial partners in this case study support the results that
Leveson (2003, pp. 7-8) and Vincoli (2006, pp. 37-38) have described in their
discussion of the relationship and differences between industrial safety engineer-
ing, on one hand, and system-safety analyses and engineering practices. Vincoli
claims that system-safety analysis (including methods such as PHA, SHA, and
OHA) provides an excellent way for industrial-safety experts to achieve an acci-
dent-free work environment (ibid., p. 38). Leveson (2003, p. 5) describes system
safety as based on systems theory and a systems-engineering approach to pre-
venting foreseeable accidents and to minimising the negative consequences of
unforeseen accidents. From many years of experience in the process industry,
aviation, and the space industry, Leveson also claims that, with introduction of
robots in the workplace environment and with long-lasting engineering pro-
grammes that involve complex engineering design and manufacturing activities,
the traditional concerns of industrial safety and system safety have become more
integrated with each other (ibid., p. 8).

Redmill et al. (1999) indicate that HAZOP study is effective for identifying haz-
ards not only in technical systems but also in human-centred systems, because of
its way of looking at deviations from the design intent of the processes and tasks
and the information flowing between them. The HAZOP method can be used to
explore deviations from the design intent by the humans and on the part of the
technical system. The interpretations of the guide words must be modified to be
appropriate for the human perspective, however (ibid., pp. 166—169). Practical
experiences and study results in this case support the above-mentioned opinions
expressed by Redmill and colleagues. The team-work-based HAZOP technique
with the aid of guide words seems well suited to risk analysis of system operations
and system functions, along with on-board control functions of an operational
automated mining-machine system.

Risk estimation employing three categories for the probability of occurrence
and for severity turned out to be simple and general enough for qualitative expert
estimation in this case. However, the simplicity of the method and variation of the
category definitions caused confusion and differences in interpretations and, so,
decreased the reliability and quality of the analysis results. Risk-estimation meth-
odology and the guidelines applicable for machinery have developed since the
time of the case in question. In the latest machinery-safety guidelines for risk as-
sessment, found in SFS EN ISO 12100 (2010) and ISO TR 14121-2 (2007), the
probability factor is presented as a function of the following parameters (SFS EN
ISO 12100:2010, p. 17):

—  The exposure of one or more persons to the hazard
—  The probability of the occurrence of a hazardous event
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—  The technical and human possibilities for avoiding or limiting the harm.

Cox (2008) has examined risk matrices supporting decision-making in the
risk-management process and discusses the limitations and problems of using risk
matrices in risk management. Four types of problems related to risk matrices have
been identified: poor resolution, errors, sub-optimal resource allocation, and am-
biguous inputs and outputs. Cox opines that risk-management decisions cannot
be based only on rating of risk frequency and severity factors. Although risk matri-
ces are recommended in international risk-management standards, these matrices
should be used with caution. The judgement bound up with risks’ ranking or rating
should be explained with care (ibid., p. 510).

In this case, all risk analyses were performed in several teams of experts, com-
posed of the available people most expert in the subject at hand and the safety
factors in question. This led to a situation in which the results of the higher system-
level risk analysis were not utilised systematically in the lower-system-level risk
analysis as input data. On the other hand, the aim of the assignment was to identi-
fy and assess the automation-related safety risks of the existing system as well as
possible. Overlap between the analyses and between the various points of view
on any given hazard or hazardous event increased the analysis results’ reliability
and the quality of the improvements and corrective actions proposed.

5.5 Conclusions

From the comments received from the mining company, the risk-assessment work
can be considered to have been valid at the time and to have added value for the
company by clarifying the most important actions needed for reduction of automa-
tion-related safety risks to an acceptable level and by introducing new ideas for
system development in co-operation with the machine manufacturer and subsys-
tem suppliers. The mining company indicated that the risk-analysis work had given
them valuable information about the automation-related risks and the current sta-
tus of the system safety of the semi-automatic ore transportation. The machine
manufacturer’s experts confirmed in the interviews in March 2012 that no automa-
tion-related accidents caused by the automated machinery had been reported to
the machine manufacturer between the end of the risk-assessment assignment
and the system’s decommissioning a few years ago. From all of this, one can
conclude that the system-safety approach and the methods used were appropriate
and supported the mining company in its solving of the system-safety problem.
PHA methodology using brainstorming technique, systematic job-safety analy-
sis, and team discussion technique was practical and efficient for the analysis of
the operation situations and identification of potential hazards with the existing
automated mobile-machine system. It can also be concluded that the HAZOP
method using team discussions and supported by system-architecture drawings
worked out well in the analysis of higher-level deviations in subsystem interfaces.
The HAZOP study also fit in well with the analysis of functionality deviations in
the on-board machine-control system. The new, innovative function-level drawing
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concept turned out to be essential for efficient performance of the analysis. The
clear and adequate description of the analysis findings, hazards, causes and con-
sequences, and assessment results turned out to be essential, especially in such
a complex automation system, wherein the information is shared with several
partners and specialists in various fields of technology.

Considering the practical experiences, one can conclude that the 3 x 3 risk ma-
trix method, as it was used in this case, had deficiencies, which weakened the
reliability of the analysis results and created extra work in the risk evaluation.
There was some confusion within the PHA analysis team as to which probability
they were estimating: that of occurrence of harm or the probability of a hazardous
event. In the HAZOP teams, the same confusion occurred with respect to the
probability of dangerous deviations (dangerous failure) or of a particular deviation
in the general case. The definitions for severity and probability categories should
have been specified clearly and should have been the same in all analyses, to
render the risk levels comparable. At the same time, the simple multiplication of
severity by probability value obscured the significance of the severity factor and
made it difficult to evaluate which means of risk reduction are appropriate or what
resources should be allocated for them.

The main working language of the analysis sessions was Swedish, and all docu-
ments were written in Swedish. This caused problems during the team discussions
and with the documents’ choice of expressions and wording, thereby affecting the
quality and reliability of the analysis results.
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6. Case study 2: The ore-transportation-
system concept

6.1 Introduction

The objective of the second case study is to evaluate the usefulness of the first
implementation of the three-level risk-assessment approach and that of PHA and
HAZOP methods, as used at the time of the assignment, in a complex automated
mining-machine application in the early phases of its life cycle.

The mining-machine manufacturer (sometimes referred to below simply as ‘the
manufacturer’ or ‘the system supplier’) was developing an automated ore loading
and transportation system concept for underground mines. In 2000-2001, VTT
conducted an assignment with the machine manufacturer aimed at analysis of po-
tential automation-related safety risks and to specify safety requirements for the
automated work-machine system concept. In the system concept, LHDs and dump
trucks tram and navigate autonomously in the tunnels of an underground mine.
Hauling and dumping are automatic. The buckets of LHDs are filled by
tele-operation from a control room. The autonomous fleet is designed to operate in a
restricted area on the production level in an underground mine, and access to the
automated area is prevented while the system is in its automatic operation mode.
The system concept was composed of the following subsystems (for a diagram, see
Figure 24):

— A production-control system, for planning, optimisation of production exe-
cution, and understanding of production inputs and outputs

— The mission-control system, a supervisory system controlling and monitoring
the autonomous operations, including traffic management and provision of
the remote operator’s user interface

— A broadband, high-speed data/video communication system for connectivity
to automated underground LHDs and trucks

— On-board machine control, monitoring, and navigation systems

— A safety system, for isolating the operation area during autonomous operation
and controlling access to the area.
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Figure 24. A block diagram of the system concept in the case under study, with
the time dimension shown (Sandvik). Reprinted with permission from Sandvik
Mining and Construction.

The assignment included several risk-analysis tasks, covering the whole automa-
tion system concept and all of its subsystems. Three analyses have been selected
for this case study, representing all three levels of risk analysis in the three-level
approach to risk assessment. The first, the overall system risk analysis looking at
potential hazards and safety risks in the automated LHD production area, was
conducted as an application of PHA methodology. The second is upper-system-level
risk analysis of system operations and related system functions, which was conduct-
ed with HAZOP methods. Finally, the lower-system-level risk analysis for the on-
board control system was also conducted via HAZOP methods.

This case study addresses the following research questions:

— How suitable is PHA for work-site-level hazard identification and risk analysis
in the conceptual design phase?

— How well suited is the simplified risk-estimation methodology to the risk es-
timation at different levels of risk assessment?

— How appropriate is the HAZOP method for risk analysis of system-operation
and system-function concepts?

— How well does the HAZOP method suit risk analysis of machine on-board
control function designs?

— How well does the three-level risk-assessment approach applied at the
time fit the risk assessment of an automated ore-transportation system in
its conceptual design phase?

— What are the benefits and impacts of the risk-assessment work in this case
and more generally in the companies?
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6.2 Implementation of the three-level risk-assessment
approach

6.2.1 PHA of the automated ore-transportation concept

The objective of the PHA in this case was systematic identification of potential
automation-related hazards in the various phases in the life cycle of an automated
production area using LHDs or dump trucks; estimation of safety risks; and de-
scription of the safety measures necessary at a conceptual level for elimination,
reduction, or control of the risks.

The scope of this overall system risk analysis was defined to cover the whole
life cycle of an automated LHD production area and all of the main operations
related to these phases in the life cycle. The intended use (both manual and au-
tomatic) of the machines, work procedures, communication between the control
room and the production area, and regular daily maintenance of the machine were
taken into consideration during the analysis. The phases in the life cycle of a pro-
duction area were defined for purposes of this analysis as follows:

— System start-up

— Connection of LHDs to the system

— Production

— Maintenance work in the production area

— Partial production breaks or complete shutdowns of the automation system
— Disconnection of the automation system from the production area.

Thirty distinct system operations were identified from the system-overview descrip-
tion and system-requirement specification. ldentification of automation-related
hazards and hazardous events followed the same PHA method used with the
previous mining-company case (Case 1). The brainstorming and scenario anal-
yses were conducted informally in team discussion. The hazards identified and
descriptions of potential hazardous events were projected onto a wall for discus-
sion. The analysis results for each system operation — hazards, causes, conse-
quences, estimated risk levels, descriptions of existing safety measures, and pro-
posals for additional safety measures — were recorded in a table on a PHA work-
sheet.

The risk estimation followed the same three-level estimation method used in
the PHA analysis in the mining-company case described in the previous chapter of
the thesis. Severity levels were indicated with the values 3, for ‘severe’ (fatality or
permanent injury), 2 for ‘significant’ (reportable injury), and 1 for ‘insignificant’
(slight or no injury). Probability levels were indicated with the value 3, for ‘proba-
ble’ (situations that can occur in normal operation); 2, for ‘improbable’ (risks that
can be realised only in certain conditions); and 1, for ‘rare’ (eventualities that are
unlikely in any conditions). The risk estimation took into account the hazards or
hazardous events that could arise in the absence of any safety measures. Risk
was assigned one of three levels, as was described for Case 1 (Table 1).
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The PHA team established for this assignment had four one-day analysis meetings
in Tampere. The analysis team was composed of four experts from the manufacturer,
representing both underground-mining and mining-automation knowledge, and two
researchers from VTT. At least two of the manufacturer’'s experts and one re-
searcher from VTT took part in every one of the meetings. The author of this the-
sis led the sessions and documented the results. The PHA approach was new to
the manufacturer’s experts in the team. Some of them had taken part in manual
machines’ risk analyses, using checklists, and some had worked in machine-
control system risk analysis using FMEA. The PHA methods and risk-analysis
work practice were introduced to the team before work began.

As output of the PHA, 74 hazards or hazardous events were identified. Among
them were the following items:

— Someone being in the production area when automatic operation starts
— Unexpected machine movements during connection of subsystems

— An unexpected change in production-area conditions that affects automatic
operation

— The safety system in the production area not being ready when the route
testing begins.

The risk level was estimated at 3 or higher for 49 of them, meaning that they had
to be eliminated or the risks reduced to an acceptable level. The PHA team then
performed risk evaluation considering the conceptual safety measures already
planned, such as the primary safeguarding system for isolation of the autonomous
operation area and to control access to the area, conceptual system-level safety
features, and common safety principles and instructions for underground mining
work introduced by the manufacturer's experts. The analysis team created 41
proposals for new safety measures, with the following among them:

— If route teaching and testing must be done before the production-area safety
system is ready, additional safety instruction and safeguarding arrange-
ments are needed, to prevent access to the tunnels where the LHD is moving.

— Radio communication between the test driver of the LHD and other per-
sonnel in the area must be ensured.

— Specific instructions should be prepared for system start-up after servicing,
to eliminate hazards caused by faulty connections etc.

— The production-area safety system must be designed in account of all sys-
tem-operation situations.

— New operators should be trained to predict changes in the mine environ-
ment, especially at draw points.

Proposals were considered in line with the three-step risk-reduction approach
presented for Case 1, referred to as the ‘principles of safety integration’. These

87



were based on the Machinery Directive as valid at the time, Directive 98/37/EC
(1998), and on the basic machinery-safety design standard, then EN 292-1 (1995).
Experiences and results of a simultaneously conducted mining-company assign-
ment and the above-mentioned machinery-safety standard were used as refer-
ences for the specification of the safety requirements. The Machinery Directive’s
main health and safety requirements were considered references for the minimum
safety requirements. Corresponding references today are Directive 2006/42/EC
(2006) and SFS EN ISO 12100 (2010). Also in this assignment, the analysis re-
sults were linked to the relevant points stated for the essential health and safety
requirements in the Machinery Directive for the overall conformity assessment.
The results were then forwarded to the R&D management of the company for
further evaluation.

6.2.2 HAZOP study of system operations and system functions

The objective in the HAZOP study of system operations and related system func-
tions was to ensure that possible deviations (human errors or technical problems)
in the designed system operations conducted in the control room do not cause
safety risks in the automated production area. The scope of this HAZOP study
was the ‘control-room systems’, including the ‘operator stations’ and the ‘mission-
control system’ (see Figure 21). The analysis was conducted in two phases. In the
first, operator stations were analysed by a team composed of three automation
experts from the machine manufacturer and two researchers from VTT. The team
had two full-day meetings. The author of this thesis participated in both meetings,
led the analysis, and documented the results. As a starting point, the analysis
team specified the system operations in accordance with the system specifications.
Among the system operations under study were the following:

—  Starting and stopping of the automation system
— Route management

—  Operation of LHDs in various operation modes
—  Changing of the operation mode

—  Tele-operation.

In the first phase of the upper-system-level HAZOP study, the team identified
deviations from the designed operator work tasks and functions at operator sta-
tions, analysed the possible causes and consequences, and evaluated their criti-
cality to safe system operation. The above-mentioned guide words from IEC
61882 (2001) (‘no’, ‘less’, ‘more’, ‘as well as’, ‘other than’, ‘part of’, ‘reverse’, ‘be-
fore’, ‘after’, ‘early’, and ‘late’) were applied to support identification. In this study,
technical hardware failure, software failure, and operator error and mistakes were
considered possible causes of deviations. The risk estimation involved a three-
category matrix for risk elements, showing severity and probability (Table 2). The
analysis team estimated the consequences without any safeguards. If several
consequences of a deviation were identified, the probability of the hazardous
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event was estimated with the deviation occurring and the most serious conse-
quence arising (the worst case), regardless of the safeguards in place. After that,
the safeguards designed to prevent said deviation or reduce the consequences
were listed. If the safeguard was seen as sufficient, no corrective action was pro-
posed; otherwise, further corrective actions were recommended.

Table 2. Categories of risk elements, with related examples.

Element Value Examples
3: Serious Serious injury and collision by driving into, for example,
the wall
Severity 2: Significant Collision and minor injury caused by sudden stopping of

the machine and machine damage necessitating repairs

1: Insignificant | Excessive wear to machine components and production
losses (e.g., non-optimal production)

3: Probable Cable or connector faults
Probability | 2: Unlikely Software failures
1: Rare CAN 'residual error'

Results were documented into a HAZOP worksheet. In the analysis, 26 deviations
were identified. Two of them were considered safety-critical (i.e., of risk level 3 or
higher). The analysis team evaluated the risks and defined 13 proposals for cor-
rective actions.

In the second phase of the upper-system-level HAZOP study, another team fo-
cused on possible deviations in system functions. This team was composed of two
automation experts with the machine manufacturer, one automation expert from
that manufacturer's subcontractor, and the author of this thesis (from VTT). The
analysis team had five full-day meetings, with the author participating in all of
them, leading the analysis, and documenting the results. The team specified the
system functions in view of system specifications. The functions studied include
the following:

— Mission assignment
Mission execution
Traffic control

— Condition monitoring.

The team identified deviations from the designed system functions, analysed their
possible causes and consequences, and evaluated their criticality to safe system
operation. The list of guide words from the standard IEC 61882 (ibid.) was applied
as in previous HAZOP studies, to support the identification of deviations. Also in
this study, both technical and human-factor-based causes were considered. The
team identified 78 deviations in the analysis, with the following among them:

— The operator making a control error while in tele-operation mode
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— Misinterpretation of system information leading to inappropriate actions
— Faulty system information leading to inappropriate operator actions
— Incorrect automatic function occurring because of a hardware failure.

The risk estimation used the same three-category risk matrix for risk elements,
severity and probability, employed in the first phase (see Table 2). Twenty safe-
ty-critical deviations (risk level 3 or higher) were found. The result of the risk eval-
uation was 38 proposals for new safety requirements and corrective actions for the
design. These included the following:

— There should be instructions to check the production-area map before it
may be used for production.

— The operator should regularly test all the functions at the operator stations.

— There should be a machine ID visible in the video picture.

— Automatically activated machine stopping should be reported to the operator.

The machinery-safety standards of the time, such as EN 292-2, ISO 13849-1, IEC
61508, and EN 60204-1, were used as guidelines and references in the evaluation
of the designed functional safety principles and specification of safety require-
ments and corrective actions. In the end, the requirement-specification table
drawn up in view of the essential health and safety requirements was amended to
consider the HAZOP results. These were then forwarded to the company’s R&D
management for further evaluation.

6.2.3 HAZOP study of the on-board control system

The objective of the lower-system-level HAZOP study was to identify possible
functionality deviations in the on-board control systems, analyse the effects on
machine operation, and specify the safety measures necessary for ensuring safe
operation in both automatic and manual operation. The system under study was
an integrated, distributed machine-control system consisting of several control and
I/0O modules, connected via CAN bus.

At the outset, all of the machine-control-system functions were identified on the
basis of the system specifications, and 22 of them were selected for analysis. The
functions under study were the following, among others:

— Motor start and stop

— Steering

— Braking

— Emergency stop

— Normal stop

— Selection of the machine operation mode.

Experiences from use of function-level drawings of the on-board control system in
the HAZOP study performed with the mining company led VTT to compile func-
tion-specific drawings also in this case, to support the analysis (see Figure 25).
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Figure 25. An example of the function-specific drawing format used. Figure used
with permission from Sandvik Mining and Construction.

The identification and analysis of deviations were started at the signal level; i.e.,
for each 1/0O signal pertaining to a function, all relevant deviations were assessed
(for example, ‘Steering joystick analogue signal too high’). However, it soon be-
came apparent that, in this case, signal-level analysis was too laborious to be
accomplished within the required timeframe. Hence, the analysis team decided to
continue the analysis at a higher function level (for example, ‘Gear is set higher
than requested’ or ‘Gear is set lower than requested’). The results from the analy-
sis sessions were recorded on HAZOP worksheets, and reports were presented
as Word documents. The tables generated included the functions and their design
intent, subsidiary functions, a list of deviations, the causes and consequences of
the deviations, and descriptions of ways to detect and safeguard against each
deviation or its consequences in the implementation designed.

The risks were estimated with the same three-category risk matrix as previously
in this case. The analysis team estimated the consequences without any safe-
guards. After that, the safeguards implemented to prevent such deviation or re-
duce the consequences were listed. The probability of the hazardous event was
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then estimated on the assumption of the deviation occurring and the most serious
consequence arising in spite of the safeguards implemented. Risk evaluation in
this case meant that if the safeguard was regarded to be sufficient, no corrective
action was proposed; otherwise, additional corrective actions were recommended.

The HAZOP team was composed of three experts from the machine manufac-
turer, three experts with the machine manufacturer’'s subcontractor, and three
researchers from VTT. The analysis team held 13 full-day or half-day meetings.
The core team taking part in all of the meetings consisted of two experts from the
machine manufacturer and one researcher from VTT. Others took part in one or
two meetings. The author of this thesis participated in two of the meetings.

The analysis team identified 441 deviations in functions or in signals. These in-
cluded the following items:

— The motor starting unexpectedly

— A switch in machine mode to remote mode instead of manual mode
— The gear being set higher than what the operator selected

— The speed (in rpm) being too high

— Steering being too great on the left

— The brakes not working effectively

— The motor stopping unexpectedly.

The team estimated the risk level as 3 or higher for 133 deviations. The standards
of the time ISO 13849-1, IEC 61508, and EN 60204-1 were used as guidance and
references for the evaluation of the designed functional safety principles and spec-
ification of safety requirements and of corrective actions for the on-board control
system. The HAZOP team determined 140 proposals for design requirements or
instructions. These included the following items:

— Fixed limits for safety-related parameters

— Control feedback signals and feedback diagnostics

— Feasibility tests to detect abnormal combinations of enabling signals
— Validity times for safety-critical messages

— User instructions for calibration

— User instructions for regular checking of safety functions

— Alog file to record parameter changes.

The conformity assessment table prepared in line with the key health and safety
requirements was amended to feature these results. The results were then for-
warded to the R&D management of the company for further evaluation.

6.2.4 Requirement specifications for safety-related functions

One of the main objectives in this assignment was to specify requirements for the
safety-related functions of the automated mobile work-machine system. From the
technical point of view, the focus in safety-requirement specification was on specifying
requirements for the primary and independent safeguarding system, which isolates the
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automated area, and on functional safety requirements for the safety-critical functions,
which were identified in the automated mobile work-machine concept (see Figure 26).

[ Three -level risk assessment results ‘

P

[Allocation of risk reduction measures ’

P

Specification of safety requirements for the automation system.
Input and feedback to the system development process
- system design,
- subsystem design, and
- safety system design

g

Requirements for safety-related parts of the control system

v Functional requirements

v" HW and SW design requirements
v’ safety-performance category

v’ Verification and validation criteria

Figure 26. Simplified procedure used for the specification of functionality-related
safety requirements.

The reference standard used at the time, 1ISO 13849-1 (which has since been
replaced by SFS EN ISO 13849-1:2007), defined five ‘safety performance catego-
ries’ for safety-related control functions, as follows:

— B: The occurrence of a fault can lead to loss of the safety function.

1: The occurrence of a fault can lead to loss of the safety function, but the
probability of occurrence is lower than for category B.

— 2: The occurrence of a fault can lead to loss of the safety function between
checks. Loss of the safety function is detected by a check.

— 3: When a single fault occurs, the safety function is always performed.
Some but not all faults will be detected. Accumulation of undetected faults
can lead to loss of the safety function.

— 4: When a fault occurs, the safety function is always performed. Faults will
be detected in time to prevent loss of the safety function.

For categories B and 1, the principles for achieving safety were characterised
mainly by selection of components and good design and implementation practices.
For categories 2, 3, and 4, the safety principles were characterised chiefly by
system-architecture and active failure-detection methods.
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The functional safety requirement specification — in other words, categorisation
of the safety-related functions identified in the PHA and HAZOP studies in terms of
these safety-performance levels — was performed with the highest risk level esti-
mated for a dangerous deviation of the function considered first, then all other
identified and available safety measures that are related to risk reduction for the
safety-critical deviations in that function. Finally, the amount of risk reduction assigned
for the safety-related function determined the performance category for the function.

6.3 Experiences, comments, and observations

6.3.1 Experiences and feedback from the company

Direct feedback and comments on the risk-analysis methods and their usefulness
were received from the manufacturer's experts during the project. In addition, a
questionnaire was sent by e-mail to the manufacturer's experts soon after the
assignment’s completion in 2001. The experts involved in the risk analyses and risk-
evaluation sessions were asked about the benefits of the risk-assessment ap-
proach, the risk-analysis methods, their experiences of the work, pros and cons of
the assignment in general, and the co-operation. The five (out of seven) experts
responding to the questionnaire represented automation design, control-system
design, underground mining expertise, and safety-engineering expertise.

According to the comments and the responses to the questionnaire, the most
important results of the assignment had been the knowledge of the present level
of safety of the conceptual design for the automated ore-transportation system
and an estimate of the amount of work required for bringing the risks related to the
operational and functional concepts to the required, acceptable level. The manu-
facturer's experts indicated that the co-operation among system designers, sub-
contractors’ experts, and VTT's experts had been frank and open. The work pro-
ceeded effectively, and all participants were motivated regardless of their heavy
workload. The project was considered to be a good learning process. One of the
manufacturer’'s automation experts expressed his experiences thus: ‘It was valua-
ble to join the project. | learned a new way of thinking, which means that you think
about safety issues in a more systematic way when you are defining new concepts
and developing new ideas.’

The manufacturer’s experts emphasised that the systematic analyses of the en-
tire automation system concept helped them to understand subsystem functions
and interrelations among individual subsystems. Reports and subsystem-analysis
documents formed a good baseline for the technical construction file for the auto-
mated ore-transportation concept, for presentation and specification of safety
principles and measures used to eliminate and control safety risks. They also
expressed that the HAZOP studies highlighted many important system character-
istics, system features, and improvement possibilities beyond the safety-related
realm that could be used to improve the functionality, usability, and reliability of the
system. They also pointed out that most of the results were directly transferable to the
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mine-automation development team, to be considered in the system-development
work. The documented approach and analysis methods were directly applicable in
new research and development projects and in automation-system analysis.

When questions were asked about proposals for improvements to the
risk-analysis approach and its methods, the answers raised the following issues:

— There should have been more time and resources for development of the
methodology and analysis tools before the first analysis sessions. In partic-
ular, the HAZOP method was not so familiar to all participants, including
VTT’s experts, and this caused inefficiency in the first analysis sessions.

— The analysis methods turned out to be applicable and efficient after they
had been adapted for this particular risk-analysis purpose at hand and
practised in the first analysis sessions.

— The precision or level of the analyses and the analysis reports was not
clear at first. In the HAZOP studies, it was not so easy to determine the
level of deviations, failures, or hazards that should be identified and ana-
lysed. Also, the levels of consequences should have been defined more ac-
curately. The reports from the subsystem analysis were not consistent with
each other, and this created extra work in later interpretation of the results.

— The risk analyses should have been linked better to each other: the up-
per-level analysis results could have been better utilised in the more de-
tailed analysis.

— The analysis sessions should be planned such that the right resources and the
expertise needed in the session in question are present. Optimal use of the lim-
ited expert resources is important and improves motivation for the work.

Three of the manufacturer’s experts were interviewed for this thesis in March 2012
(see Subsection 3.3.2). According to the manufacturer’s experts, this risk-analysis
project in the conceptual design phase for the new autonomous ore-transportation
concept and the simultaneous joint risk-analysis project at the LKAB Kiruna mine
was the beginning of system-safety thinking in the manufacturer's mine-automation
system-development team. The experts confirmed that the main automation-
related risks were identified and analysed in the time of the assignment, and the
results and knowledge have been utilised in system development and in customer
applications and passed down via system-update reviews to this day. They also
expressed that the system-safety decisions made at the time seem to have been
right. No accidents or near-miss situations related to overrun or crushing hazards
in automated ore-transportation systems have been reported to the manufacturer.
Applications have been operating since 2004.

The manufacturer's experts emphasised that, even though risk-analysis docu-
mentation always features shortcomings and some lack of clarity and the refer-
ence standards in effect at the time of the assignment have been updated since,
the conceptual baseline for system-safety decisions has been valuable and useful.
Documented risk analysis and traceability of the risk-evaluation decisions from the
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early conceptual design phase have been valuable for the latter system develop-
ment, customer-application system design, and selection of safety measures but
also in the system’s conformity evaluation.

6.3.2 Observations

The PHA analysis at the overall system level proceeded systematically in line with
the general underground ore-transportation process description and sys-
tem-operation descriptions for the automation and with the aid of numerous con-
ceptual production-area-layout sketches. Experience from the earlier min-
ing-company case served as a good reference for the analysis and was essential
when the author led the PHA sessions, because there was so little knowledge of
underground mining in general at the time. In all, 74 hazards were identified and
41 proposals for safety measures were generated.

The use of the simple three-category method (with 3 x 3 matrices) and the doc-
umentation practice brought out three problems in risk estimation. The first issue,
related to the simple multiplication of the numbers representing severity and prob-
ability levels, has already been discussed (in the material on Case study 1). The
second issue that led to confusion in the risk estimation was that the personal-
safety and other consequences, such as material damage, production loss, and
impact on the operation environment, were not clearly separated in the documen-
tation. The third issue was that the acceptability of the remaining risk was dis-
cussed in the team in account of the planned safety measures and proposed addi-
tional measures while the residual risk level was not documented.

Difficulties in defining hazards and hazardous events for a relevant and appro-
priate functional and system-hierarchy level such as system operation, system
function, operation mode, and control function were observed during the analysis
work. These system characteristics should have been defined and specified more
clearly and used consistently throughout the analysis. This shortcoming led the
analysis team to analyse some of the same hazards and hazardous events in the
PHA and in the upper-system-level HAZOP study, which was not the purpose with
this approach to risk analysis. On the other hand, 104 hazards were identified, in
total, in the upper-system-level HAZOP studies, and 51 proposals for safety
measures were generated. From the standpoint of safety engineering, there being
little overlap between the results of various analysis methods is not a problem; in
another sense, it confirms the analysis findings. The author’s observations verify
the presence of an issue identified by the manufacturer's experts, that the PHA
results should have been better utilised and tied into the later upper- and low-
er-system-level HAZOP studies.

The lower-system-level HAZOP study of the on-board control system faced
methodology problems. The level of resolution in the HAZOP study was changed
quite soon after the first analysis sessions. The analysis at signal level turned out
to be too laborious for this purpose and for the resources available for the analy-
sis. However, it was concluded in this case that a function-level study would reveal

96



the relevant safety-related consequences just as well as a signal-based study.
Also, at the same time, if the signal-based analysis is not done very carefully, the
analysis team could miss some of the consequences for the functions. The sig-
nal-based analysis could, however, reveal unexpected behaviour of the machine,
such as jerky or bouncing driving, that is not described in the function specification.
Better coverage of possible deviations could have been gained through application
of both signal- and function-based studies, but only one of the two could be se-
lected in practice. In this case, most of the analysis was done at the function level,
but some selected functions were analysed in more detail with signal-based anal-
ysis. In the end, the lower-system-level HAZOP team was effective and noted, in
all, 441 deviations, generating 41 proposals for safety measures.

The main objectives of the risk analyses in this case were to specify the safety
requirements for the automated ore-transportation system concept and to evaluate
the baseline solutions designed. One important part of the overall safety-requirement
specification was the functional safety requirements for the safety-related parts of
the automation system and on-board control system. Requirement specification for
the safety system designed for isolating the operation area during autonomous
operation and controlling access to the area turned out to be quite a straightfor-
ward process. It proceeded from risk-analysis results to the functionality require-
ments and safety performance (PL) or safety integrity (SIL) requirements. The
same was observed with regard to the on-board control system’s requirement
specification. Challenges and difficulties were faced in the specification of the
functional and safety-performance requirements for the upper-system-level func-
tions of the automation system. Evaluation of the monitoring and diagnostic possi-
bilities, the related capabilities of the automation system, and the operators’ ability
to detect possible deviations and problems were discussed and examined a great
deal during the analysis sessions.

It was also noticed that implementation of the three-step risk-reduction approach,
the ‘principles of safety integration’, applied here in line with the machinery-safety
design guidelines in EN 292-2 (1995), required a great deal of effort. Allocation of
risk-reduction measures for inherent system functions, for external safety-related
functions, for safety instructions, for warnings, and for system-operation develop-
ment were new issues for the system designers. This clearly reflects the new
challenges in concept definition and system-requirement specification for such
complex machinery and simultaneously highlights the importance of a systematic
approach applying operational and functional analysis perspectives to bring these
aspects out even in the conceptual design and requirement analysis.

The risk analyses produced a large amount of information, which was not
judged to be safety-critical and was more likely to be related to system availability,
usability, subsystem and component reliability, or development possibilities for
system functions and operation procedures. The analysis work in the assignment
was focused on safety issues, so further actions and utilisation of this possibly
valuable information for the system development were not included. According to
the manufacturer’s experts, the information was considered and forwarded to other
processes in the company. In the author’'s experience, it is quite typical in the manu-
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facturing industry for safety engineering and availability or reliability issues to be
handled in several processes and by several people at the relevant company. This
can lead to situations wherein important system-availability issues identified in the
early concept phase may not be raised for review or decision-making. A reliability-
engineering method may not bring these issues up either, since the methods and
analysis perspectives are different. To be able to utilise this valuable information
systematically, the company could establish and maintain an overall RAMS man-
agement process. The abbreviation ‘RAMS’ refers to reliability, availability, main-
tainability, and safety — that integrates system availability and system-safety in-
formation. There have been RAMS management programmes developed and
standardised, for example, for safety-critical systems in railway networks (EN
50126-1, 1999; IEC 62278, 2002). RAMS management in early system development
phases in machinery applications has been studied among others by Lundteigen
et al. (2009), Jannes (2011) and Ahonen et al. (2012).

6.4 Discussion

The manufacturer developing a concept for an automated system for loading and
transporting ore for underground mines became aware that traditional machin-
ery-safety design practices and machine-level risk-analysis methods are not suffi-
cient or practical for the analysis of an automated work-machine system that has
several subsystems, communication networks, and automatic functions. The safe-
ty-engineering problem was how to analyse potential automation-related safety risks
and to specify a safety-requirement baseline for the automated work-machine sys-
tem concept.

The three-level risk-assessment approach including PHA and HAZOP methods
was chosen to solve this problem. The results and experiences indicate that this
approach was, at least at the time, well suited to risk assessment for an automat-
ed ore-transportation system in its conceptual design phase. These findings are in
line with the recommendations for functional safety engineering of processor-
controlled mining equipment introduced by Sammarco et al. (2001). The recom-
mendations include, in all, nine reports, which were published in 2001-2006 by the
United States National Institute for Occupational Safety and Health (NIOSH).
Sammarco et al. (ibid., p. 1) recommend the use of PHA and HAZOP methods for
risk analysis and the use of qualitative risk-estimation methodology for surface or
underground mining systems employing embedded, networked, and/or non-
networked programmable electronics. The system-safety solution described in the
recommendations is a simplified safety-life-cycle version of the one introduced in
IEC 61508 (1998), and it is emphasised that the safety life cycle needs to be tai-
lored to each application. Sammarco and colleagues also point out that hazard
identification and analysis must be applied over the full life cycle of the system and
must start at the conceptual stage of the project and continue in an iterative man-
ner (Sammarco et al. 2001, p. 4).
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In PHA, the analysis of hazards related to the various phases in the system’s
life cycle in the 30 distinct system operations was carried out with brainstorming
and team discussion methods similar to those used in the earlier mining-company
case. The biggest difference was that in this case the team was composed mainly
of automation experts who did not have extensive practical work experience in
mining. While they did have a good general understanding of the underground
mining conditions and were experts in the technology of the new automated
ore-transportation concept, they did not possess the weight of extensive experi-
ence with work practices with traditional manual machines when creating totally
new scenarios for automation-related hazardous events. Roland and Moriarty
(1983, p. 197) have stated that the results of PHA are products of the analysis
team’s imagination, experience, and knowledge of the system and its operation
environment. They also claim that there is no specific modelling method or logical
process to ensure that all hazards are examined; therefore, experience and
knowledge may play the most important role in PHA-type analysis (ibid., p. 198).
Kuivanen (1995) studied methodology for simultaneous robot-system safety de-
sign, using several test subjects in his experimental study of hazard identification
and risk assessment. System designers and researchers analysed the same sys-
tem, using, separately, first a simulation model and then an existing robot applica-
tion. Individual analysis and assessment results were then compared and ana-
lysed. Kuivanen concluded that risk assessment for the overall robot application
gives only hints of the risks, not accurate values suitable for use as a basis for the
design work. Qualitative risk assessment is too subjective, so group work too is
needed in the risk-assessment phase (ibid., p. 131).

In the previous case (Case study 1), wherein the automation system was in
use, the system-operation procedures were analysed on the basis of prevailing
usage and the system functions were analysed in view of the implementation at
that moment, which provided facts that could be checked or verified. In this case,
the analysis of system operations was done in the requirement-specification phase
in line with the available documentation and system designers’ experiences and
knowledge. The precision of the analysis depends strongly on the specificity of the
available information and on the experts’ knowledge of the system. That leads to
the question of the level and amount of information needed for carrying out a valid
and reliable analysis of operational or functional risks in an early phase in the
system life cycle. According to Vincoli (2006), the documentation available should
include, in addition to the existing descriptions of operation and maintenance pro-
cedure, at least operation-sequence diagrams, functional diagrams, equipment
panels’ layout, and the results of the preliminary hazard analysis (ibid., p. 96).

The HAZOP study focusing on system operations and related system functions
was timely, supporting two separate purposes. The first part of the analysis was
performed in the prototype phase for a new version of the operator station, and the
analysis supported the prototype’s testing. It can be considered an analytical veri-
fication of the prototype implementation. The second part of this HAZOP study
was carried out in the phase of specification of system operations and of the sub-
system controlling machine-fleet automation. The results were directly available in
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the specification process, and the changes were made to the specifications ‘on the
fly’. Results and experiences in this case indicate that it is valuable to conduct the
risk analysis of system operations and system functions as early as possible even
though the operational and functional descriptions and specifications are still in-
complete. This result supports the thinking seen in the system-safety literature,
that it is best to conduct the analysis of operating hazards as early in the system
life cycle as possible (ibid., p. 95; Stephenson 1991, p. 78; Roland and Moriarty
1983, p. 210). The systematic risk analysis supports the system specification, and
the necessary changes can be made to the specifications easily.

Redmill, Chudleigh, and Catmur (1999) have studied HAZOP extensively from the
system-safety perspective, also as a method to identify hazards in human-centred
systems, where the human operator is critical or even central to system functional-
ity or safety. They declare that HAZOP study is an effective way to identify haz-
ards not only in technical systems but also in human-centred systems in looking at
deviations from the design intent of the processes and tasks and in the information
flowing between them. The HAZOP method can be used to explore humans’ devi-
ations from the design intent just as well as deviations on the part of the technical
system. The interpretations of the guide words used must be modified to be ap-
propriate for the human perspective (ibid., pp. 166—169). On the other hand, it was
noticed during this project that system-safety guidelines propose a dedicated
methodology, distinct from HAZOP study, called operating hazard analysis (OHA)
(Roland and Moriarty 1983, pp. 209-210; Stephenson 1991, pp. 78-79), that
would be more suitable for the identification and analysis of hazards connected
with operation and maintenance procedures in the early system definition and
development phases. According to Roland and Moriarty (1983, p. 209), OHA is an
attempt to identify hazards resulting from tasks, activities, or operation of system
functions. The analysis approach is similar to PHA but focuses the analysis on the
level of operation events and activities.

The aim in the lower-system-level HAZOP study was to identify deviations that
could have safety-critical consequences such as death or injury. For most individ-
ual deviations, several types of non-safety-critical consequences, among them
machine damage, machine stoppage, and the system halting, were identified and
recorded. The simplifications in the risk-estimation method caused difficulties in
risks’ evaluation and in specification of the safety measures, because the
risk-estimation method did not separate the personal-safety risks from the risks
related to material damage or production stoppages. Another notification of the
analysis of the identified deviations was made with respect to the appropriate
number of consequences versus one individual deviation. The HAZOP standard
IEC 61882 (2001, p. 39) and also Redmill et al. (1999, p. 21) highlight that, when
using risk estimation, one should determine the probability of occurrence for each
of the possible consequences specified. This is a clear principle that supports the
consistency and reliability of the analysis method. In practice, it readily increases
the amount of work, depending on how many individual consequences are noted
by the analysis team. The study leader has an important role in HAZOP studies, to
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keep the analysis focused on the functions and conditions in question and to elicit
the reasoning for any proposals and ideas offered.

6.5 Conclusions

The machine manufacturer's experiences and comments indicate that the
risk-assessment approach can be considered valid and to have added value to the
automated ore-transportation system’s concept-development and verification
work. The system designers stated that the project was a good learning process.
Systematic analyses covering the entire automation-system concept aided in
development of an understanding of subsystem functions and relations between
individual subsystems. Also, reports and subsystem-analysis documents formed a
good baseline for the technical construction file and for assessment of the system
concept’s conformity.

It can be assumed that the approach and methods applied supported the ma-
chine manufacturer in making the right system-safety decisions both at the time and
later: no accidents or near-miss situations related to crushing hazards or to people
or things being run over in automated ore-transportation systems have been report-
ed to the manufacturer since the first application entered use, about a decade ago.

In view of the industrial partners’ comments and the author’s observations, PHA
was found to be suitable analysis method for the automated mobile work-machine
system’s overall risk-assessment in its conceptual design phase. HAZOP study
was found to be suitable analysis method for possible human errors or technical
deviations in the designed system operations and upper system level functions. It
can also be concluded that in this case the function-level HAZOP study revealed
the most significant safety-related deviations in the on-board control system. It is
appropriate to use signal based HAZOP study only to selected functions in which
the more detailed information is essential.

Many methodological weaknesses and inaccuracies were recognised during
the analysis sessions and the documentation process. The results of the case
study point to a need for improvements in the risk-assessment approach and
analysis methods with respect to the following issues, among others:

— Utilisation of higher-level analysis results and their linking to the more de-
tailed analysis that follows

— Definitions of the analysis levels, hazards, deviations, and causes and
consequences

— Isolation of personal-safety consequences and other consequences, such
as physical damage or lost production

— Probability estimation in the risk-estimation process

— Evaluation of the residual risk.

101



Systematic analysis of system operations and system functions in PHA and
HAZOP studies in the conceptual design phase brought out a large quantity of
information that was related not to safety but to system availability, system usabil-
ity, subsystem and component reliability, or other areas of development of system
functionality and operation procedures. It can be concluded from these findings
that also the results of system-safety-engineering tasks that are not safety-related
should be considered in systems-engineering reviews, to avoid the loss of possibly
important system-development information from early in the system life cycle.
Integrated management of RAMS issues, also involving the reliability-engineering
team, would be a good way of sharing and utilising this information.
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7. Case study 3: The ore-transportation
application

7.1 Introduction

The objective of Case study 3 is to evaluate the utility of the second implementation of
the three-level risk-assessment approach and the usefulness of PHA, OHA and
HAZOP methods. The target system in this case study is a complex automated
mining-machine application in its system-specification and system-design phases.

The mining-machine manufacturer was delivering an automated ore-transportation
system to an underground mine in South Africa. The mining company was building
a new production level for the underground mine and had selected the automatic
dump-truck solution for horizontal ore transportation to the crusher. In 2003—2004,
VTT conducted a risk-assessment assignment with the system supplier. The au-
tomated ore-transportation system in question was unique — the first of its kind in
the underground mining industry. The objectives of the assignment were to identify
and analyse automation-related safety risks and case-specific safety factors, to
specify safety requirements for the application, and to evaluate the necessary
risk-reduction measures and assign them. The risk assessment covered the fol-
lowing phases in the customer application’s life cycle: installation, testing, integra-
tion, commissioning, and operation and maintenance.

The target system uses autonomously operating dump trucks that transport ore
from the transfer points (loading points) to the crusher pin (dump point). The main
subsystems in this application are a production planning system, a mission-control
system and operator stations at the surface control-room level, and automated
dump trucks and the local safety system in the underground production area. A
wireless communication system connects the machines to a mine-wide high-speed
communication system. The autonomous dump trucks are loaded with manually
operated LHDs at the transfer points. Isolation of the automated production area and
an access-control system had been specified in the primary safeguarding principles
for use in automatic operation (Burger 2006, p. 555) (see Figures 27 and 28).
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Figure 27. A simplified block diagram for the ore-transportation system under
study, modified from the work of Burger (2006, p. 558).
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Figure 28. An overall view of production level 630, where the ore-transportation sys-
tem under study was implemented. Grey lines are underground tunnels. (Burger
2006, p. 554.)

The three-level risk-assessment approach including PHA, HAZOP, and OHA

methods and a 5 x 5 risk matrix for risk estimation were applied in this assign-
ment. The case study addresses the following research questions:
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— How well suited is PHA to work-site-level hazard identification and risk
analysis in the system-specification and system-design phases?

— How suitable is the HAZOP method for risk analysis for the safety-system
use cases?

— How appropriate is the OHA method for the upper-system-level risk analysis
of system operations?

— How well suited is the risk-estimation methodology to risk estimation at the
various levels of the system?

— How well does the three-level risk-assessment approach applied at the
time fit the risk assessment of an automated ore-transportation system in
its system-specification and system-design phases?

— What are the benefits and impacts of the risk-assessment work in this case
and more generally in the companies?

7.2 Implementation of the three-level risk-assessment
approach

7.2.1 Implementation and results of the PHA

The objectives of the PHA in this case were to identify potential hazards and haz-
ardous events involving the autonomous ore-transportation system in the under-
ground mine systematically, to estimate the risks, and to assess the safety
measures necessary in this particular application. The PHA started with a kick-off
meeting in South Africa. Present were the mine-safety officer, the local mine-safety
consultant, the safety expert of the system supplier responsible for the system
safety on the site, and the author of this thesis for VTT. The available materials
were reviewed — among other resources, the mine-specific safety instructions for
underground work, local safety regulations, special safety instructions for the use
of mobile work machines in the mine, and descriptions of the production and
maintenance instructions for the production level. Also, the previous, higher-level
risk analysis, conducted for the development of the new underground production
level, was reviewed and used as background information for the PHA. The scope
for the PHA was specified and limited to the following:

— The system life-cycle stages under study were system integration and testing,
the system’s commissioning phase, production use of the system, and system
decommissioning.

— The system’s operating environment covered the LHD production area, the
truck haulage area, the workshop area, the draw points, the transfer points,
the crusher bin, the fuel bay, and related tunnels at the 630 level.
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— Activities in the production process such as loading, hauling, drilling, blasting,
development, maintenance, repairs, and secondary breaking were considered.

— Personnel working in the production area or visiting it in this case included
system operators, machine drivers, drillers, subcontractors, cleaners, service
personnel, repair workers, construction workers, managers, and geologists.

— The machinery in this case included dump trucks, LHDs, service cars, drilling
equipment, and other mine vehicles.

The experiences and results from the earlier automated mining-machinery cases
(Case studies 1 and 2) were available in this case and were taken as a baseline
for hazard identification. The documentation available consists of the system’s
specifications, descriptions of its operation and maintenance concepts, and pro-
duction-area layout drawings. Factors such as underground operating conditions,
machinery, equipment, materials, human factors, ergonomics, failures, external
systems, unexpected problems with utility systems, and unusual events in the
area were used as a checklist to support the identification of hazards and hazard-
ous events in the underground production area. A new feature for this analysis
was separate analysis of the effects on personal safety and other possible effects
on machinery or production-area infrastructure.

In this case, the risk estimation was done in a new way — in two phases: firstly,
without any safety measures and, secondly, in light of the existing, planned, and
proposed safety measures. Firstly, the severity of the consequences and the like-
lihood of the harm were estimated in the scenario of the automated system and its
environment without any specific risk-reduction measures. The analysis looked at
general safety rules and safety instructions for the mine — such as rules for per-
sonal protective equipment, requirements for machine visibility, rules on manual
machines’ traffic, and underground mining job-safety instructions. Secondly, the
risk-reduction measures designed and built into the system concept by the system
supplier were recorded. Needs for additional site- and application-specific
risk-reduction measures were examined and proposed with respect to both the
system supplier’'s actions and the mining company’s actions.

The risk-estimation methods for PHA had been developed in consideration of the
available risk-assessment and risk-analysis standards SFS IEC 60300-3-9 (2000)
and 1ISO 14121 (1999), the latter now replaced with SFS EN ISO 12100 (2010). The
probability of the harm and the severity of the consequences were estimated, with a
scheme involving five categories, and the final rating of risk level employed three
categories: low, medium, and high risk (see Tables 3, 4, and 5). To assist in the
probability estimation, the categories were concretised with the following hints:

— 1 = Definite harm occurs continuously when the system is operated
in the manner specified

— 2 =Very possible harm can easily occur in normal operation conditions

— 3 = Possible harm can occur in normal operating conditions
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— 4 =Remotely possible harm can occur only in certain operation conditions

— 5 =Very unlikely harm can occur only if several errors or failures occur at
the same time.

The severity of the personal-safety consequences and physical damage or loss of
production was estimated with the aid of the following hints, which were adapted
from the internal risk-assessment guidelines used by the mining company:

1 = Multiple-fatality

— 2 = Fatality

— 3 = Reportable injury

— 4 = Lost-time injury

— 5= Minor or no injury

— 1 =Permanent damage

— 2 = Multiple damage items

— 3 = Major cost implications

— 4 = Loss of time/availability

— 5 = Minor or no implications

death of more than one person

one person dying or being paralysed

one person being seriously injured

one person being injured (> 3 days’ absence)
a maximum of 3 days’ absence

catastrophic damage to the production area
reparable damage to machinery and infrastructure

reparable damage to a machine or loss of
production over several shifts

the system being out of use during one shift

unexpected stopping of the system.

Table 3. Risk rating matrix for estimation of risks to personal safety.

Probability
Definitely Very Possible Remotely Very
Severity possible possible unlikely
A B C D E
Multiple-fatality
1 7 11
Fatality/paralysis
2 12 16
Reportable injury
3 17 20
Lost-time injury
10 14 18 21 23
Minor/no-loss injury
5 15 19 22 24 25
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Table 4. Risk rating matrix for estimation of material damage and production losses.

Probability
Severity Definitely Very Possible Remotely Very
possible possible unlikely
A B C D E

Permanent damage

1 7 11
Multiple elements
of damage 2 12 16
Major cost
implications 3 17 20
Lost time or
production 4 10 14 18 21 23
Minor or no cost
implications 5 15 19 22 24 25

Table 5. Risk levels and indication of the necessary corrective actions

Risk level Risk rating Actions

1-6 Measures must be taken immediately to make changes
in the system. The risk must be reduced.

Measures must be taken to develop the system with
regard to the issue at hand. The risk must be reduced.

Low 16-25 There should be a plan for developing the system.

The PHA team was composed of four system experts from the system supplier,
the safety officer from the mine, a local mine-safety consultant, and two research-
ers from VTT. Introductions to the risk-analysis practices and methods used by the
mining company and the methods to be used in this case were given to the team
at the kick-off meeting in South Africa. In this case, it was not possible to organise
the PHA sessions such that all interested parties from the system supplier and
with the mining company could have participated. The analysis work had to be
adapted to the main project schedule and the availability of the system experts
and mine representatives. The solution was for the hazard-identification and risk-
estimation work to be done gradually.

In the first phase, two research scientists from VTT prepared a draft version of
certain parts of the analysis. The PHA worksheet was developed into the form
shown in Appendix 3. In the second phase, the results were reviewed and fleshed
out in collaboration with the system supplier's experts at review meetings in Fin-
land. Then, this process was repeated in three iterations. In all, VTT used five full-
day analysis sessions to prepare the analysis. One review meeting was held in
South Africa. Present at that meeting were the mine-safety officer, the safety ex-
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pert of the system supplier, and two researchers from VTT. To obtain practical
information and a general overview of the underground conditions on the site, a
visit to the underground mine was organised within one project meeting in South
Africa. The author of this thesis took part in the visit to the underground production
level, which was under construction at the time.

As output of the preliminary hazard analysis, 69 automation-related hazards or
hazardous events were identified, among them the following items:

— People enter a tunnel where a test driver is driving the dump truck manually.

— People enter a tunnel where a machine is moving autonomously during
system commissioning.

— The wrong machine is selected for tele-operation during system integration
and testing.

— Service workers are performing repair work in the restricted area when au-
tomatic operation starts.

In all, 134 consequences were defined, 81 of them affecting personal safety. The
risk-estimation results included 22 of them being assigned ‘high’ level, 57 ‘medium’
level, and two ‘low’ level. In 53 cases, the consequences were deemed to affect
the availability of the machinery or influence production volume.

The risk evaluation in the PHA team took into account the safety measures already
in place and the safety functions specified for the automated ore-transportation system
concept and then considered needs for mine- and machinery-system-specific
safety measures. The three-step risk-reduction principle adopted in view of the
machinery-safety standard of the time (EN 292-1, 1995), and the Machinery Di-
rective of the time (Directive 98/37/EC, 1998), was amended to include the ideas
in the system-safety precedence sequence described by Stephenson (1991, p. 11)
and by Roland and Moriarty (1983, p. 39). The purpose was to extend the risk
evaluation by taking into consideration both the system supplier’'s and the mining
company’s risk-reduction opportunities and responsibilities. According to Stephenson
(1991, p. 11), the system-safety precedence sequence includes the following steps:

— Design for minimal hazard

— Provide safety devices

— Provide warning devices

— Exert control through procedures and training
— Assess the remaining hazards.

The PHA team created 72 proposals for safety measures, of which 27 were tech-
nical requirements for the primary safety functions or for other safety-related func-
tions. In total, 45 proposals were made, both for specific safety instructions for the
operators’ working in the control room and miners in the automated production
area and for general safety instructions for the miners working at the production
level near the automated production area. The proposals’ foci included these:

— Risks related to the commissioning stage
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— Operation and support procedures, system-level training, and instructions
— Operation modes and operation-area status changes

— Safety-critical information that need to be shared by subsystems and oper-
ation groups

— Traffic control in the production area
— Troubleshooting and support within the automated area
— System-level modification management.

The risk evaluation for the situation after the proposed risk-reduction measures
uncovered 56 ‘medium’ risks and 25 ‘low’ risks. All ‘high’ risks could be reduced to
medium or low level. The number of medium-level risks remaining derives mainly
from the philosophy behind the risk-matrix method. The matrix is created such that
the highest severity category 1, ‘multiple-fatality’, leads to a designation of medium
risk level even if the probability category is estimated to be E, ‘very unlikely’, after
all risk-reduction measures. This is the case, for instance, with machine fire situa-
tions or collisions with a service vehicle. The PHA report was delivered to the
customer in accordance with the terms of the assignment.

7.2.2 Implementation and results of the HAZOP study

The primary safeguarding principle for ensuring the safety of personnel in the
production area in the automated ore-transportation concept is the area’s isolation
with fences, gates, and safety devices. The safety system prevents personnel
accessing the automated area while automatic operation is in progress, prevents
uncontrolled machine exit from the automated production area, and allows ma-
chine transfer into and out of the automated production area (see Figure 29)
(Burger 2006, p. 559).

The aim of the HAZOP study was to identify safety-critical deviations (both hu-
man errors and technical failures) in the specified operation situations of the safety
system, estimate the risks, and evaluate the safety measures designed. The anal-
ysis was done in the system-design phase of the safety system. Hazards’ identifi-
cation and risk-estimation work were performed first by two researchers at VTT,
one of them the author of this thesis. The analysis results were reviewed, and risk
evaluation was done in three meetings by a HAZOP group that comprised a sys-
tem designer from the safety-system supplier, an automation expert from the sys-
tem supplier, and two researchers from VTT.

The HAZOP method had been developed since the first two system-safety pro-
jects (covered in Case studies 1 and 2) to follow the IEC 61882 (2001) standard’s
guidelines more precisely. One specific change was to describe the operation
procedure under study in terms of what is termed design intent. The design intent
(ibid., p. 41) of the operation procedure was stated in the form of a simplified use-case
description wherein operator actions and the safety system’s responses, opera-
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tions, and state transitions are listed in chronological order. Use-case descriptions
are used commonly in software and systems engineering for defining the interac-
tion (dialogue) between a user and a technical system as a sequence of steps
(Cockburn 2001, p. 53; Lauesen & Kuhail 2012, p. 3). In this case, the users were
system operators and mine service workers, and the primary safety system and its
user interface represented the technical system in the use-case descriptions.

Figure 29. A view from a gate in the automated production area (Burger 2006, p. 556).

The HAZOP team analysed 19 use cases, among which were safety-system
start-up, gate-opening and gate-closing procedures, procedures for produc-
tion-area changes in operation mode, and situations of unauthorised usage of the
safety system. In total, 104 deviations were identified, 86 of them caused by hu-
man error or problems in task performance. When one compares the results with
the PHA results, it can be seen that 11 new hazardous events were identified in
this detailed risk analysis of safety-system use cases. The probability of the haz-
ardous event and the severity of the consequences were estimated with the same
five-category risk matrices applied in PHA, and the final rating of risk level was
performed with three risk categories: low, medium, and high. Recording of the
results used an updated version of the HAZOP worksheet template (Appendix 4).

A system simulator was used in the review meetings by the safety-system sup-
plier to simulate the analysis findings and to evaluate needs for improved safe-
ty-system functions. According to the safety-system supplier's expert, the main
result of the HAZOP study was knowledge of the system’s ability to detect possi-
ble human error and technical failure in selected operation situations (i.e., use
cases) and detect possible foreseeable attempts to misuse the safety system. The
HAZOP team evaluated the risks, and proposals for system improvements were
directly transferred for safety-system specification and design. Additional safety
measures were proposed in relation to safety instructions, safe work practices,
and safety training. The HAZOP report was delivered to the customer in line with
the terms of the assignment.
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7.2.3 Implementation and results of the OHA

The preliminary hazard analysis provided an overall picture of the potential haz-
ards, possible consequences, and safety risks related to the various phases in the
life cycle of the new autonomous ore-transportation system. When the system
design proceeded to the phase wherein system-operation procedures were specified,
a risk analysis of system operations was conducted. The OHA method applied in
this approach is based on the methodology described in Roland and Moriarty
(1983), Stephenson (1991) and Stephans (2004). The analysis method applied
here was OHA (Roland and Moriarty 1983; Stephenson 1991; Stephans 2004).
The objectives in the OHA were to identify potential hazards and hazardous
events in the operation procedures for the system in the selected phases in the life
cycle, in view of both human error and technical failures; to estimate the risks; to
evaluate the safety measures designed or planned; and to specify possible addi-
tional safety measures for this application.

The scope of OHA covered, in total, 15 system-operation tasks, in three stages
of the system life cycle: system integration and testing, system commissioning,
and production use of the system. The following tasks were among those ana-
lysed step by step with reference to the procedures described in the sys-
tem-operation specifications:

— Subsystem initialisation

— Operator station start-up

— Autonomous truck loop operation
— System stoppage

— Operator change

—  System shutdown.

Special focus in OHA was put on the human interaction between system opera-
tors, maintenance staff, and the mine management; operators’ interaction with the
automation system, safeguarding systems, and other external information systems
in the control room; and performance of tasks described in the operator's manual
or control tasks involving tele-operation. In practice, the OHA was conducted in
line with the following procedure:

— Review of the system-operation tasks

— Identification of possible hazards caused by human error, failures in task
performance, or other problems in completion of a specified task

— Identification and analysis of possible consequences

— Estimation of the risks in the absence of any safety measures
— Description of the existing safety measures

— Description of possible additional safety measures

— Estimation of residual risks.
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The documentation available in the OHA included descriptions of system-operation
procedures and work tasks, system specifications, and drawings showing the layout
of the production area. The relevant PHA results and the safety-system-focused
HAZOP study results were taken as input for the OHA analysis. The results were
updated and supplemented on the basis of the more detailed information on sys-
tem-operation tasks. Practical information and a general picture of the operating
environment were given during the visits to the underground production area in the
mine and to the control room in the office building. Both facilities were under con-
struction at the time. Figure 30 presents an overview of the control room and
dump-truck operation in a tunnel.

The severity of the consequences and probability of the occurrence of harm or
other physical damage were estimated by means of the same five-category risk
matrix as in PHA and in the HAZOP study, and the final rating of risk level used
the same three categories of risk: low, medium, and high. Recording of the results
employed the same template as in the PHA (see Appendix 3).

Figure 30. The operator’s station and a dump truck (Fiscor 2008).

The risk-analysis work was done first at VTT, by two researchers following the
same gradual two-phase procedure as in the PHA. The OHA worksheet was simi-
lar in nature to the PHA worksheet. The author of this thesis was one of these
researchers. Two joint workshops were organised within the project group to re-
view and complete the analysis and for the risk evaluation. At the first meeting
were four system experts from the system supplier and a researcher from VTT,
and present at the second analysis meeting were three system experts and two
researchers from VTT. The author of this thesis participated in the latter meeting.
The OHA method was introduced to the analysis team at the first meeting.

The OHA team identified 49 hazards or hazardous events caused by human error.
The following were among them:

A system operator makes the wrong selection.

A system operator forgets to check information before the next action.

A system operator specifies safety-critical information incorrectly.

A system operator performs an unintentional action.
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— A system controller does not perform an expected action.

— The system operator and mine service worker do not keep each other in-
formed.

For 13 of them, also a technical failure could have been a possible cause. Before
any safety measures were considered, the ‘as-is’ risk level was estimated: high in
two cases and medium in 21. In addition to the personal-safety consequences,
there were 52 effects on machinery or production identified and analysed. When
the OHA results are compared with the PHA and HAZOP results from earlier, it
can be noticed that 36 new hazards or hazardous events were identified.

The risk evaluation took into account the results of the PHA and HAZOP study
and then considered needs for additional site-specific and application-specific
safety measures. The risk-reduction proposals were created in accordance with
the procedure applied in the PHA, taking into consideration both system supplier
and mining company risk-reduction possibilities and responsibilities. In addition to
the 32 technical safety requirements mainly to do with primary safety-system func-
tions, 49 proposals for safety instructions or safe work procedure were created.

It was judged that the proposed safety measures should reduce personal-safety
risks such that 15 medium-risk-level issues and eight low-level issues remain. The
explanation for the number of remaining ‘medium’ risks is roughly the same as in the
PHA. The matrix is built such that the highest severity category (1, ‘multiple-fatality’)
yields medium risk level even if the probability is estimated to be of category E,
‘very unlikely’, after all risk-reduction measures. This can be seen, as is mentioned
above, in machine fire situations or collisions with a service vehicle. The OHA
report was delivered to the customer in line with the assignment terms.

7.3 Experiences, comments, and observations

7.3.1 Experiences from the mining company

The mining company has published information about the mine-automation project
in question. Experiences of the mine extension project (Finsch mine, Block 4) and of
the planning, commissioning, and operation of the automated ore-transportation
system have been published by Fiscor (2008) and Burger (2006). The mining com-
pany emphasises the importance of the integration of separate systems to optimise
the mining process and create added value. They also highlight the benefits of the
access-control system, which isolates the autonomous production area and protects
it against unauthorised access and uncontrolled machine exit (ibid., p. 555).

The system was the first of its kind, and, according to the mining company, the
move from manual mining-machine operations to the autonomous ore-transportation
system was a technological challenge with no reference points (Fiscor 2008, p. 41).
The mining company has also expressed that, with the aid of the inspectorate,
they had concluded that they had to put various safety controls in place to prevent
people from entering an automated environment. The access-control system pre-
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vents people from entering the automated area while the dump trucks are operat-
ing. In addition to the safety system and its safeguarding functions, many more
safety measures had to be built into the system (ibid., p. 40).

The systems-engineering perspective in design and the importance of the inte-
gration of the automation system with the overall operating environment are em-
phasised also in the comments made by the mining company after a few years’
operation of the automated ore-transportation system. According to the mining
company (Burger 2006, p. 559), the key to success in this project had been intelli-
gent integration and suitable interfacing of the underground information manage-
ment and mine-automation systems. It claims also that the successful deployment of
underground mine automation and mobile-machine production-management solu-
tions improved not only safety and productivity but also cost performance (ibid.).

7.3.2 The system supplier’s experiences and comments

According to the system supplier’'s experts interviewed for the thesis project in March
2012 (see Subsection 5.5.2), this autonomous dump-truck application in South Afri-
ca was the first case of overall automation for the company, and the system-safety
engineering culminated largely in the access-control system. ‘This project was a
learning process in system-safety engineering for us all. The safety-engineering
practice that had been used in the system-development phase gave concrete
systematic form to how to proceed with a customer application,” stated one of the
interviewees. Production in Block 4 in the mine is now nearing an end. The mine
will soon begin closing that production level, and planning is in progress for the
next production level below it, Block 5. In Block 4, eight autonomous mine dump
tracks have been transporting ore from loading points to the crusher bin. The
system supplier’'s experts emphasised that the system has been profitable, and no
automation-related accidents have occurred in the time since. The system has
been working safely for almost 10 years now. ‘In that sense, it can be said that the
solutions and decisions for risk-reduction measures and the access-control system
have been working well and effectively,” said one of the interviewees in summary.

The system supplier's expert stated that reaching an acceptable risk reduction
and residual risk level in an automated work-machine system is still a big safe-
ty-engineering challenge, one that cannot be resolved by the system supplier's
actions, in-built technical safety measures, or safeguarding technologies alone.
The end users’ safety culture and compliance with the safety procedures and
instructions play an essential role in achieving and maintaining overall system
safety from the system installation phase to the operation and maintenance phase.
Technical solutions cannot eliminate all risks. In a sense, an automated mobile
work-machine system in a mine constitutes an ‘automation island’ in the generally
manually handled excavation process. ‘It requires different work-management
principles and rules. It is not possible to enter the automated area at the time one
wants. Access needs to be agreed on with the automation-system operator and
planned well in advance,’ explained one of the interviewees.
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The importance of the specification of the machine operating mode in the anal-
ysis of system failures or deviations in control-system risk analysis was brought up
in the interviews. Also raised was the question of how to separate safety issues
from issues related to system reliability or to system availability in control-system
risk analysis. Failure or deviation in control-system functionality may cause unex-
pected behaviour from the machine and collision with the tunnel wall during auto-
matic operation, but, because this occurs in an isolated area, it does not cause
any direct risks to personal safety. If the same uncontrolled movement occurs, for
example, during testing or maintenance of the machine, the consequences can be
safety-critical. According to the interviewees, operation mode and use-case infor-
mation is essential for risk evaluation and allocation of risk-reduction measures to
the safety-related parts of the control system and for other appropriate measures
to prevent hazardous consequences in certain operation conditions.

The interviewees stated that the system supplier have adopted the risk-
assessment process in their day-to-day systems-engineering work practice. All
new applications of machinery automation are analysed. The risk-assessment
process is conducted from the overall hazard identification, through the system
design and verification, up to the safety validation phase. ‘Co-operation and expe-
riences, especially from this case, have enhanced the system-safety-related
knowledge within the company. On that basis, it has been possible to create our
own proactive way of operating in system-safety engineering in customer-
application projects,” described one of the interviewees.

In this case, the proposed safety requirements and concrete measures covered
all of the main areas for risk reduction: technical means, instructions, warnings,
and training. Existing risk-reduction measures and proposed new measures identi-
fied were assigned to two categories. System supplier measures and actions
(such as technical system design and development measures, along with opera-
tion and maintenance instructions) and measures and actions for the mining com-
pany (e.g., general safety instructions for operations on the production level) were
documented. The experts with both parties considered this a good way of clarify-
ing the necessary risk-reduction actions. According to the system supplier's ex-
perts interviewed, this presentation aided in understanding that adequate safety of
the automated ore-transportation system can be reached only via synthesis and
integration of the systems supplier's and end user’s risk-reduction measures.

According to the system supplier's experts, machinery-safety and product-safety
legislation are tightening constantly in the mining industry. In Australia, the prod-
uct-liability legislation has developed to such a level that product-safety responsi-
bility has been defined down to the individual person. Also, all risk-analysis and
safety-engineering material related to the product must be available if the authori-
ties ask for it. The IEC functional safety standard has become the normative stand-
ard for safety-related systems in mining-automation applications. The standard was
first published in 1998 as IEC 61508, and the latest version was issued in 2011
(SFS-EN 61508-1:2011). Interviewees mentioned that also the ‘layers of protec-
tion” analysis (LOPA) method has been utilised to support the specification of
independent protection layers, in assignment of the risk-reduction responsibilities,
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and to support the specification of safety integrity levels for safety-related parts of
the automation systems and machine-control systems.

Current safety regulations and standards require that an automatically operat-
ing machinery system be isolated from its environment with fences and gates. It
can be claimed that such a fixed safety solution is not optimal for the overall pro-
duction process in a mine or on other work sites using automated mobile work
machines. In the system supplier’s experts’ visions, a safety solution without fixed
isolating fences and barriers would enable revolutionary development in automat-
ed mobile work-machine business. The risk-estimation methodology in which the
probability of each hazardous event is estimated on the basis of the worst-case
scenario was criticised by one of the system supplier's experts: it was claimed that
thinking in terms of worst-case scenarios can lead to untenable situations — in, for
example, calculation of stopping distances for mobile machinery. Risk estimation
should be grounded in the facts of the real operation environment and application-
specific conditions.

7.3.3 Observations

The risk-assessment approach and the analysis methods were accepted by the
mining company, and results from the autonomous ore-transportation system risk
assessment were synthesised with the production-level risk-assessment results
and saved in the underground mine’s information-management system. The ap-
proach and methods were modified and implemented to fulfil the requirements of
the mining company, the system supplier, and local and international safety
standards in force at the time.

The work was done with quite limited resources and within the limitations of the
customer project’'s main timetable. The distribution of resources and of analysis
work efforts were tackled at the first joint project meeting. The mining company’s
experts joined in the PHA work, and the system supplier with its subcontractors
participated in the HAZOP analysis and OHA. The results were reviewed and
evaluated in joint project meetings.

Risk-analysis results from the conceptual design phase of the automated
ore-transportation system and safety measures designed for the system concept
(see the discussion of Case 2) formed a baseline for the application-specific safe-
ty-engineering work. In this case, PHA was an essential method of risk analysis.
Its results were supplemented with OHA and a HAZOP study, and the analysis
results were linked to each other. The PHA was done differently than in the previ-
ous cases. For practical reasons, it was not possible to organise brainstorming
sessions or team discussions to identify hazards, causes, and consequences with
the analysis teams. The same researchers from VTT worked on all of the risk
analyses, and the results were distributed in the project team and discussed at the
project meetings. The analysis results prepared by the researchers were re-
viewed, evaluated, and supplemented by the experts from the mining company
and the system supplier at review meetings. The OHA was conducted with the
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same procedure, in co-operation with the system supplier's experts, and the
HAZOP study was carried out in co-operation with the system supplier's and the
safety-system supplier's experts. The limited resources, including common time
available at joint meetings, were used as efficiently as possible. This applied ap-
proach might limit the creation and identification of new site-specific hazards and
hazardous events; after all, the discussion in team sessions readily began concen-
trating on topics and findings on which materials already existed. On the other
hand, the opportunity for direct communication within the international project
team, researchers’ experience of previous cases of mining automation, and the
opportunity to visit the mine in South Africa assisted with understanding the site-
specific issues, system operations, operation environment, and system functions.

The HAZOP study followed the same standard procedure that had been used
in the previous cases. The analysis was focused on finding safety-critical devia-
tions, both technical and of human origin, in the intended use and designed oper-
ating situations of the access-control system. This was the first time the author
applied use-case descriptions in HAZOP work. Detailed descriptions of the pre-
conditions for the operation situations and the intended dialogue involving the
system operators, mine service workers, and the related subsystems helped to
make the analysis more systematic. They also aided in more precise specification
of the deviations, causes, and consequences, which was essential because of the
complexity of the entire automation system and the large number of individual
modes of operation and operation situations. The utilisation of the safety-system
simulator turned out to be profitable both for verifying the analysis findings and for
enabling testing and evaluation of proposed modifications and improvements to
the safety-system software.

From the project’s outset, the system supplier was aware of the importance of
safety issues and risks related to human factors in this kind of autonomous sys-
tem’s implementation, operation, and maintenance. Even though the primary
safeguarding system was designed to isolate the autonomous system and control
access to the automated area, it had been recognised that there were safe-
ty-critical interfaces to manual machine operations and other operations that
should be considered in the system design, system implementation, and integra-
tion with the operation environment in the mine. These concerns were confirmed
in PHA. It appeared that situations would arise in normal operation of the autono-
mous ore-transportation system wherein system safety assurance relies almost
entirely on human actions. One example is the production-area inspection before
the system starts up for automatic operation. A miner goes through the automated
production area and checks that there is nobody in the area before closing the
gates and giving the operator permission to commence automatic operation.
Technically, it is almost impossible to survey the whole of this large area com-
pletely. The HAZOP team and OHA team reached the same conclusion here, that
the safety system cannot completely guarantee safety or control all activities in a
large automated production area. This highlights that, no matter the intelligent
features and functions, mine service workers, system operators, and all personnel
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working in the mine have an important role in ensuring safety and health in the
automated production area by following the safety instructions and procedures.

One of the main ideas in the risk-assessment approach under study is that the
risk-analysis methods complement each other and add value for decision-making
in the risk-management process. In this case, PHA covering the overall system
found 69 automation-related hazards or hazardous events. In HAZOP study, 104
deviations were identified with respect to the operation and functionality of the
safety system. The OHA team identified 49 hazards or hazardous events related
to the specified system operations. When the HAZOP and OHA findings are com-
pared to PHA findings, one can see that 11 new hazardous events were identified
in the former and 36 new hazards or hazardous events in OHA.

7.4 Discussion

The mining company was building a new production level for the underground mine
and investing in an automatic dump-truck solution for the horizontal ore transporta-
tion to the crusher. The system supplier was delivering their first full-scale autono-
mous ore-transportation system for the customer. The safety-engineering problem
was how to identify automation-related hazards, assess risks, and specify safety
requirements for the specific customer application at hand. The risk-analysis ap-
proach including PHA, HAZOP, and OHA methods and a qualitative risk-estimation
method using 5 x 5 risk matrices were applied to solve this problem.

In the PHA, the causes of automation-related hazards and hazardous events
were recorded in two categories: human errors and technical failures. The focus in
the OHA was on the identification of human errors in selected system operations,
and the emphasis in the HAZOP study was on evaluation of the capability of the
safety system’s diagnostic features to detect possible human errors and safe-
ty-critical failures. The precise causes or conditions leading to the human error
were not analysed more deeply and systematically. In some cases, the root caus-
es of the human error — such as carelessness, hurrying, stress, difficulty in making
a selection, and inexperience with a specific unexpected event — were estimated.

One of the most serious hazard scenarios identified in the PHA in this case was
that of an autonomous truck colliding with a service car full of people in a tunnel. It
is obvious that this kind of risk must be eliminated in all circumstances, in all stag-
es of the life cycle of the automated system. That may have been one reason
these scenarios were not examined more deeply for determination of why the
service team must access the production area or how often they need to be in the
area. From the methodological standpoint, these questions should be asked to
enable better reasoning in the estimation of the probability of the hazardous event.
The risk-assessment guidelines for the machinery-safety sector specify the follow-
ing factors as elements to be taken into account when one is estimating the expo-
sure to a hazard (SFS EN ISO 12100:2010, p. 18):

— The need for access to the hazard zone (for normal operation, correction of
malfunctions, maintenance or repairs, etc.)
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— The nature of the access (for example, manual feeding of materials)
— The amount of time spent in the hazard zone

— The number of people requiring access

— Frequency of access.

Another difficulty in risk estimation was noticed in this case, in relation to definition
of the occurrence of harm. The probability of occurrence of harm was not easy to
separate from the probability of hazardous events than can cause harm, while the
latter is only one factor in the probability of occurrence of harm as defined in SFS
EN ISO 12100 (2010, p. 17). In general, estimation of the probability of occurrence
of harm or material damage was supported in the PHA by verbal descriptions of
the probability categories. This method was developed and used because use of
numerical expressions for probability, such as “10° < P < 10® or “1 hazardous
event / 100 years’, was considered impractical in this kind of ‘one-of-a-kind’ appli-
cation. The general risk-management guidance in IEC 1ISO 31010 (2009) states
that the consequence scale in risk assessment should cover various types of
consequence, such as financial loss, safety, environment, and other parameters,
depending on context, and that the assessment should cover the range from the
maximum credible consequence to the consequence of least concern, and scales
with 3, 4, or 5 steps are most common for probability. It is pointed out also that the
definitions for probability should be as unambiguous as possible (ibid., p. 83). This
is also emphasised in BS 18004 (2008)’s statement that when the organisation’s
risk-assessment method uses descriptive categories for assessment of severity or
likelihood of harm, they should be clearly defined. Clear definitions of terms such
as ‘likely’ and ‘unlikely’ are necessary for ensuring that all stakeholders interpret
them consistently (ibid., pp. 78-79). The system-safety standard MIL-STD-882D
(2000) claims, that assigning a quantitative hazard probability to a potential design
or procedural hazard is not possible in the early stages of a system-design pro-
cess. It proposes that the probability of an occurrence of the hazardous event
during the planned service life of the system can be estimated per unit of time, per
event, in population terms, per item, or by activity (ibid., p. 18).

The same hazard or hazardous event can cause personal-safety risks in the
worst case but most probably will lead instead to physical damage or production
losses. For such cases, the two types of consequences were recorded and as-
sessed separately. In general, consequences in all three risk analyses (PHA,
HAZOP study, and OHA) were classed into two categories: personal-safety im-
pacts and other impacts, such as damage to machines/materials or production
loss. Because the focus in the risk analyses was on identifying new automation-
related personal-safety risks, this categorisation aided with the risk-estimation and
risk-evaluation work. The risk-assessment guidelines for the mining industry cover
only safety risks. For example, the NIOSH has developed recommendations as to
best practice for mining equipment that uses programmable electronic systems
(Sammarco et al. 2001; Sammarco 2005b). In these guidelines, the focus is on

120



personal-safety issues, and their concept of system safety provides no support for
the analysis of other consequences (Sammarco 2005b, p. 23).

Today, the risk-assessment standards SFS EN ISO 12100 (2010) and IEC I1SO
31010 (2009) aid in this procedure of assessing the individual consequences of
the same hazard separately. According to SFS EN ISO 12100 (2010), risks related
to the most likely severity of the harm but also the greatest foreseeable conse-
quence of the harm should be taken into account, even if the probability is not high
(ibid., p. 17). The IEC ISO 31010 (2009) standard states that many hazardous
events may have a range of outcomes, having different associated probability,
with minor problems being more commonplace than catastrophes. The conse-
quence scale in risk assessment should cover diverse types of consequences,
related to financial loss, safety, environment, or other parameters, depending on
context. The analyst can decide whether the overall rank assigned should reflect
the most common outcome, the most serious, or some other combination. Accord-
ing to IEC ISO 31010 (2009), it is appropriate to focus on the most severe conse-
quences, as these pose the greatest threat and are often of most concern, but in
some cases, it may be appropriate to record and assess both common problems
and unlikely catastrophes, as separate risks. In risk estimation, it is important to
note that the probability of the selected consequence is used, not the probability of
the event as a whole (ibid., p. 85).

The OHA method was new to the researchers and for the industrial experts.
The upper-system-level analysis moved systematically through the sys-
tem-operation descriptions. The focus was on human error, failures in task per-
formance, and other problems with performing specified work tasks. The
risk-assessment standard for machinery, SFS EN ISO 12100 (2010), strongly
emphasises that human factors shall be taken into account in risk analysis consid-
ering possible human errors. According to the standard, human factors include,
among others, the following (ibid., p. 19):

— Interaction of people with the machinery
— Interactions between people

— Stress-related factors

— Ergonomic elements

— People’s capacity to be aware of risks in a given situation, depending on
their training

— Experience and ability

— Fatigue factors

Aspects of limitations in abilities (due to disability, age, etc.).

From a system-safety perspective, Vincoli (2006) gives some methodological
guidance by naming predictable elements behind human behaviour in system
operation. People usually follow procedures that involve minimal mental or physi-
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cal effort, minimal time to complete a given task, and elimination of discomfort or
monotony and fatigue. Also, Vincoli groups human errors into three types: errors
made by the operator in an actual operation situation, system design errors such
as not considering human factors enough, and management errors such as inad-
equate training or unrealistic expectations surrounding the resources for conduct-
ing an operations (ibid., p. 94).

Kariuki and Léwe (2007) have studied human factors in process hazard analysis.
They claim that, although human failings are a major cause of undesired events in
process industries, the shortcomings in design behind incidents arising and the
contributions of management failures are not systematically considered. They also
claim that a human-factors approach is necessary for sufficient understanding of
human errors. Human factors are related to environment, organisational and work
task factors, and human characteristics. Human factors’ contribution to undesired
events can be modelled in terms of latent conditions that result from sub-optimal
design and management decisions and from active operator errors. Latent condi-
tions do not directly affect the system functions, but, in combination with operator
error, they can cause a hazardous event (ibid., pp. 1765-1766).

Leveson (2011b) has studied and discussed human factors and operator errors
extensively in complex system applications in various sectors of industry. Leveson
reminds that all human activity takes place within and is influenced by the envi-
ronment. ‘Environment’ here refers to both physical and social environment. This
is why it is often very difficult to separate design errors from operator error (ibid., p.
39). Leveson also claims that changing the environment would be a more effective
way to reduce operator error than the traditional behaviourist approach of using
rewards and punishment. In accident causality models, the focus in the hu-
man-factors analysis should be shifted from human error (in other words, analysis
of deviations from normative procedures) toward analysis of human-performance-
shaping features, boundaries of safe performance, and the context wherein sys-
tem operation takes place and in which deviations might be made (ibid., p. 46).
The three-level risk-assessment approach applied in this case and the analysis of
the human—machine interaction and human factors at overall machinery applica-
tion level, upper system level, and lower system level is in line with the above-
mentioned guidelines. The categorisation and reasoning related to human factors
guide attention to solving the right safety problems and assigning safety measures
to the right level, from the overall work-site operating environment down to specific
use cases in human—machinery-system interactions.

The HAZOP method applied in this case followed the IEC 61882 (2001) stand-
ard’s guidelines. The design intent of the procedures in the safety-system opera-
tion situations under study was written in the form of a use-case description, a
dialogue between a user and the safety system. This turned out to be a clear
representation of the operation procedure, assisted with understanding the safety
system’s functionality and control logic, and also aided in identification of devia-
tions in the HAZOP study. These results seem to bear out the benefits of use-case
descriptions that are expressed by Cockburn (2001). Cockburn states that use
cases describe coherent stories about how the system will behave in use. Use

122



cases create value when they posit named user goals that the system will support
and are compiled into a list that can be used to aid in communication among the
various stakeholders in a project. Use cases are valuable when the design team
brainstorm about all the things that could go wrong in the success scenario and
discuss how the system should respond. Without discrete use-case description
and failure analysis, many errors could go undetected until program testing, if
even uncovered then, as programmers do not have time to evaluate all aspects of
system behaviour against that desired (ibid., pp. 15-16).

Taking a system-requirement specification and system design point of view,
Lauesen (2003) and Lauesen and Kuhail (2012) have studied use cases and
compared them with task descriptions. According to Lauesen (2003), task descrip-
tions in the context of user—system interaction refer to the needs of the safety
system’s users, without specification of any specific dialogue. Lauesen and Kuhail
(2012) claim that if use cases are employed too early in the specification of system
requirements, they lead to overly restrictive requirements because they force the
design a user—system interaction dialogue to occur at a very early stage rather
than allow user needs to be specified first. The authors also state that task de-
scriptions form a good basis for the specification of user interfaces and that sys-
tem functions and detailed user—system interaction dialogue can be added later in
the design (ibid., p. 17).

The risk estimation in the project was done in two phases of the risk-reduction
process: risks were estimated without any safety measures and then estimated in
account of all conceptual and existing-site-specific safety measures. This proce-
dure follows that described in SFS EN ISO 12100 (2010). According to the stand-
ard, which is intended for machine designers and manufacturers designing new
machinery, the initial risk assessment should be based on the system definition
and the intended use of the system, and the risk level should be estimated before
protective measures (ibid., p. 11). The risk should be reduced in the first place in
line with the three-step risk-reduction process by the manufacturer or by the sys-
tem supplier, as it was in this case: step 1 (‘inherent safety design measures’),
step 2 (‘safeguarding and complementary protective measures’), and step 3 (‘in-
formation for use’). The residual risk should then be evaluated in light of the needs
for additional safety measures specified and implemented by the user (ibid.).

On the other hand, BS 18004 (2008), which is meant for machinery end users
assessing existing machinery / production systems and work sites, states that
when one is estimating the likelihood of harm, the adequacy of existing controls
should be taken into account and that, especially in risk assessment for new activi-
ties, the initial assessment should be based on the intended controls. The stand-
ard also points out that the measures in both cases should be clearly documented
so that the basis for the assessment and reasoning for risk-reduction decisions will
be clear when the assessment is revisited later (ibid., p. 80). On the basis of the
risk-assessment results, one can state that in this case these two standards’ view-
points were combined successfully to cover both the system supplier's and the
end user’s responsibilities for risk-reduction measures.
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The incorporation of risk-reduction actions into the system-safety-engineering
process for an automated mobile work-machine system for reaching acceptable
risk levels differs markedly from what occurs in the case of a single manual work
machine. The first risk-estimation round was important for understanding of what
could happen in the worst case if nothing is done to prevent the accident. In many
cases, the risk could be eliminated by the system supplier's inherent safety
measures. The second estimation round was carried out for those risks that had not
been reduced to an acceptable level by system supplier actions. The main difficulty
was in the estimation of the various measures’ impact on the three main factors of
the probability of the occurrence of harm as expressed in SFS EN ISO 12100 (2010,
p. 17): ‘the exposure of person(s) to the hazard’, ‘the occurrence of a hazardous
event’, and ‘the technical and human possibilities to avoid or limit the harm’.

As the system supplier's expert pointed out, the end user’s safety culture and
compliance with the safety procedures and instructions play a vital role in reaching
and maintaining overall system safety in automated mobile work-machine systems
in mines. Not all risk can be eliminated via technical machine-level or even tech-
nical safety-system solutions. This view is expressed also in the system-safety
literature, by, among others, Vincoli (2006), discussing system safety’s connection
to industrial safety, and Leveson (2011b), who takes a system-theoretic view of
causality and hierarchical safety-control structures (see Vincoli 2006, p. 12, pp.
37-43; Leveson 2011b, pp. 75-83).

In addition to what has been discussed above with respect to this particular
case of Finsch mine automated ore transportation, the interviews with the system
supplier's experts pointed to three important trends in the mining industry that
need to be discussed in any evaluation of the usefulness of the three-level
risk-assessment approach and PHA, OHA, and HAZOP methods in such
site-specific applications in the mining industry. The three trends are these:

— The machinery-safety and product-safety legislation that affects the mining
industry is tightening all the time, and customers are requiring traceable ev-
idence of a systematic and documented risk-assessment process on the
part of the system designers and system suppliers.

— The functional safety standard has become the normative standard for
safety-related systems in mining-automation applications.

— The LOPA method has entered wide use for the specification of independent
protection layers, in allocation of the risk-reduction responsibilities, and to
support the specification of safety integrity levels for safety-related parts of
the automation systems and machine-control systems in the mining industry.

Given the results and experiences obtained in this case, the three-level approach
applied to risk assessment and analysis methods involving systematic documenta-
tion practices seem to support development of the system supplier’s practices in a
manner that meets the increasing customer demands for a traceable
risk-assessment process and evidence-based risk evaluation. The approach and
methodology employed in this project followed a system-safety approach quite
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similar to what Sammarco et al. (2001) and Sammarco (2005b) have recommend-
ed for mining equipment using programmable electronic systems.

It is evident in all applications of automation in the mining industry that the safety
measures required will depend on many factors specific to the application, as is
noted in this case study. The functional safety standard was designed to set out a
generic approach for systems composed of electrical, electronic, and programmable
electronic (E/E/PE) elements that are used to perform safety functions. The
framework of a risk-based approach provided by the standard can be applied also for
safety-related systems based on other technologies (SFS EN 61508-1:2011, p. 13).
On the basis of the results and experiences obtained in this case study, one can
state that the three-level risk-assessment approach augments and supports the
functional-safety-engineering practice for system-safety issues. The upper-
system-level perspective utilising OHA methodology brings an additional point of
view and level of analysis to safety requirements’ specification and safety validation.
It seems to be an important layer between the overall machinery application level and
specific (E/E/PE) safety function level in automated mobile work-machine systems.

The LOPA approach uses a semi-quantitative method for the specification of
protection layers and safety integrity levels for safety-related systems. This analysis
requires risk-assessment information that covers hazards, causes, and conse-
quences; information on the safety measures in place and proposed new measures;
initial and causal event frequencies and protection layer failure probabilities; and
definition of tolerable risk. Analysis of protection layers can be applied to support the
evaluation processes in a manner consistent with, for example, PHA and HAZOP
studies (IEC 61511-3:2003, p. 49; IEC ISO 31010:2009, p. 59).

From a systems-engineering perspective, it can be claimed that this three-level
risk-assessment approach and the selected risk-analysis methods (PHA, OHA,
and HAZOP) together form a good basis for detailed requirement specification and
design of safety-related systems in accordance with the functional safety approach
and supported by the LOPA method. From the system-safety perspective, the
risk-assessment approach is aimed at ensuring that all safety-related functions are
identified and that the risk-based requirements are specified such that they corre-
spond to the real mine-work-site-specific conditions, so that the design of the
safety-related functions is informed by correctly determined safety integrity levels.

7.5 Conclusions

According to the case-study results, comments from industrial partners, and the
author’'s observations, the risk-assessment approach applied, involving PHA,
OHA, and HAZOP methods and qualitative risk-estimation principles, is suitable and
practicable in automated mobile work-machine customer-application projects and
supports the system supplier's systems-engineering process. The system supplier
has adopted the risk-assessment approach and developed a company-specific
application for in-house use focusing on functional safety issues.
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The practical method of risk assessment in this case differed from the tradition-
al analysis team sessions described in the standards and system-safety literature.
Conducting the analysis work in stages and combining researchers’ preparation
work efforts and expert group review meetings seemed to work out well and effec-
tively in the customer project’s hectic international and multicultural context. The
case study’s results and experiences show that the improvements and other chang-
es in the risk-assessment approach and analysis methods, in comparison with the
earlier cases, seemed to develop the methodology in the right direction:

— Separating personal-safety consequences from other consequences (such
as physical damage or production loss) clarified the hazard identification
and risk estimation.

— Utilisation of PHA results in OHA and HAZOP studies and more precise
description of hazardous events, deviations, and causes and consequences
aided in the analysis work. It must be noted that in this case the same two
researchers handled all analyses and assessment sessions.

— Descriptions turned out to be practical for this unique automation application.
Probability estimation using five categories and application-specific verbal.

— Risk estimation was done in two phases: before any application-specific
safety measures and after the proposed system-safety measures. This
clarified the estimation of residual risk.

— The proposals for safety measures were categorised clearly into system
supplier's actions and mining company’s actions. This supported the eval-
uation of appropriate on-site means of risk reduction.

The innovative way of utilising a laptop-based safety-system simulator in HAZOP
sessions turned out to be profitable both for verifying the analysis findings and for
providing the ability to test and evaluate proposed modifications and improve-
ments to the safety-system software immediately.

The results of this industrial case study when coupled with the results of case
study 1 confirm the great importance of consideration and analysis of human fac-
tors with a wider scope and in a more extensive manner in such complex auto-
mated mobile work-machine system applications. The analysis of operator errors
in OHA- or HAZOP-study-type analyses should be widened to cover the factors
related to the actual operation situations, the operation environment, and factors
enabling and supporting operation as intended (correct and safe use).

The results of this case study support the system-safety view, which emphasis-
es the importance of the integration of safety-risk-management efforts into the
overall system-engineering process and overall production system and into pro-
duction-environment development efforts. Such mining-automation applications
are unique, and safety solutions depend greatly on the mine environment. In com-
plex mobile work-machine systems, safety problems cannot be solved by technical
means. Safe operation and maintenance relies strongly on operators’ and other
stakeholders’ risk-conscious behaviour and decision-making.
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The objectives of the project under study were to identify potential hazards and
hazardous events, assess the risk, and evaluate the safety measures necessary
for the autonomous ore-transportation system in the mine. From the mining com-
pany’s and system supplier’s experiences and comments, it can be concluded that
these objectives were met. Both the mining company and the system supplier
confirmed this opinion by reporting experiences of safe and efficient operation of
the system. The three-level risk-assessment approach and the analysis methodol-
ogy were accepted by the global mining company, which indicates that the ap-
proach fits the mining industry’s automation projects involving mobile work ma-
chines. The generic reference model created at the NIOSH for the mining sector
recommends the use of these methods also for surface or underground mining
systems employing embedded and networked programmable electronics.

The case project was a good learning process and highlighted several methodo-
logical and practical aspects of how to improve the risk-assessment approach and
analysis methods. The documentation of the hazardous events identified should be
made more specific in the PHA and OHA, to improve analysis, traceability of the
safety requirements, and linking of the safety measures to the right risks. This would
demand not more work effort but more systematic documentation practices.

The risk-estimation method and the interpretation of the risk levels reached
should be developed so as to support the decision-making better in risk evaluation
and industry studies involving requirement, functionality, and design analyses in
systems-engineering processes. Site-specific information should be used as much
as possible in risk analysis, risk estimation, and risk evaluation, to enable correct
reasoning based on the actual work-site conditions, practices, and limitations.
Insufficient information can lead to conflation of concepts and to difficulties in
untangling probability estimates for hazardous events and occurrence of harm.

As the application of a functional safety approach and LOPA methods appear
to be becoming de facto standards in the mining industry, the three-level approach
to risk assessment and analysis methods should be developed to support these
common practices.
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8. Case study 4: The container-handling-
system concept and its application

8.1 Introduction

The fourth case study has two objectives. The first is to evaluate the utility of the
three-level risk-assessment approach in relation to the systems-engineering approach.
The second is to evaluate the usefulness of PHA, OHA, and HAZOP methods in a
complex automated cargo handling application in its system development phases.

VTT conducted a joint research project and a risk-assessment assignment with
a cargo handling equipment manufacturer (later ‘the system supplier’) in 2006—
2008. The objective of the research project was further development of the
three-level risk-assessment approach and evaluation of the PHA in the conceptual
design phase of an automatic container-crane concept (Tiusanen et al. 2008). The
project was carried out with the financial support from the Finnish Work Environ-
ment Fund. The risk-assessment assignment was an implementation of OHA and
HAZOP analyses in a customer-application project for an automatic container-crane
system. The objectives of the assignment were to ensure that the application is
safe to use and maintain and that it fulfils the site-specific and customer-specific
safety requirements and the safety regulation in force in the European Union.

The system supplier was delivering an automatic stacking crane (ASC) system
to a container terminal in Germany. Terminal operator Hamburger Hafen und
Logistik (HHLA) is transforming Hamburg’'s Burchardkai container terminal into a
semi-automatic terminal with automatic crane systems for containers’ stacking and
handling (see Figure 31). The containers in any given block are handled by three
automatic cranes. Two identical ‘inner cranes’ use the same tracks, while one
‘outer crane’ uses a separate track. The outer crane is able to pass both inner
cranes. Each crane will be able to operate in the container-storage area and in
both land-side and water-side handling areas. In normal operation, one of the
inner cranes operates in the land-side handling area and the other in the water-
side handling area (see Figure 32). A simplified block diagram of the automatic
crane application’s modular system architecture is presented in Figure 33.
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Figure 31. An illustration of the container-handling machinery fleet in an ASC
application (Cargotec). Figure used with permission from Cargotec.

Figure 32. Pictures of the ASC in operation at HHLA’s Burchardkai container
terminal, in Hamburg (Cargotec). Figure used with permission from Cargotec.
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The joint research project in the automatic crane system concept development
phase and during the risk-assessment assignment in connection with the custom-
er-application project included several risk analyses, at various system levels.
Examined in this case study are PHA of one container block, OHA of the overall
automatic container-handling system operations, and HAZOP study of the safety
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system. The following research questions are specified for this case study:

— How well does PHA suit work-site-level hazard identification and risk anal-
ysis in the system-specification phase?

— How suitable is the OHA method for the risk analysis of system operations

in this context?

— How appropriate is the database tool for data collection and documentation

for the HAZOP study?
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8.2

8.21

How well does the three-level risk-assessment approach applied in the project
fit the systems-engineering approach for an automated container-handling
system?

What are the benefits and impacts of the risk-assessment work in this case
and more generally in the companies?

Implementation of the three-level risk-assessment
approach

Implementation and results of the PHA

The PHA had two objectives in this case. The first was systematic identification of
potential hazards and hazardous events in an automatic stacking-crane block and
in its related operation environment in a container-storage area. The second ob-
jective was to assess the risks and specify system-safety requirements and the
necessary risk-reduction measures at a conceptual level. The scope of the PHA
was specified and limited as follows:

As the stages of the system life cycle under study: the system operation
and maintenance phase, including manual, semi-automatic and autono-
mous operation, and maintenance and troubleshooting

The block — including the container stack area; the water-side interchange
area, where the straddle carriers access the block and feed the containers
to the automatic stacking-crane system; the land-side interchange area,
where the cranes unload the containers to the trucks or to the terminal
chassis; and the reefer area, where the refrigerated containers are con-
nected to the electric power supply (see Figures 34 and 35)

Activities in the block and connected to it such as testing and checking of
the cranes, a straddle carrier’s loading and unloading of containers, manual
operation of the cranes, tele-operation of the cranes, monitoring and con-
trol of the automatic operation, driving of a truck, and maintenance of the
crane system during operation

Personnel working in the block area, such as straddle carrier operators,
truck drivers, system operators in the control room, crane tele-operators in
the control room, reefer area workers, maintenance workers, and other
people in the block area

Machinery and traffic, including straddle carriers, stacking cranes, trucks,
service vehicles, straddle carriers from other blocks, and other water-side
vehicles.
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Figure 34. A rough layout drawing of the automatic stacking-crane block (Cargotec).
Figure used with permission from Cargotec.

Figure 35. A 3D illustration of the ASC block (Cargotec). Figure used with permis-
sion from Cargotec.

In the PHA, the focus was on hazardous events and safety risks related to sys-
tem-level factors and, especially, on new crane-automation-related issues. Ma-
chine-level hazards and safety risks of stacking cranes were available in the PHA.
It was also agreed that in the PHA the focus in the hazard identification was on
mechanical hazards caused by automatically or tele-operated moving cranes,
automatically moving containers, manually operated straddle carriers, and trucks
and other vehicles in the interchange areas. The material available in PHA included
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layout drawings and 3D modelling pictures of the block concept. The container-handling
process and the functionality characteristics of the automatic stacking-crane sys-
tem were described to the analysis team by the system supplier's automation
expert.

The analysis team comprised two automation experts from the system supplier
and, from VTT, two researchers, one research trainee, and a technician. The
author of this thesis took part in all of the meetings, led the analysis sessions, and
documented the results. The team held five half-day analysis sessions during
winter 2005-2006. The analysis started with brainstorming sessions for hazard
identification and creation of accident scenarios, and it continued with team dis-
cussion meetings for specification of causes and consequences, estimation of the
risks, and consideration of appropriate safety measures at conceptual level. The
PHA results were documented on a worksheet similar to the one used in Case 3.

The risk estimation in the PHA included considering hazardous events before
any safety measures. The effects on personal safety and other possible effects on
machinery or the block area’s infrastructure were analysed separately. To aid in
the probability estimation, the categories were concretised with the following hints:

— 1 = Definite the event happens continuously when the system is
operated in the manner specified

— 2 =Very possible the event can easily occur in nomal operating conditions
— 3 =Possible the event can occur in normal operating conditions
— 4 =Remotely possible  the event is possible only in certain operating conditions

— 5 =Very unlikely the event is possible if several errors or failures take
place at the same time.

The severity of the personal-safety consequences and material damage or loss of
production was estimated with the aid of the following hints, which were specified
in collaboration with the system supplier.

— 1 = Multi-fatality more than one person dies

— 2 = Fatality one person dies or is paralysed

— 3 = Reportable injury, one person is seriously injured

— 4 = Lost-time injury, one person is injured (> 3 days of absence)
— 5 = Minor or no injury there is no more than 3 days’ absence

— 1 =Permanent damage the block is out of use > 1 week

— 2 = Multiple-damage items the block is out of use > 1 day < 1 week

— 3 = Major cost implications the block is out of use > 1 shift < 1 day

— 4 = Loss of time/availability the block is out of use > 1 h < 1 shift

— 5 = Minor/no implications the block is out of use < 1 h.

The risk rating matrices for the estimation of personal-safety risks and for physical
damage and production losses and also the three risk levels (high, medium, and
low) were the same as in Case 3 (see Subsection 8.2.1, respectively).
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As a result of the PHA, 63 hazardous events were identified. Personal injury
was identified for 43 hazards. These include the following items:

— A straddle carrier collides with a service vehicle in the interchange area.

— A straddle carrier collides with an automatic crane in the interchange area.
— A container hanging in the spreader collides with containers in the stack.
— A container hanging in the spreader collides with the reefer area platform.
— A container falls and crushes the truck cabin in the interchange area.

For most of the hazardous events, multiple causes were identified. With 33 haz-
ards, the main cause of the hazardous event was considered to be human error.
Technical system failure was the main cause in 24 cases and other causes in six
cases. Eleven of the risks to personal safety were assessed as involving high risk,
26 medium risk, and six low risk. In addition to the personal-safety risks, there
were 20 incidents identified (and associated estimates made) that were associated
with physical damage and breaks in the container-stacking process.

The risk evaluation deemed the appropriate safety measures, according to the se-
quence for system-safety precedence, to include the following steps (Stephenson
1991, p. 11):

— Design for minimum hazard

— Provide safety devices

— Provide warning devices

— Control with procedures and training
— Assess remaining residual hazards.

The analysis team created 32 proposals for conceptual safety measures. The
proposals focused on factors such as the following:

— A block area isolation and access-control system

— A collision-prevention system for automatic cranes

— A tele-operation system that assists in safe container-handling
— Traffic rules and safety instructions for vehicle drivers

— Safety rules and training for maintenance personnel.

The analysis results were transferred to the automation-development team for
further evaluation and to be added to the system-requirement specification and for
the design of operation concepts and safeguarding solutions.

8.2.2 Implementation and results of the OHA

The objective in the OHA was to identify application-specific hazardous events
and specify safety requirements for the automatic crane system. The OHA was
carried out concurrently with the system specification and system design. The
OHA'’s scope was the system-operation and maintenance part of the system life
cycle, covering the following operations:

— Manual operations in the water-side transfer area
— Automatic crane operation
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— Manual operations in the land-side transfer area

— Remotely controlled crane operations in the land-side transfer area
—  Manual reefer-area operations

—  Other system operations in the control rooms

—  Crane maintenance in the block area.

The PHA results were updated and supplemented, and new application-specific
hazardous events were identified and analysed. The angle taken in the OHA was
that of system-level aspects, and the main goal was to identify and estimate new
automation-related safety risks. Hazards and safety risks related to manual crane
operations and details of machine-level work tasks were not covered.

The analysis team was composed of the automation design manager, the elec-
trical design manager, and five system designers, from the system supplier, and
the author of this thesis and two technicians, from VTT. The team had eight half-
day meetings in Tampere in autumn 2006. The meeting schedule was adapted to
the main schedule of the system-specification and system-design work. Not all
team members were present at all meetings. The author of this thesis took part in
all meetings, led the analysis, and documented the results. The OHA method was
introduced for the analysis team at the first meeting. Recording of the results em-
ployed the same OHA worksheet template as in Case 3 (see Appendix 5).

The operations under study were first described and specified on the basis of
the system-specification documents. Human—human and human-technology interac-
tions describing the operations’ execution were written in use-case format, of the
type used in Case 3. The analysis had two phases. In the first phase, hazardous
events, the causes, and their consequences were identified through brainstorming
and team-discussion techniques. In the second phase, risks were estimated and pro-
posals for safety measures were generated. In addition to system-specification docu-
ments, the OHA team had layout pictures and 3D model diagrams of the automatic
crane system.

All told, 143 hazardous events were identified and documented in the OHA. In
most cases, multiple causes were identified. Human error was considered the
main cause of the hazardous event with 79 hazards. Technical system failure was
the main cause with 68 hazards and other causes in 11 cases. Among others, the
following causes were identified:

— Failure in handling of a manual straddle carrier or a truck

— Incorrect decision and system operation in the control room

— Failure in a crane tele-operation

— On-site behaviour counter to the instructions during maintenance
— Arising from weather conditions, difficulty in performing a task

— System failure in an automatic crane control function

— Data communication failure.

The probability of the occurrence of harm and the severity of the consequences
were estimated with the same five-category risk matrix as in the PHA, and the final
rating of risk level used the same three risk categories: low, medium, and high. In
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cases wherein there were both personal-safety and physical-damage conse-
quences, the risk estimation was based on the personal-safety consequences.
Personal-safety risks before any safety measures were estimated to be high in 50
cases. There were 66 risks estimated to be medium-level risks and four deemed
low-level risks. In addition to these risks, 23 incidents were related only to physical
damage. The risk evaluation was done in two phases: firstly, with the situation
considered before any safety measures and, secondly, in consideration of the
planned and proposed safety measures.

Risk-evaluation and risk-reduction iteration followed the system-safety prece-
dence sequence steps mentioned above (ibid., p. 11). The risk-reduction measures
possible and appropriate for the system supplier and the container terminal’s op-
erator in the specific operation environment at hand were considered. The OHA
team created more than 100 proposals partly at the conceptual level, to be applied
as a general baseline for automatic stacking-crane applications and partly at appli-
cation-specific level for this particular customer application. The analysis and eval-
uation results were directly transferred to the project team for further evaluation
and to be used for the technical system specification and for specification of the
system operations and work procedures. Proposals focused on factors such as
the following:

— Technical means of supporting the driver in following of the traffic rules
— Control measures to prevent access to the automated area

— Technical ways to synchronise manual operations and automatic opera-
tions in the block area and keep them secure, along with instructions for
their use

— Instructions and technical means of supporting crane tele-operation.

The risk evaluation was then repeated with all of the proposed safety measures
taken into account. This risk evaluation indicated that the risks could be reduced
such that two risks still remain at ‘high’ level, 85 risks are at ‘medium’ level, and 33
could be eliminated or reduced to ‘low’ level. The OHA report and worksheets
were translated into German and then used as working documents in the discus-
sions between the system supplier, terminal operator, and analysis team during
the system-design phase. The OHA was updated during the risk-assessment
assignment, in view of the updated use-case descriptions and jointly evaluated
risk-reduction measures.

8.2.3 Implementation and results of the HAZOP study

The primary safeguarding principles for guaranteed safety of personnel in the
automatic stacking-crane system’s operation area was designed on the basis of
the area’s isolation and access control using fences, gates, and safety devices.
The safety system keeps personnel from accessing the automated area while
automatic operation is in progress. It also prevents uncontrolled entry of machines
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to the water-side interchange area and keeps the truck-loading area in the
land-side interchange area safe.

The aim of the HAZOP study was to verify the safety-system design against the
specified safety-related functionality requirements. The goal was to identify safe-
ty-critical deviations in the safety-critical signals in the specified operation situa-
tions, estimate the risks, and evaluate the designed safety functions. The HAZOP
method was, in essence, the same as used in Case 3. The analysis team was
composed of the automation design manager, the electrical design manager, and
three system designers (from the system supplier) and two researchers (from
VTT). The author of the thesis did not take part in this HAZOP study. The HAZOP
method was introduced for the analysis team at the first meeting. Recording of the
results employed a data-collection worksheet implemented with an MS Access
database application. The development of the database tool and its characteristics
in the project is described in Nina Patkai’'s Master of Science thesis (Patkai 2006).
The study was done at signal level. The worksheet content was developed from
the earlier text document template. The items recorded in the database for each
deviation were ‘Deviation ID’, ‘Guide word’, ‘Deviation description’, ‘Cause’, ‘Con-
sequences before safeguards’, ‘Detection and safeguards’, ‘Preliminary validation
result’, and ‘Actions recommended’. Pictures of the user interface and an example
printed worksheet from the new HAZOP tool are shown in Appendix 6.

The team had 10 full- or half-day meetings in Tampere in summer to autumn
2006. The meeting schedule was adapted to the main schedule of the customer
project. Not all team members were present at all meetings. Researchers from
VTT led the analysis and documented the results. The team identified 77 devia-
tions. Verification against the functional safety requirement specified for safe-
ty-system functions was done in accordance with the reference standard EN 954-1
(1996), applicable at the time. The EN 954-1 standard defined five so-called safety
performance categories for safety-related control functions, as follows:

— B: The occurrence of a fault can lead to loss of the safety function.

1: The occurrence of a fault can lead to loss of the safety function, but the
probability of occurrence is lower than for category B.

— 2: The occurrence of a fault can lead to loss of the safety function between
checks. Loss of the safety function is detected by means of a check.

— 3: When a single fault occurs, the safety function is always performed.
Some but not all faults will be detected. Accumulation of undetected faults
can lead to loss of the safety function.

— 4: When a fault occurs, the safety function is always performed. Faults will
be detected in time for preventing loss of the safety function.

For categories B and 1, the principles for achieving safety were characterised
mainly by selection of components and via good design and implementation prac-
tices. For categories 2, 3, and 4, safety principles were characterised mainly by a
focus on system architecture and active failure-detection methods. The EN 954-1
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standard has since been superseded by ISO 13849-1 (2009) (see Figure 7), and
the safety-performance-category requirements have been included in new perfor-
mance-level (PL) requirements.

The HAZOP team created 19 proposals for improvements to the safety functions
for meeting of the functionality-related safety requirements. The database tool for
HAZOP studies was used to support the follow-up reviews and to update the analy-
sis in line with the decisions made during the design of the safety functions.

8.3 Experiences, comments, and observations

8.3.1 The system supplier’s experiences and comments

The system supplier's comments were received in the project review meetings
during the jointly funded research project (in 2005—-2007) and in the project review
meetings during the system-safety assignment in 2006—2008. The material on the
experiences and comments was augmented for this case study through interviews
with three experts in March 2012 (see Subsection 5.5.2).

According to the interviewees, the automatic stacking-crane application was the
first of its kind for the company. It was noticed that traditional design practices do
not work well enough in large-scale distributed design project with a large amount
of subcontracted design work, and a need for the development of formal methods
in complex automation development was recognised. The role of the machine’s
control system changes as the amount of automation increases. There must be
several interfaces to other on-board subsystems, such as diagnostic systems and
intelligent measurement systems and external higher-level production control
systems. ‘The complexity of the systems has increased to such a level that tradi-
tional machinery-design practices are not enough anymore. The move from the
design practices of a single crane application to the design of an automatic stack-
ing-crane system has been huge,” described one of the interviewees.

The interviewed system supplier's experts confirmed that the first three auto-
matic stacking-crane blocks in the container terminal in Hamburg have now been
in full operation since October 2010. According to the interviewees, the system
supplier has not received any notification of reportable injuries related to the au-
tomatic stacking-crane system. One of the interviewees stated: ‘We can at least
partly conclude that our proactive approach aimed at foreseeing and reducing
risks systematically has been benéeficial.’

The system supplier has found it valuable that the analysis results and pro-
posals for safety measures in the PHA and OHA and proposals for corrective
actions in the HAZOP studies were transferred to the design teams and the infor-
mation could be utilised directly in the system-requirement specification and sys-
tem development to a great extent. The project documentation examined in this
case study and the interviews elicited, among others, the following comments:
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— Systematic top-down analysis of the system has improved the understand-
ing of the overall system operation.

— Analysis sessions have been a good forum for sharing knowledge of sys-
tem operations and system functions, alongside interdependencies of sub-
systems.

— The risk-analysis sessions brought out a great many non-safety-related is-
sues that were important for the system specification and system design.

— System-level analysis methods were new for the system designers. In this
project, they became familiar with the risk-analysis methods and tools.

— ‘The threshold for use of risk analysis will surely be lower in the future,” one
of the system supplier’'s automation experts stated at a project meeting.

— Designers of automation systems, machines, and on-board control sys-
tems were brought together in analysis sessions. They had to find a com-
mon language for discussing the requirements, design, programming, and
testing of the system functions.

— In line with the system-safety concept, the risk analyses are done at the
right time and in the right phase of the system-requirement specification
and system design, either in the system-platform development project or in
the customer-application project.

The risk-assessment approach and risk-analysis methodology have been utilised
and also transferred to the company’s systems-engineering and project-management
practices. The safety-engineering procedure has been developed in light of the
experiences and methods from the project. The analysis tools and documentation
templates have been modified to suit the documentation and quality standards at
the company. ‘Modification of this applied system-safety approach to fit our design
process and actual work practices will better facilitate and simplify future automa-
tion projects,” one of the interviewees said. In the same context, the importance of
the risk analyses and their documentation was emphasised by the system suppli-
er. The documentation was said to be important for the logic behind the design
decisions and for tracing the conditions and constraints of the safety requirements.
The reasoning is not merely grounded in one particular person’s way of thinking or
experiences.

According to one of the interviewees, the analysis methods were new to the
system supplier's designers and also to both customers’ and the system supplier's
consultants in the project. It was important to introduce such methods as OHA and
HAZOP study and explain why they are used, what the outcome of these methods
is, and how the results will be utilised in the automation project. After the project
discussed here, which was carried out in 2006—2008, the system supplier noticed
that the system-safety approach and requirements for risk analysis and related
documentation had been passed on to customer demands in the container-handling
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automation system sector. In practice, the requirements related to the system-safety
approach can now be seen in invitations for tenders in this sector of industry.

PHA, as part of the conceptual design of the automatic crane system, helped to
specify the baseline for system-safety requirements. The analysis rubric has not
been updated since the project. The OHA report and worksheets turned out to be
good work documents and were discussed and updated jointly with the customer
almost weekly in the design phase. The OHA aided in customer negotiations. ‘It
became clear right at the beginning of the project that we had to develop a systemat-
ic method of safety engineering. We had to show the customer how we have ana-
lysed the system. We had to show the extensive documentation of what we have
done and why. Without systematic risk-assessment methodology and documenta-
tion, we would have faced difficulties in system validation and system-acceptance
negotiations,’ said one of the system supplier’s experts interviewed.

The OHA document was considered a useful and practicable work document. It
describes the system operations and functions at such a level that all system
designers, with different technological background, can take part of the analysis
and discussion of the system-development proposals and safety measures. In
new customer projects, the OHA is updated on the basis of the application-specific
issues, and machine-level risk analysis documents are updated only if there will be
changes in machine functions.

According to the system supplier, the HAZOP studies conducted in the
risk-assessment assignment were extensive and useful. These studies in the
project were done mainly for the automation platform, and the results have been
utilised in new automation projects; however, HAZOP studies have not been con-
ducted since the automatic stacking-crane application project. The free software
tool SISTEMA (Safety Integrity Software Tool for the Evaluation of Machine Appli-
cations) has been used for the verification of safety-related functions in machine-
control systems. The software assistance provided by SISTEMA is introduced by
Huelke and colleagues (2008), among others. Function-level drawings created for
the HAZOP studies have proved to be useful not only in risk analyses but also as
a way of sharing information within the design teams of the company and its sub-
contractors. ‘This project was a good learning experience and good training for us
all. The way of representing the function-level information, as in modules and their
interfaces, has been further developed since,” described one of the interviewees.

According to the interviews with the system supplier’s experts, further research
should be directed toward the improvement of system-safety-information man-
agement through, for example, continuation of the development of the database
application utilised in the HAZOP studies. Further research should also be di-
rected to the reliability and usefulness of the functionality-related safety design
and evaluation criteria in complex machinery applications. The database tool used
in the assignment's HAZOP studies has been used in forming a baseline for fur-
ther development of the functional safety requirement management toolkit in the
company. Reuse of the analysis information in new automation projects has been
one of the motivations for the development work. Analysis results were placed in
traceability matrices for allocation of the safety design and verification actions as
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far as software module level. Traceability matrices have been found useful for
discussion and management of the allocation of safety measures in collaboration
with the customer, especially the safety instructions. There is still need to find or
develop a practical tool or set of tools that could manage the information from
requirement specification up to the level of test cases.

The interviewees stated that system analysis for reliability-engineering purpos-
es and for safety-engineering purposes are typically carried out separately. The
findings have been transferred from safety experts to reliability experts and vice
versa. Information exchange between these two engineering activities could have
been more systematic. According to one of the interviewees, it would be a good
idea to have a reliability-engineering expert at OHA or HAZOP meetings. Another
approach might be the risk-analysis leader having enough knowledge of reliability
engineering to identify and collect the reliability issues for further analysis.

The risk-estimation methodology has to be modified and calibrated to match the
machinery and the system products. The methods described in functional safety
standards seem to lead systematically to excessively high performance or safety
integrity requirements. ‘We are designing and manufacturing not rockets or nucle-
ar power plants but mobile work machines,’ said the system supplier’s expert. The
standards need to be considered guidelines and tools to support the compa-
ny-specific risk-estimation and risk-evaluation methodology development. Layers-
of-protection-centred thinking should be applied in systems-engineering practice.
Designers have faced the question of what can be accepted as risk-reduction
measures. How much can risk reduction come about through skilled and trained
operators and maintenance staff? At the same time, how much should use experi-
ences with a certain machine type, safety data, and reliability data be considered
in risk-evaluation and risk-reduction processes?

Testing has a vital role in ensuring conformity to the specified safety require-
ments. Inclusive safety verification via testing is a laborious task in complex ma-
chinery applications with numerous safety-related functions, at several levels of
the system. Research should be done to examine the theoretical basics and op-
tions for cutting back on integration testing and site acceptance testing through
systematic safety verification and safety validation by analysis. Currently available
methods using virtual-model-based testing such as hardware-in-the-loop (HIL)
testing should be studied more specifically for mobile work-machine systems.

In general, utilisation of virtual models and simulators in system-safety engi-
neering was deemed an important objective for the future. The need for virtual
models and simulators is emphasised in the conceptual design of unique complex
machinery systems. ‘As the role of intelligent and flexible safety systems grows
essential, being able to demonstrate the safety-system functions is important. Three-
dimensional models, virtual environments, and machine simulators support the
communication with the customer from the early conceptual design stage,” said
one interviewee.

Risk-assessment efforts, as in this case, typically concentrate on the operation
and maintenance phase of development of the automation system. Phases in the
system life cycle such as building the infrastructure and machinery on the site,
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testing the machinery system, integrating the subsystems, and commissioning the
entire application should also be covered in the risk analysis. Analysis of these
issues should commence in the early stages of system specification and system
design in a customer-application project. The area where an automatic crane
system will enter operation resembles a construction work site during the building
and testing period. The methodology for risk analysis should be developed to
identify and estimate risks related to the work-site elements such as temporary
work platform and access arrangements, lifting and moving operations, external
personnel, and machinery and vehicle traffic. Typically it is not possible to shut
down a specific container-storage area: container-handling operations continue in
parallel with the building and testing of the new application.

8.3.2 Observations

The system-safety approach and the analysis methods were new to the system
supplier's experts. Quite a lot of effort was expended in the beginning to introduce
the methods and work practices. As the methods became familiar and the benefits
of the systematic analysis became evident to the analysis team’s members, the
analysis work moved on efficiently.

The risk-assessment approach and the analysis methods were introduced to
the end customer and their safety consultants at the start of the assignment. The
acceptance of the approach and the risk-analysis methodology, together with
constructive co-operation in the project organisation, was motivating and helped
with the system-safety-engineering work in the project consortium. The work fol-
lowed the customer project’s main timetable. The analysis sessions were carried
out by means of said team’s meetings. Experts with the system supplier partici-
pated actively in the meetings, and these meetings served system-safety-training
purposes too in the early stages. The opportunity to receive feedback from the end
users and their safety consultants was valuable and assisted in giving the docu-
mentation more specific and practical form.

The integration of the risk-analysis results into the system-analysis phases of
the systems-engineering process applied the system-safety approach. The PHA
results were utilised for specification of system-safety requirements in the concep-
tual design phase. The hazards identified in the conceptual design phase and the
conceptual safety solutions were used as a baseline for customer-site-specific
OHA. With the PHA, the general needs and conceptual requirements for the over-
all safety system were identified. In the OHA, the safety risks were analysed in
more depth in relation to system operations and the main system functions. Also,
the functionality-related safety requirements were proposed in the OHA, including
the list of safety-related functions with their required safety performance level. The
OHA results were passed on to the system-design team for evaluation of the risks
and the means of their reduction. The safety-system HAZOP study then concen-
trated on verification of the specified safety functions and assessment of their
ability to meet the functional safety requirements set.
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The PHA was focused on the automatic stacking-crane block and related activi-
ties at both ends of the block. The PHA in the conceptual design phase produced
a hazard list, accident scenarios, and greater understanding of the main safety
risks, especially at the critical interfaces between automation operation and manu-
al machines. One of the main outputs of the PHA was the conceptual safety solu-
tions. The risk-evaluation discussion and creation of conceptual safety measures
were carried out from the system supplier’'s point of view. Because of the nature of
the container-handling process and the manual loading and unloading operations,
the risk evaluation was extended to beyond the ASC block. The PHA team identi-
fied risk-reduction possibilities at a higher terminal operation level too, which could
be applicable also in the larger container-storage area where the ASC block was
to be situated.

OHA was carried out concurrently with the operation-concept specification
work. In this case, the system specifications came from the terminal operator and
the system supplier specified the more detailed operation and maintenance con-
cepts and work procedures in the system-design phase. Use-case descriptions
were defined for the specified system operations in OHA. These descriptions
covered various human—human and human-technology interactions. The human—
human interactions in this case include communication and co-operation between
control-room operators and of control-room operators with on-site operators and
on-site maintenance teams. Human—technology interactions involved such ele-
ments as control and monitoring of automatic operations, crane tele-operation,
and driving of a manual machine in line with the automation system’s guidance.
Operation concepts and use cases were analysed in collaboration with the project
team’s members, with the results passed on directly to the system-design team.

In the OHA, the risk estimation was done in two phases, before and after the
proposed safety measures, with the same 5 x 5 risk matrix used in Case 3. The
probability categories and categories of harm remained the same, but the severity
categories for physical damage were modified to match the context of the type of
container-handling application involved. The methodological problem discussed
for Case 3 was recognised in this case too with the 70 items in category 1, ‘multi-
ple-fatality’. Even though the probability of the occurrence of harm could be re-
duced to ‘very unlikely’ (harm can occur only if several errors or failures occur at
the same time), the risk remains of ‘medium’ level. Colour codes (‘traffic lights’)
were used to highlight the risk levels (high, medium, and low) in OHA documenta-
tion. That was considered more informative than numeric values taken from the
matrix elements. It also helped those involved to recognise the difference and
change between risk-level estimates before and after the safety measures.

The HAZOP study of the safety system was performed in the system-design
phase to verify safety functions. This study was done at signal level. Function-level
drawings were created by the system supplier, and again the drawings turned out to
be informative work documents for the analysis. From the systems-engineering point
of view, it could be noticed that they added value, forming a baseline for the system
design and providing a tool for sharing of information among several hardware- and
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software-design groups. The changes, including improvements, proposed and those
accepted were transferred directly to the system-design stage.

Recording of the HAZOP study’s results applied a data-collection worksheet
implemented with an MS Access database application. This was the first attempt
to use such a tool in HAZOP studies in this context. According to the researchers’
comments during the analysis in this case and again in the interviews in 2012, this
experiment provided many good user experiences and improvement proposals not
only for risk-analysis documentation but also addressing how to improve the data-
base-centric information management in systems engineering in general. The
present researcher’s experiences and observations were mainly positive. This tool
yielded benefits in the HAZOP analyses, in the following respects, among others:

— Time savings due to ease of data input and of reuse of the existing data

— The tool enabling users to search for important data from the analysis, in
addition to modifying and copying of input data

— Easy linking and simple access to material — for example, linking of
use-case descriptions to function-level descriptions of design intent

— Assistance for more systematic practice in analysis sessions, pop-up-type
checklist-style menus, and integrated session protocol sheets supporting
the practical analysis work

— The capability of utilising database features for reporting applications
— Easy modification of reports in comparison to work with Word documents

— A more appropriate tool when data are in databases and published in forms
such as PDF documents rather than Word or Excel files.

The HAZOP study sessions were utilised not only for the risk analysis but also in
the design and evaluation of the safety system under study. The study sessions
formed a good forum for the team’s discussion and sharing of information on the
safety system’s functions and features. The team reviewed changes made in the
design, and they discussed and evaluated alternative operation- and func-
tion-oriented solutions. Analysis of consequences of deviations in HAZOP studies
succeeded well in an analysis team comprising experts from various design teams,
who worked with system, hardware, and software design. The risk-estimation method
with its three risk levels supported the creation of the list of proposals for actions and
their prioritisation.

8.4 Discussion

The system supplier's work involved designing and manufacturing an automatic
container-handling system for their customer. The co-operative work on risk as-
sessment was planned and conducted to support the development and design of
the new, unique container-handling application using three automatic cranes in
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one block. The three-level risk-assessment approach and the well-known safe-
ty-engineering methods PHA, OHA, and HAZOP study, together with the modified
5 x 5 risk matrix method of risk estimation, were agreed upon for addressing the
system-safety-engineering needs and problems. The system-safety work started
early in the conceptual phase and continued throughout the system-development
phase, up to the verification of safety-system elements and safety-critical parts of
the system control functions.

Systems-engineering guidelines do not name specific analysis methods for sys-
tem-safety activities, but it is strongly emphasised that the initial hazard analysis
for the system of interest should be started as early as possible in the conceptual
design phase and should be continued throughout the system life cycle (SE
Handbook 2011, p. 325). Also, ISO IEC 26702:2007 (p. 41) specifies that in the
requirements analysis sub-process of the systems-engineering process (see Figure
12), the project must account for system-design features that create significant
risks of death, injury, acute or chronic iliness, or disability. The project should also
account for design features that reduce operators’ or the maintenance personnel’s
job performance. Since the systems-engineering process is meant to be applied
iteratively throughout the system life cycle, these issues should be considered
from the early concept-level requirement analyses.

The system-analysis phases in the systems-engineering process are require-
ment-related studies and assessment, functionality-related studies and assess-
ment, and design-trade studies and assessment (ISO IEC 26702:2007, p. 12). In
this case, the three risk-analysis and risk-estimation methods were utilised in
various system-related phases in the life cycle and for system-analysis purposes.
In the concept and (partly) the preliminary system-design phases, PHA was used
mainly for the requirement specification, in the creation of the list of hazards and
accident scenarios and in preparation of the preliminary estimation of risks. As the
customer-specific application project began, the preliminary design continued and
detailed subsystem design started. The OHA was used partly for application-
specific specification of safety requirements and partly for the subsystem function-
ality-related trade studies and assessments. The OHA was used to identify and
analyse hazardous events related to system operations and the main system
functions in more detail. In this project, HAZOP studies were used for design-trade
studies and assessment, to support the detailed subsystem design and fabrica-
tion. The HAZOP study that is examined in this case study was used to analyse
deviations from the design intent behind the safety-related functions or critical
signals and to validate the functionality-related safety designs.

According to the system-safety literature, the bulk of the system-safety activity
in the conceptual phase consists of the preparation of a preliminary hazard list
(PHL). The preliminary analysis of hazards should be carried out and updated in the
system’s design phase (Stephenson 1991, pp. 15—16; Stephans 2004, pp. 64—65).
Stephans (2004) emphasises that, even though the primary purpose of PHA in the
design phase is to analyse previously identified hazards and to propose safety
measures to reduce the risks, the hazard analysis should be continued throughout
the design phase. The focus should be on the identification of new hazards and
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hazardous events, especially in relation to system interfaces and changes in sys-
tem design (ibid., p. 65). In large hierarchical systems with several levels of sub-
systems or in large distributed systems, analysis methods such as subsystem
hazard analysis (SSHA) or system hazard analysis (SHA) can be used to supple-
ment and update the PHA. These techniques can be considered technology-
oriented analyses. The aim of SSHA is to go into hazards associated with one or
more subsystems in more detail (Vincoli 2006, p. 85). In automated mobile-
machinery applications, SSHA could be conducted for safety-critical subsystems
such as primary safety systems and tele-operation systems.

In this case, the PHA was carried out in the concept phase, with the hazard
identification, preparation of the PHL, and preliminary estimation of risks being
combined. The timing and outcome of the PHA suited the systems-engineering
process well. The PHA was limited in scope to a one-automatic-container-crane
block and covered all the main interfaces to manual machine operations associat-
ed with that block. Preliminary proposals for safety measures for various layers of
protection were discussed: system supplier's measures to safeguard and control
the automated area and requirements for the end user to take the measures nec-
essary in the surrounding infrastructure for the overall system to be operated and
maintained safely. The PHA results formed the baseline for system-safety re-
quirements and provided information to the system designers for system-
performance and system-design specifications. In that sense, the preliminary risk
analysis and the risk-estimation work in this case follow the approach described by
Roland and Moriarty (1983, p. 195).

In the system-safety literature, the stated purpose and objectives, along with
the guidelines for the timing of the OHA, vary. Vincoli (2006, p. 93) expresses the
purpose of OHA as being to identify all hazards in system operation that are in-
herently dangerous to personnel or involve human error that could be hazardous.
The OHA should also recommend risk-reduction alternatives for tasks or opera-
tions that are controlled by means of written procedures. According to Stephans
(2004, pp. 66, 82), OHA can be used to analyse hazards associated with the
maintenance and operation of the system. Special emphasise should be placed on
human factors, procedures, training, and the human—-machine interfaces. In a way,
these definitions already carry presumptions as to the information and documenta-
tion required, including that necessary for the successful execution of OHA. It is
commonly stated that operating hazard analysis (also called operating and support
hazard analysis, or O&SHA) should be done as early as possible in the design
phase (Stephenson 1991, p. 78; Vincoli 2006, p. 95). On the other hand, it is stated
also that OHA should be considered an important system-safety activity in the
system production phase, when system design is nearly completed and the opera-
tion and support procedures have been developed (Vincoli 2006, p. 95). Stephans
(2004, p. 82) indicates that the ideal timing for OHA is largely dependent on the
nature of the system in question. In some cases, updates to an existing production
system or facility might be involved, while in others a totally new system, including
prototyping and testing, is being developed. In the latter type of case, the OHA
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may be conducted late in the design phase and updated periodically throughout
system development and production.

Systems-engineering guidelines emphasise the role of human—-systems integra-
tion work (HSI) in systems engineering in complex industrial applications. It has
been said that HSI consists of the interdisciplinary technical and management
processes that integrates human considerations across all system elements. Hu-
man—systems integration is said to bring human-centred discipline and concerns
to the systems-engineering process iteration and improve the system design and
system performance in general (SE Handbook 2011, pp. 328-331). From the
overall systems-engineering standpoint, human—systems integration has quite a
wide scope, encompassing the following human-centric domains, among others:
manpower, personnel, training, human-factors engineering, operation environment,
safety and occupational health, habitability, and survivability (ibid., pp. 332-337).
All of these domains have their own specific analysis and assessment methods
and tools that could be utilised in the systems-engineering process and sys-
tem-analysis phases. The experiences and observations from this case and com-
ments from the system supplier's experts interviewed indicate that the OHA-type
analysis method implemented turned out to be a practical tool for integration of the
above-mentioned important human-systems-integration elements. Personnel
involved expressed that the analysis and assessment of system operations and
procedures with OHA supported the development of system-operation concepts,
safety requirements’ specification, evaluation of operation procedures, and pro-
posed safety measures related to them.

In this case, the risk estimation in OHA followed the same two-phase method
employed with OHA in Case 3. Firstly, risks were estimated before any safety
measures; then they were estimated with all proposed conceptual, applica-
tion-specific, and existing-site-specific safety measures taken into account. Alt-
hough the container-handling process and the machinery were well known to the
system supplier’'s experts, the operation and maintenance concepts in this case
were new. In fact, the operation and maintenance procedures were, in part, creat-
ed and defined in parallel with the risk-analysis work. For these reasons, difficul-
ties were faced in the first estimation of the factors affecting the probability of the
occurrence of harm: people’s exposure to the hazard, the occurrence of a hazard-
ous event, and the technical and human possibilities for avoiding or limiting the
harm (SFS EN ISO 12100:2010, p. 17). The risk estimation became even more
complicated with the estimation of the impact of the various safety measures, such
as technical means of safeguarding, warnings, instructions, and traffic rules, in
terms of the three main factors in the probability of the occurrence of harm.

The risk-estimation method implemented, using the 5 x 5 matrix and three risk
levels, led to discussion and confusion among the analysis teams, especially with
respect to the assignment of risk levels in the matrix. For many hazards, regard-
less of numerous risk-reduction measures on the part of the system supplier and
terminal operator, the risk level could not be reduced to ‘low’; it remained at ‘medi-
um’, especially in the case of the ‘multiple-fatality’ severity category. As was dis-
cussed above for case study 3, this can be considered a methodological issue
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associated with how the matrix is built. However, in the case of catastrophic
events causing multiple fatalities, the risk-estimation result remaining at medium
level should indicate that the risk evaluation ought to be raised to a higher level in
the system hierarchy, where the measures and safety solutions can be more ef-
fective. Risk evaluation in such cases should also lead to discussion and consid-
eration of how to minimise the number of people exposed in hazard zones. It is
quite obvious that, when several people are exposed to the hazards, the risk of
some of them being injured increases if something unexpected happens.

The practical experiences and observations of risk-estimation difficulties in this
case are in line with the conclusions Louis Anthony Cox, Jr. (2008), has come to
with respect to the utility of risk matrices in risk-management decision-making. He
claims that risk matrices do not necessarily support good risk-management deci-
sions or effective allocation of risk-reduction resources. According to Cox (ibid.),
risk-management decisions cannot be based in principle only on mapping of or-
dered category ratings of severity and probability factors to recommendations for
actions or priorities. Risk matrices should be used with caution. The reasoning and
judgement behind the risk level, just as much as the information related to each matrix
element, should be carefully explained for those interpreting the risk-estimation results
(ibid., p. 510). This reflects the approach that is emphasised in BS 18004 (2008),
according to which the ALARP (‘as low as reasonably practical’) safety-
engineering principle and cost-effectiveness analysis should be applied for risks of
between acceptable and unacceptable level, for finding appropriate and effective
safety solutions (ibid., pp. 84-85).

Vincoli (2006) has developed the risk-estimation matrix further for the sys-
tem-safety process by applying hazard severity categories and hazard probability
levels from MIL-STD-882D (2000) (see Figure 36). In that matrix, there are four
severity categories, five probability categories, and four risk levels. The probability
represents qualitative estimation of the likelihood of occurrence of harm caused by
an uncontrolled or uncorrected hazard relative to the lifetime of the item or system
in question. Risk levels are expressed thus: red denotes unacceptable risk
(changes must be made), orange is for undesirable risk (make changes if possi-
ble), yellow means ‘acceptable with management review’, and green stands for
‘acceptable without review’ (Vincoli 2006, pp. 14-16). The risk-classification prin-
ciple clearly directs the risk-evaluation decision-making and connects it to the
correct level of project management or company management.
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Severity

Catastrophic Critical Marginal Negligible

Probability | I m v

Frequent (A)

Probable (B)

Occational  (C)

Remote (D)

Improbable  (E)

Figure 36. Risk-estimation matrix modified from Vincoli (2006, p. 16).

One of the system supplier's experts who were interviewed for this case study
summarised the discussion of risk-estimation methodology by expressing that
standards and theoretical models need to be considered to be guidelines and tools
for supporting the company-specific risk-estimation and risk-evaluation method
development. The methods must be calibrated to match the internal and external
context of the company. He also referred to the ALARP approach and emphasised
that layers-of-protection thinking should be applied more extensively in sys-
tem-safety engineering and risk evaluation.

In this case, HAZOP studies were carried out in team meetings and the results
were recorded by means of a database application instead of in Word documents
or Excel sheets. The data-collection method and worksheet template were imple-
mented with MS Access database application. User experiences were described
as positive both by the researchers who used the tool and by the system supplier’s
expert who took part in HAZOP sessions. The database tool supported the sys-
tematics of HAZOP study, saved time, and brought the analysis data’s manage-
ment to a new, more practical and appropriate level. According to Dunjo et al.
(2010, p. 28), most HAZOP studies in the process industry are carried out by
expert teams and are subject to the availability of expertise, experience, and crea-
tivity. Knowledge should be gained from the experience of various parties, and
HAZOP structure for systems that represent equivalent technology could be
standardised. The HAZOP standard (IEC 61882:2001) should be improved and
updated to reflect the state of the art in the industry.

The idea of a database-based tool for HAZOP studies is not new or unique.
Knowledge-based HAZOP tools have been developed over the years to aid in or
even automate HAZOP analysis; however, many of them have been created to
support and automate process hazard analysis in production systems in the pro-
cess or chemical industry (Patkai 2006, p. 23; Dunjo et al. 2010, p. 26). Though
there are many commercially available documentation and data-management
tools designed specifically for HAZOP analysis, it seems difficult to find solutions
that are easy to use and tie in with the systems-engineering and system-design
tools and software and with hardware-development environments seen among
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mobile-machine manufacturers and their subcontractors. Informed in part by expe-
riences from this case, the system supplier has continued the development of
methods and database tools to support system-safety-information management from
safety-requirement specifications to test cases and functional safety validation.

The evolution of HAZOP methodology has been studied through a review of lit-
erature on HAZOP research and development in the process industry over the last
15 years (Dunjo et al. 2010). Three main areas of recent research interest were
identified: sharing of analysis experience, methods suitable for programmable
electronic systems, and expert systems for automating HAZOP studies. Results
from the process-industry sector emphasise also that research should be devoted
to such issues as human factors, for better identification of events caused by hu-
man error; deviations and hazardous scenarios created by programmable elec-
tronic systems, to enable support for functional safety engineering and evaluation
of levels of safety integrity; and standardisation and automation of HAZOP studies,
to allow application of the latest knowledge of process engineering, dynamic simu-
lation, and artificial intelligence (ibid., p. 28).

The future research needs expressed for risk-analysis methodology in this case
are consistent with the above-mentioned results from the process-industry sector.
The importance of systematic consideration of human factors and identification of
critical human errors in system operations were discussed in upper-system-level
analysis by means of OHA. Control-system design and testing methods that em-
ploy virtual-model-based testing, such as hardware-in-the-loop testing, can be
considered to be an application of automated HAZOP study wherein failure modes
are simulated or physically injected at the system interfaces and the system re-
spond is recorded and analysed automatically.

8.5 Conclusions

The objective of the case study was to evaluate the usefulness of the three-level
approach to risk assessment in relation to the systems-engineering approach and
the utility of PHA, OHA, and HAZOP methods in the complex automated car-
go-handling application in early parts of its life cycle.

From the analysis results, comments from the system supplier, and observa-
tions, it can be concluded that the three-level risk-assessment approach and the
risk-analysis methods met the objectives well, providing the project team with
applicable and systematically supported information for risk-conscious deci-
sion-making. One can also conclude that the risk analysis and risk evaluation
brought added value to the system-analysis stages of the supplier's sys-
tems-engineering process and aided in meeting application-specific system-safety
requirements and ensuring safe operation of the complex automated mobile-
machine application. The system supplier's experts interviewed stated that they
had not been notified of any reportable injuries associated with the automatic
stacking-crane system.
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The system supplier indicated that the three-level risk-assessment approach
and the analysis methodology were accepted by the end customer, which sug-
gests that the approach fits the automation projects using automated mobile work
machines in a container-terminal environment. The system supplier has even
noticed that the system-safety approach to analysis methodology and the related
documentation principles applied have trickled down to customer demands in the
container-handling automation system sector. In practice, the requirements related
to the system-safety approach can now be seen in invitations for tenders in this
branch of industry.

The PHA was carried out in the conceptual design phase, combining the haz-
ard identification, preparation of the preliminary hazard list, and preliminary esti-
mation of risks. The timing was appropriate for the system-development project,
and the outcome of the PHA and the preliminary risk estimation formed a baseline
for the hazard list and for preliminary safety requirements and conceptual solu-
tions for automatic stacking-crane applications.

The upper-system-level risk analysis of system operations and main system
functions was carried out with OHA and a two-phase risk-estimation procedure. It
can be concluded that they fulfilled the system-safety objectives set for that level
because the system supplier stated that they have adopted the OHA method and
developed a company-specific applications of it for new system-development
projects and for customer-application projects.

The HAZOP methods utilising function-level drawings and a new database tool
for data collection and documentation worked out well with respect to the automa-
tion platform and for safety-system-validation purposes. Systematic methodology
and support tools received positive feedback both from the system supplier’s ex-
perts and from researchers. The database tool added value to the HAZOP studies
by improving the systematics of the data collection, reporting, and reuse of the
data. The system supplier used the database tool for a baseline for further devel-
opment of the company’s functional safety requirement management toolkit and
for integration of the analysis data into other system-design tools. The analysis of
consequences of deviations in the HAZOP studies succeeded well in mul-
ti-technology analysis teams.

The case project made a valuable contribution to the development of the
three-level risk-assessment approach and to the risk-analysis methodology. In this
case, the focus was on risks related to the operation and maintenance of the sys-
tem of interest. The system supplier stated that the scope of the systems engi-
neering and risk analysis should be widened to encompass also system installa-
tion, building, and testing phases on-site. The work site is, in practice, a long-term
construction site and cannot be considered or analysed as a production system in
these parts of the life cycle. The system-level risk-management co-operation be-
comes all the more important in such large-scale machinery applications. System
safety is an issue of the project’s risk management, a matter of system-safety
engineering for the system of interest, and an issue involving the end user’s occu-
pational health and the on-site safety management.
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The risk-estimation methodology and the interpretation of the risk levels output in
the risk-estimation results should be developed so as to support the decision-making
in risk evaluation and trade studies better in requirement, functionality, and design
analyses in systems-engineering processes. Our risk-estimation method as utilised
in this case seems to lead to excessively high requirements as to performance
levels or safety integrity levels. The risk-estimation method should be tailored to
and calibrated for the machinery and system of interest, along with the internal
and external context of the company. Applications of the functional safety ap-
proach and of layers-of-protection thinking seem to have become de facto stand-
ards also in this branch of industry. The three-level risk-assessment approach and
analysis methods should be developed to support these common practices.

The results indicate that further research should be directed toward the im-
provement of system-safety-information management by such means as contin-
ued development of the database application utilised in the HAZOP studies. Fur-
ther research should also address the reliability and usefulness of the functional
safety design and evaluation criteria in complex machinery applications.
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9. Discussion

9.1 The usefulness of the three-level approach to risk
assessment

This chapter discusses the usefulness of the three-level approach to risk assess-
ment in light of the case studies’ results. This evaluation of usefulness can be
formulated as a question: Did the three-level approach to risk assessment support
the company in reaching their safety-engineering goals and solving the sys-
tem-safety problem? Utilising the case-study research method described above
and the case-study material available, the evaluation in this study considers the
benefits and impacts of the approach for the systems in question and for the com-
panies’ safety-engineering practices. Here, case-study results, experiences, com-
ments, and observations as to usefulness are summarised and discussed, case by
case. Possible similarities and differences between cases are discussed.

Case 1: The existing ore-transportation system

The objective of the risk-assessment work in Case 1 was to evaluate the safety of
an automated ore-transportation system and to assess its conformity to the Euro-
pean machinery-safety directive in force at the time. The target system was a
semi-automatic LHD machine application in an underground iron mine in northern
Sweden. This system was the first of its kind in production use. That the mining
company accepted the approach to risk assessment and the analysis methods
suggests that the approach suits the evaluation of automated mobile work ma-
chines in the mining industry. The mining company stated that the analysis and
assessment work gave them valuable information about the automation-related
risks and on the current status of the safety risks of the semi-automatic
ore-transportation system. The top-down approach to risk analysis at three levels
of the system supported the overall safety evaluation and conformity assessment
of the complex automated mining-machine application. The case-study results
confirm that, with the aid of system thinking, the traditional risk-analysis methods
PHA and HAZOP study were successfully directed at identification of new unfore-
seen hazards and hazardous events and of possible indirect effects causing haz-
ardous relations and consequences. System thinking supported risk evaluation
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and specification of improvement proposals for development of the safety func-
tionality at an appropriate level of the system hierarchy. The interview results
revealed that no automation-related accidents caused by the automated machin-
ery had been reported to the machine manufacturer at any point between comple-
tion of the risk-assessment assignment and the system’s decommissioning a few
years ago. It can be claimed that the approach to risk assessment at three levels,
no matter the recognised weaknesses in the analysis and assessment methods,
was appropriate and supported the safety evaluation and conformity assessment
of the semi-automatic LHD machine application.

Case 2: The ore-transportation-system concept

The system-safety work in Case 2 was designed to examine potential automa-
tion-related safety risks for the new automated mining-machinery concept and to
specify safety requirements for the system under development. The target system
concept included control of the autonomous LHD machines and dump trucks in
underground mine tunnels and all of the automation system elements in the con-
trol room. The PHA and HAZOP methods were utilised to cover the system con-
cept from overall system level down to the on-board control system level. Accord-
ing to the machine manufacture’s comments, the approach to risk assessment
added value to the automated ore-transportation system concept’s development
and system-verification work. The system designers indicated that the project was
a good learning process. Systematic analyses throughout the work on the automa-
tion-system concept helped us to understand subsystem operations, system func-
tions, and interrelations between subsystems. Also, reports and subsystem analy-
sis documents formed a good baseline for the technical construction file and con-
formity assessment of the system concept. The machine manufacturer stated that
most of the results were directly transferable to the mine-automation development
team for consideration in system-development work. The documented approach
and analysis methods were directly applicable in new research and development
projects and further automation-system analysis. It can be assumed that the ap-
proach applied at three levels of the system, supported the machine manufactur-
er's system-development and safety-engineering work, regardless of the recog-
nised weaknesses in the analysis and assessment methods used. According to
the machine manufacturer, no accidents associated with the relevant automated
ore-transportation systems had been reported to said manufacturer since the first
application entered use, about 10 years ago.

Case 3: The ore-transportation application

In Case 3, the objectives of the risk-assessment assignment were to identify and
analyse automation-related safety risks and case-specific safety factors in an
underground diamond mine in South Africa. The goal was to specify safety re-
quirements for the application and determine the necessary risk-reduction
measures for the application and allocate them. The automatic ore-transportation
system utilising autonomous dump trucks was unique, the first of its kind in the
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underground mining industry. The risk assessment at three system levels and the
analysis methods were accepted by the global mining company, which suggests
that the approach is a good match for automation projects related to automated
mobile work machines in the mining industry. According to the case-study results,
comments from industry partners, and observations, the three-level approach to
risk assessment, applying PHA, OHA, and HAZOP methods and qualitative
risk-estimation principles, was suitable and practicable in the customer project.
The top-down approach to risk assessment supported the system supplier's sys-
tems-engineering process in the automated mobile work-machine system. The
utilisation of PHA results for OHA and HAZOP studies and the precise descriptions
of hazardous events, deviations, and causes and consequences aided in the anal-
ysis work. The generic system-safety-engineering model created at NIOSH for the
mining industry recommends the use of these methods for safety-critical surface
or underground mining systems employing embedded and networked program-
mable electronics (Sammarco et al. 2001; Sammarco 2005b). According to the
mining company’s and system supplier's experiences and comments, the objec-
tives of the risk-assessment work were reached. Both the mining company and the
system supplier confirmed this opinion by reporting experiences of safe and effi-
cient operation of the system. The system supplier adopted the three-level ap-
proach to risk assessment and developed a company-specific application of it. The
overall system-safety work is being further developed to mesh better with the
functional safety engineering objectives. Application of a functional safety ap-
proach and LOPA thinking seem to now be de facto standards in the mining sec-
tor. The three-level approach to risk assessment and analysis methods should be
developed to support these common practices.

Case 4: The container-handling-system concept and its application

The approach to risk assessment was further developed and evaluated in the joint
research project in co-operation with the cargo-handling-equipment manufacturer
(the system supplier) in Case 4. The system supplier was developing an automatic
stacking-crane concept at the time. Later, that supplier delivered a custom-
er-specific application of the concept to a terminal operator in Germany. Co-
operation continued with the risk-assessment assignment related to the customer
application. The system supplier stated that the approach to risk assessment
utilising analysis methodology at three levels of the system was accepted by the
end customer, which points to the approach as suitable for automation projects
using automated mobile work machines in a container-terminal environment. The
system supplier noticed that the system-safety approach, analysis methods, and
documentation principles have been passed on to customer demands in automation
projects in the global container-terminal industry. It was noted that both application
of the functional safety approach and LOPA thinking seem to have begun becom-
ing de facto standards also in this sector of industry. According to the results of
Case study 4, comments from the system supplier, and the author’s observations,
the three-level approach to risk assessment and the risk-analysis methods fulfilled
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the objectives specified for the projects. The system supplier has adopted parts of
the approach and methodology and developed a company-specific application of it
for new system-development projects and for customer-application projects. The
top-down approach at three levels of a system provided applicable and systematic
reasoning for risk-conscious decision-making for the system concept’s develop-
ment and for the customer-application design. It can be claimed that the system-
safety work added value to the system-analysis phases of the supplier's systems-
engineering process and aided in defining of the application-specific system-safety
requirements and verifying of the safety-related functions. The system supplier
reported not having received any reports of reportable injuries related to the auto-
matic stacking-crane system.

9.2 The usefulness of the risk-analysis methods

This chapter discusses the usefulness of the three risk-analysis methods (PHA,
OHA, and HAZOP study) as utilised in the case projects. The basis for the evalua-
tion criteria in this study lies in the available case-study material and the case-
study research method employed. In this study, the evaluation involves consider-
ing benefits, possible limitations, and pros and cons of the methods in their in-
tended use in the relevant stage in the system life cycle in the case projects. The
discussion covers issues such as how the work proceeded, how much effort was
needed, how many and what kinds of hazards were identified, and how many
proposals were created.

Case-study results, experiences, comments, and observations related to the
hazard-identification and analysis methods are summarised and discussed for
each analysis method. Factors affecting the quality of the risk-analysis methods,
such as definition and limiting of the objectives; specification of the analysis method;
organisation of the analyses; their execution, and reporting on the analyses are
discussed not systematically but on the basis of experiences and observations,
when doing so is relevant. Also similarities and differences between the finding or
case specific issues in the results are discussed. No comparison of results be-
tween cases is conducted, because the cases were all unique and their objectives
were specified in line with the phase in the system life cycle that was relevant.

9.2.1 Discussion of the PHA method

In Case 1, PHA was applied for evaluation of the existing semi-automatic
ore-transportation system. The analysis team was composed primarily of experi-
enced mine operators and service workers. The company representatives had
experience of risk-analysis team work, job-safety analyses, and safety analyses of
work equipment and machines. Overall risk analysis of the target system had not
been carried out before. According to PHA-team comments and researchers’ ob-
servations, the method, using brainstorming and scenario-analysis techniques,
systematic job-safety analysis, and team-discussion technique, was practical and
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efficient for analysis of the operation situations and in identification of potential
hazards of the existing automated mobile machine system in the mine. The case
studies’ results support the view expressed by writers on system safety such as
Leveson (2003, pp. 7-8) and Vincoli (2006, pp. 37-38) that PHA is an applicable
method not only for new complex system concepts but also for such systems in
actual use. The results highlight that the scope of the PHA should have covered
automation-related work tasks on the machine too, such as troubleshooting of the
on-board control systems and maintenance of the on-board automation compo-
nents. Also, improvements for more systematic and unambiguous documentation
of the results were proposed for the PHA method.

In case 2, the main objective of the PHA in the conceptual design phase of the
automated ore-transportation system was to identify potential hazards and analyse
the possible consequences in the underground production environment. The
scope of the PHA was the full life cycle of an automated production area. The
analysis methodology was the same as in case 1. The PHA team’s members in
this case were the manufacturer's automation experts and system designers.
According to the industrial partners’ comments and the author’s observations, the
analysis method utilising brainstorming sessions and team discussions was easy
to learn and suitable for hazard identification and analysis for an automated mobile
work-machine system in its conceptual design phase. This result supports general
system-safety guidelines according to which PHA is especially usefull in the con-
cept-design phase (Vincoli 2006; Stephenson 1991; Roland and Moriarty 1983).
This result is also in line with the generic system-safety reference model devel-
oped for the mining industry, which implies the utility of PHA in early phases of the
system life cycle (Sammarco et al. 2001; Sammarco 2005b). According to this
case study, precision in the descriptions (of hazards, causes, and consequences)
on analysis worksheets and in the reports is important and affects the reliability of
the analysis results. The levels of consequences should be determined accurately,
and separation of personal-safety effects from other consequences, such as phys-
ical damage or production loss, is essential for the risk estimation and evaluation.

Case 3 was a customer-application project. The objectives of the PHA in this
case were to identify hazards and hazardous events of the autonomous
ore-transportation system in the customer-specific environment on a new produc-
tion level in the underground mine. The practical work method in this case differed
from the traditional analysis-team sessions described in standards and in system-
safety literature. Researchers prepared the analyses, and the draft results were
distributed within the project team and discussed in review meetings with mine-
safety experts, system designers, and automation experts. Conducting the PHA in
stages and synthesising researchers’ preparation work with the expert group’s
review meetings worked out well and effectively in this hectic international and
multicultural customer-project context. Clear delineation between personal-safety
consequences and consequences such as physical damage or production loss
clarified the hazard identification and aided in risks’ estimation and evaluation. The
results of this case study confirm our view of the importance of consideration and
analysis of human factors with a wider scope and in a more extensive way in such

157



complex automated mobile work-machine system applications. The documenta-
tion of the hazardous events identified should be made more specific in PHA, to
improve analysis reliability, traceability of the safety requirements, and linking of
the safety measures to the correct risks in the risk-evaluation process. This would
entail not more work effort but more systematic documentation practices.

In Case 4, the PHA was carried out in the conceptual design phase for the
complex automated cargo-handling application. The PHA combined the hazards’
identification, preparation of the preliminary hazard list, and preliminary estimation
of the risks. Automation experts from the system supplier and researchers with
VTT formed the PHA team. The PHA method, utilising brainstorming sessions for
hazard identification and creation of accident scenarios in combination with team
discussions for specifying causes and consequences, worked out well. The timing
of PHA was fitting for the system-development project and the outcome of PHA
and formed a baseline for the hazard list for automatic stacking-crane applications.
The PHA results were utilised in specification of system-safety requirements in the
conceptual design phase. The hazards identified in the conceptual design phase
and the conceptual safety solutions were used later as a baseline in custom-
er-site-specific OHA. In this case, PHA was focused on risks associated with the
operation and maintenance of the system of interest. The system supplier stated
that the scope of the risk analysis in a terminal context should be broadened to
cover also system installation, building, and testing phases on the site. The
risk-analysis results from these phases could be then utilised also for the entire
project’s risk management and for the end user’s on-site occupational health and
safety management.

9.2.2 Discussion of the OHA method

We carried out operation-hazard analysis for the first time in case 3 in this re-
search. The upper-system-level HAZOP study method applied in cases 1 and 2
was replaced with OHA. The objective in OHA with respect to the hazard identifi-
cation was to identify potential hazards and hazardous events in the system’s
operation procedures in the selected phase in the system life cycle in terms of
both human error and technical failures. The analysis was carried out by means of
the OHA application developed specifically for the automated mobile work-
machine systems (Tiusanen et al. 2005). It was based on methodology guidelines
in the system-safety literature (Stephans 2004; Stephenson 1991; Roland and
Moriarty 1983). Special focus was put on the communication between the system
operators and service personnel, interactions between system operators and the
automation system interface, and execution of manual or remotely performed
tasks. The work method in the OHA followed the procedure used in this case’s
PHA. Researchers prepared the analyses, and the draft results were distributed
within the project team and discussed at review meetings with the system design-
ers and automation experts. Keeping personal-safety consequences and other
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consequences (e.g., damage to materials or production losses) separate clarified
the hazard identification and risk estimation also in OHA.

According to the results of Case study 3, the OHA, in the form in which it was
carried out in this case, seems to be suitable and practicable in automated mobile
work-machine customer-application projects in the mining industry and supports
the system supplier's systems-engineering process. The results of this industry
case study confirm the present author’s view as to the importance of consideration
and analysis of human factors with a wider scope and more extensively in such
complex automated mobile work-machine-system applications. Comparing OHA
with HAZOP study for upper-system-level risk analysis aimed at analysis of system
operations, one finds that OHA provides support for the creation of new views of
operation situations and human factors. The approach of HAZOP study is limited
to the designed, intended use of the system, and in this sense OHA is a PHA-type
hazard-identification and analysis method (Roland and Moriarty 1983, p. 210). It
seems that the analysis of operator errors should be broadened to cover the fac-
tors related to the operation situations, operation environment, and factors ena-
bling and supporting the intended, correct, and safe operation. Leveson (2011b)
proposes that the analysis of humans’ role in accidents should be focused not on
human error or violation of rules but on the mechanisms generating the relevant
behaviour in the dynamic operation context. Traditional task analysis could be
replaced with cognitive work analysis or cognitive task analysis (ibid., p. 46).

In Case 4, OHA was carried out concurrently with the system-specification and
system-design work for the automatic-stacking-crane-system customer application.
The objective of the OHA in this case was to identify automation-related hazard-
ous events in system operations and maintenance procedures. The hazardous
events, their causes, and the consequences were identified by means of brain-
storming and team-discussion techniques. The analysis team was composed of
automation designers, system designers, and researchers. Use-case descriptions
covering various human—human and human—technology interactions were defined
for the specified system operations in OHA. The OHA report including worksheets
was considered a useful and practicable work document, describing the system
operations and functions at such a level that all system designers, with diverse
technological backgrounds, can take part in the analysis and discussion. The OHA
report turned out to be good work document also in project meetings with the
customer. OHA report was discussed and updated in collaboration with the cus-
tomer as the system design progressed. The results of this case study support the
commonly expressed view that OHA should be done as early as possible in the
design phase (Stephenson 1991; Vincoli 2006). It can be claimed that the OHA
met the system-safety objectives set for the level in question, because the system
supplier reported having adopted the OHA method and developed tailored applications
of it for new system-development projects and for customer-application projects.
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9.2.3 Discussion of the HAZOP method

The upper-system-level HAZOP study in case 1 focused on analysis of existing
system operations, looking at both possible system-operator errors and the possi-
ble technical problems. The HAZOP team, made up of experts from the mining
company, the machine manufacturer, and subsystem suppliers, had six one-day
analysis meetings in Sweden. Although a HAZOP method in line with IEC 61882
(2001) was new for all industry members of the team, it can be claimed that the
HAZOP method using team discussions and supported by system architecture
drawings worked out well in the upper-system-level analysis of deviations in sub-
system interfaces. The results are in line with those reported by Redmill et al.
(1999). The HAZOP technique can be applied to operational systems just as well
as system designs. It involves a structured team-work-based technique that is
effective for exploring interactions between parts of a system (ibid., pp. 24-25).
Because there were several analysis teams, with insufficient co-ordination among
them, the PHA results were not utilised systematically in the HAZOP study. While
that led to additional work, the analyses’ overlap brought new views to the safety
evaluation.

The objective of the lower-system-level HAZOP study in case 1 was to identify
and assess safety-related deviations in the automated LHD on-board control functions
in use. A HAZOP team composed of experts from the mining company, machine
manufacturer, and on-board subsystem suppliers had four one-day analysis meet-
ings in Sweden and four half-day tele-meetings. The HAZOP study conducted
according to IEC 61882 (2001) did fit well in the analysis of functionality deviations
of the on-board machine-control system. According to the mining company, the
HAZOP studies put experts with all interested parties in the automation-
development project in touch and led them to discuss potential problems and
devise possible solutions and improvements. The mining company also pointed
out that the proposed corrective actions and proposals for improvement specified
in the project were valuable and that many of them were realised in the sys-
tem-development project in co-operation with the machine manufacturer and sub-
system suppliers. The new innovative function-level drawing concept turned out to
be essential to efficient performance of the analysis. The traditional worksheet
document turned out to be laborious to create and maintain. The overall results
emphasised that clear and adequate description of the analysis findings, hazards,
causes and consequences, and assessment results is especially vital in such a
complex automation application system, wherein the information is shared with
several partners and specialists in many fields of technology.

In Case 2, the upper-system-level HAZOP study was carried out in the concep-
tual design phase of the autonomous ore-transportation system. The objective in
this HAZOP work was to ensure that possible deviations (human error or technical
problems) in the designed system operations and in the main system functions
could not create safety risks in the automated production area. The HAZOP team,
composed of automation experts and researchers, had seven full-day meetings.
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The system architecture drawings applied in this case turned out to be essential
for integration of all function-specific information into one document and for shar-
ing of information within the analysis team. A HAZOP method following IEC 61882
(ibid.) was new to all industry members of the team, but the automation expert
learned the method easily in the first couple of analysis sessions. Given the case-
study results, one can claim that the HAZOP method following standard procedure
and also the team discussions supported by system architecture drawings worked
out well in the analysis of operation-time human error and deviations in subsystem
interfaces. The results support those described by Redmill et al. (1999). The
HAZOP approach is applicable in analysis of new systems and novel technologies
and for exploring interactions between subsystems (ibid., pp. 24—-25). These re-
sults also support the generic system-safety reference model developed for the
mining industry, which suggests using HAZOP studies early in system design for
the identification of possible hazardous events (Sammarco et al. 2001, p. 5; Sam-
marco 2005b, p. 20).

The aim of the lower-system-level HAZOP study in case 2 was to identify pos-
sible functionality deviations in CAN-bus-based on-board control systems and
analyse the effects on machine operation in both automatic and manual operation.
The HAZOP team was composed of automation experts with the machine manu-
facturer, control-system experts with the subcontractor, and researchers. A meth-
odological problem was faced early in the HAZOP study of the on-board control
system. Analysis at signal level turned out to be too laborious for the purpose at
hand and for the resources available for the analysis. The study was performed at
function level instead; while better coverage could have been achieved via appli-
cation of both signal- and function-based studies, only one of the two could be
selected in practice. A HAZOP method following IEC 61882 (2001) was new for all
industry members of the team, but the analysis method in this case too turned out
to be applicable and efficient once it had been adapted to the case’s purpose and
practised in the first few analysis sessions. Some methodological weaknesses and
inaccuracies were recognised during the study sessions, along with documenta-
tion shortcomings. The definitions of the analysis levels, hazards, deviations, and
causes and consequences should be clear. Personal-safety and other conse-
quences (such as physical damage or production losses) should be separated.
Since the systematic identification and analysis of deviations is laborious, the
study sessions should be handled such that the right resources and the expertise
needed in each particular session are present. Optimal use of the limited expert
resources is important and improves the motivation for the work. According to
Case study 2’s results, the HAZOP studies highlighted many important system
characteristics, system features, and improvement possibilities beyond the safe-
ty-related realm. These were used for improvements to the functionality, usability,
and reliability of the system. It was also pointed out that most of the results were
directly transferable to the mine-automation development team to be considered in
the system-development work.

In Case 3, the aim of the HAZOP study was to identify safety-critical deviations
of the safety system in its system-design phase. After identification and analysis of
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deviations, done by researchers, the analysis results were reviewed in three meet-
ings by the system designers from the safety-system supplier and an automation
expert from the system supplier. The operation procedures under study took the
form of a simplified written use-case description wherein the operator’'s actions
and safety system’s responses are listed in chronological order. The integration of
researchers’ preparation efforts and expert-group review meetings functioned well
and was effective in the networked-customer-project context. Detailed use-case
descriptions that included the preconditions for the operation situation and the
intended dialogue in the human-system interface helped to make the analysis
more systematic. It also aided in more precise specification of the deviations,
causes, and consequences, which was rendered essential by the complexity of
the entire automation system and the sheer number of operation modes and oper-
ation situations. The innovative way of utilising a laptop-based safety-system
simulator in HAZOP study sessions turned out to be profitable both for verifying
the analysis findings and for allowing immediate testing and evaluation of pro-
posed modifications and improvements to the safety-system software.

The aim of the HAZOP study in Case 4 was to verify the safety-system design
against the specified functional safety requirements. The HAZOP work was carried
out in the system-design phase of the new automatic stacking-crane system by a
team composed of automation and electrical experts, system designers, and re-
searchers. A HAZOP method in line with IEC 61882 (ibid.) was familiar to the
team’s industry members on account of the earlier studies related to the system of
interest. The recording of results employed a data-collection worksheet imple-
mented with the MS Access relational database application. The HAZOP study
sessions were utilised not only for the risk analysis but also in design and evalua-
tion of the safety system under study. The study sessions formed a forum for the
team’s discussion and internal sharing of information on safety-system functions
and features. The team reviewed changes made in the design, and they discussed
and evaluated alternative operation and functionality solutions. The HAZOP meth-
od using function-level drawings and a new database tool for data collection and
documentation worked well for safety-system-validation purposes.

The database tool added value to the HAZOP studies by improving the sys-
tematics of the data collection, reporting, and reuse of the data. The systematic
methods and supporting tools received positive feedback both from the system
supplier's experts and from researchers. The system supplier utilised the database
tool as a foundation for further development of a functional safety requirement
management toolkit for its own use and for integration of analysis data into other
system-design tools. The results indicate that further research should be devoted
to the improvement of system-safety-information management through, for example,
continued development of the database application.
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9.3 Risk estimation and risk evaluation

This section of the chapter discusses the case-study results related to the
risk-estimation and risk-evaluation methods utilised in the case projects. Imple-
mentation of the methods and practices, experiences from the industry, and ob-
servations are summarised and discussed case by case.

9.3.1 Case 1: The existing ore-transportation system

The risk-estimation method in the first case was a simplified modification of the
method presented in the risk-assessment standard EN 1050 as valid at the time of
the study (1996). Risk estimation was done with a 3 x 3 matrix. Estimation was
performed once with assumption of the situation in the absence of any protective
measures. Risk level was categorised at three levels for prioritisation of the nec-
essary actions for reduction of the risks to an acceptable level. Practical experi-
ences and comments from case 1 showed that risk estimation using three catego-
ries for probability of the occurrence of harm and for severity was simple and gen-
eral enough for qualitative expert estimation at overall system level to yield
risk-prioritisation input to the risk-evaluation process. It was observed that the
method’s simplicity and variation in the category definitions caused lack of clarity
and led to differences in interpretations, thereby decreasing the reliability and
quality of the analysis results. It was not clear which probability the PHA team was
estimating, the probability of occurrence of harm or the probability of a hazardous
event. In the HAZOP teams, the same confusion arose with respect to the proba-
bility of a dangerous deviation (dangerous failure) or of any given deviation occurring
in general. The definitions for severity and probability categories should have been
specified clearly and been the same in all analyses, for the results to be comparable.
The simple multiplication of severity by probability obscured the significance of the
severity factor and made it difficult to evaluate the risk.

In this case the preliminary risk evaluation was carried out in the PHA and
HAZOP meetings. The analysis groups evaluated the risks also and discussed the
needs and possibilities for risk reduction. The industry experts discussed the pro-
posed actions and assigned them to the corresponding stakeholders associated
with the semi-automatic ore-transportation system context — i.e., to the relevant
parties responsible for the development, operation, and maintenance of the sys-
tem in the mine. Proposals were created in line with the three-step risk-reduction
principle that was presented in the Machinery Directive, Directive 98/37/EC (1998),
and in the basic machinery safety-design standard of the day, EN 292-2 (1995).
The same required procedure, ‘the principles of safety integration’, exists, with the
same content, in the present Machinery Directive (Directive 2006/42/EC 2006) and
in the risk-assessment and risk-reduction guidelines applied today for machinery
(SFS EN ISO 12100:2010). The evaluation results were then conveyed to the
project-management and mine-management teams for further evaluation. Accord-
ing to the case-study results, this procedure for risk estimation and risk evaluation
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worked out well. The mining company stated after the risk-assessment project that
the results of the project clarified the main areas in which the system improve-
ments need to be focused to ensure safety of the system and conformity with the
Machinery Directive’s essential health and safety requirements.

9.3.2 Case 2: The ore-transportation-system concept

The risk-estimation method in Case 2 was the same as that in Case 1. The expe-
rience and observations confirmed the same problems related to the simple three-
category method and the documentation practice applied at the time of the project.
Another issue that created confusion in the risk estimation was that of the person-
al-safety consequences and other consequences (physical damage, production
loss, impact on the operating environment, etc.) not being clearly separated in the
PHA or HAZOP documentation. Risk estimation assuming a situation without any
protective measures supported the safety engineering and risk evaluation in the
early system-design phases, but risk estimation should have been performed and
documented also after the planned safety measures and proposed further
measures were specified, to support the risk-reduction process.

In Case 2, the preliminary risk evaluation was carried out at the PHA and
HAZOP meetings. The system designers and automation experts discussed the
possibilities for risk reduction from the machine manufacturer’s point of view. The
main objective in the risk-assessment and risk-reduction processes in this case
was to create a safety-requirement specification for the primary and independent
safeguarding system that isolates the automated area and functional safety re-
quirements for the safety-critical functions that were identified in the automated
mobile work-machine concept. It was noticed during the meetings that application
of the three-step risk-reduction principle was proving hard to manage in the case
of the complex machinery-automation system. Deficiencies in the risk-analysis
methods applied at the time caused problems near the end of the risk-assessment
process. It was difficult to perceive and decide upon the appropriate level of the
safety measures. Allocation of risk-reduction measures to inherent system func-
tions, functions related to on-board safety, safety instructions, warnings, and sys-
tem-operation development were new issues for the system designers. The results
clearly reflect the new challenges in such complex machinery concepts’ definition
and requirement specification. On the other hand, the results emphasise the im-
portance of a systematic approach to risk assessment with operational and func-
tional analysis perspectives that bring these aspects out.

9.3.3 Case 3: The ore-transportation application

In case 3, the researchers performed the preliminary risk estimation and risk eval-
uation in the PHA. In the HAZOP study and in the OHA, the results were reviewed
by the industrial expert group. Risks were estimated by means of a 5 x 5 matrix,
and estimation was done in two stages: assuming no safety measures and con-
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sidering the existing, planned, and proposed safety measures. That is, firstly, the
severity of consequences and the likelihood of harm were estimated in terms of
the automated system and its environment without any specific risk-reduction
measures. Secondly, the risk-reduction measures designed and created in the
system concept by the system supplier were recorded. Needs for additional
site- and application-specific risk-reduction measures were examined and pro-
posed in light of both system supplier's actions and mining company’s actions.
Effects on personal safety and possible effects on machinery or production-area
infrastructure were analysed separately. Current risk-assessment standards SFS
EN ISO 12100 (2010, p. 17) and IEC ISO 31010 (2009, p. 85) support this proce-
dure of assessing individual consequences of the same hazard separately.

Five categories for the probability of harm and the severity of the consequences
were used in the risk estimation. Three risk levels (high, medium, and low) were
used for risks’ ranking. The probability of occurrence of harm was mixed with the
probability of hazardous events than can cause harm. The estimation of the prob-
ability of occurrence of harm or physical damage was supported by written de-
scriptions of the probability categories; the categories were specified with the
system supplier. The IEC 1SO 31010 (ibid., p. 83) and BS 18004 (2008, pp. 78—
79) standards emphasise that when descriptive categories are used in assess-
ment of severity or likelihood of harm, they should be clearly defined. MIL-STD-
882D (2000, p. 18) proposes that the probability of an occurrence of harm or phys-
ical damage during the planned life expectancy of the system can be described in
terms of potential occurrences per unit time, events, population, items or activity.

The risk evaluation took into account the existing safety measures and safety
functions specified for the automated ore-transportation system concept, then
considered the needs for mine-specific and machinery-system-specific safety
measures. The three-step risk-reduction principle was adopted from then-current
machinery safety standard EN 292-1 (1995), which has been replaced with SFS
EN ISO 12100 (2010). This procedure was amended, however, with ideas from
the system-safety precedence sequence described by Stephenson (1991, p. 11)
and by Roland and Moriarty (1983, p. 39). The main difficulty was in the estimation
of the impact of the various measures on the three main factors in the probability
of the occurrence of harm as described in SFS EN ISO 12100 (2010, p. 17): ‘the
exposure of person(s) to the hazard’, ‘the occurrence of a hazardous event’, and
‘the technical and human possibilities to avoid or limit the harm’.

Our case-study results and experiences seem to indicate that the changes
made to the approach to risk-assessment and analysis methods took the methods
in the right direction from the previous cases. Probability estimation using five
categories and application-specific written descriptions turned out to be practical in
this unique automation application. The risk-assessment results showed that some
risks remained at ‘medium’ level after the proposed safety measures, and a specific
methodological problem was recognised with severity category 1 (for multi-fatality
incidents): even though the probability of the occurrence of harm could be reduced
to ‘very unlikely’ (harm can occur only if several errors or failures occur at the

165



same time), the risk remains ‘medium’. This caused confusion later in the risk-
evaluation process.

The case-study results emphasise that the interpretation and explanation of the
implications of the final risk-level results should be developed such that they give
better support to the decision-making in risk evaluation and trade studies in re-
quirement, functional, and design analyses in systems-engineering processes.
The decision-makers must understand what the results mean. Site-specific infor-
mation should be used as much as possible in risk analyses, risk estimation, and
risk evaluation, to enable appropriate reasoning based on the actual work-site
conditions, practices, and limitations. Insufficient information can lead to conflation of
concepts, as in probability estimates for ‘hazardous event’ and ‘occurrence of harm’.

These results indicate that in some cases the risk evaluation should be raised
to a higher level in the system hierarchy, where the measures and safety solutions
can be more effective. This links the system-safety-engineering efforts to the sys-
tems-engineering process (ISO IEC 26702 2007) and system-hierarchy model
called ‘system-of-systems’ (SE handbook 2011, p. 11). The overall ma-
chine-automation application can be considered the system of interest, in which
system elements produce safety-engineering problems that cannot be solved by
the individual systems alone. This approach is emphasised also in BS 18004
(2008). Risk levels between ‘acceptable’ and ‘unacceptable’ should lead to em-
ployment of the ALARP safety-engineering principle and cost-effectiveness analy-
sis for finding of appropriate and effective safety solutions (ibid., pp. 84-85).

9.3.4 Case 4: The container-handling-system concept and its application

In Case 4, the risk-estimation method was the same as that used in case 3, utilis-
ing two phases and separate estimation of personal and other effects. Five cate-
gories for probability of harm and severity of the consequences were used and
three risk levels. The probability categories were specified together with the sys-
tem supplier. The case-study results, the output of the risk-estimation method, and
the interpretation of the risk-estimation results indicate that the levels should be
developed for better support of the decision-making in risk evaluation and trade
studies in requirement, functional, and design analyses in systems-engineering
processes. The methodological problem with severity category 1 that was dis-
cussed above for case 3 was recognised in this case. The system supplier stated
that standards need to be considered to be guidelines and tools to support the
company-specific risk-estimation and risk-evaluation methods’ development. A
simple improvement in the documentation was developed for this case. Colour
codes (‘traffic lights’) were used to highlight the risk level (high, medium, or low) in
the OHA documentation. These were considered more informative than numeric
values taken from the matrix elements. They also aided in recognition of the difference
and change between estimated risk levels before and after safety measures.

Vincoli (2006) has enhanced risk-estimation matrices for the system-
safety-related process by applying hazard-severity categories and hazard-
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probability levels from MIL-STD-882D (2000). The method uses four severity cat-
egories, five probability categories, and four risk levels. The principle for classifica-
tion of the risk level in this model is an attempt to direct the decision-making in the
risk-evaluation process to the correct level in project management or company
management Vincoli (2006, pp. 14—16). Cox (2008) has examined risk matrices
supporting decision-making in the risk-management process and discusses the
limitations and problems associated with the use of risk matrices in risk manage-
ment. Although recommended in international risk-management standards, risk
matrices should be used with caution. Four types of problems linked to risk matri-
ces have been identified: poor resolution, errors, sub-optimal resource allocation,
and ambiguous inputs and outputs. Risk-management decisions cannot be based
only on rating of risks’ frequency and severity factors. The judgement inherent in
risk ranking should be carefully explained (ibid., p. 510).

The practical experiences of risk assessment in this case support Cox’s con-
clusion that, for optimal resource allocation in risk management, other factors and
quantitative information should be considered, among them the cost of various
safety measures, the risk reduction achieved, budget constraints, and interactions
between risks and safety measures (ibid.). The risk-estimation methods and the
interpretation of risk estimates (risk levels) should be developed so as to provide
better support for the decision-making in risk evaluation and trade studies in re-
quirement, functional, and design analyses in systems-engineering processes.
The risk-estimation method as utilised in this case seems to lead to excessively
high requirements for performance levels or safety integrity levels. According to
the results of the case studies, the risk-estimation method should be tailored and
calibrated to suit the machinery and the system of interest, and it should match the
internal and external context of the company.

9.4 Other findings

Some noteworthy and interesting findings emerged during the case-study re-
search: These were related to allocation of risk-reduction measures in complex
machinery applications; identification, analysis, and evaluation of human factors; the
scope and coverage of risk analyses in relation to relevant stages in the system life
cycle; and analysis and management of system-availability and system-reliability
issues identified in the risk-analysis sessions. These issues were not emphasised
in the case-study research but do have implications for the development and fur-
ther use of the approach taken to risk assessment and to risk-analysis methods in
this context.

The findings in Case studies 1, 3, and 4 support the tendency toward integra-
tion of system-safety management efforts into the overall systems-engineering
process and overall production-system and environment development efforts. The
results showed that mining-automation applications and automated contain-
er-handling applications are unique and that safety solutions in such contexts
depend greatly on the operation and maintenance concepts and on operating
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environment. The findings also point out the importance of LOPA principles in risk
reduction for automated mobile work-machine systems. These findings also high-
light the necessity of integrating risk-evaluation and risk-reduction perspectives
systematically into the overall systems-engineering decision-making. The results
are in line with findings described in the literature according to which safety prob-
lems in complex socio-technical systems cannot be solved by technical means
alone. Safe operation and maintenance relies strongly on operators’ and other
stakeholders’ risk-conscious behaviour and decision-making just as much as on
work conditions that support and enable safe work methods (Vincoli 2006, pp. 12,
37-43; Leveson 2011b, pp. 75-83).

The results of case studies 1, 3, and 4 confirm the importance of the considera-
tion and analysis of human factors in complex systems. Analysis results showed
that situations can arise in normal operation of the automated mobile work-
machine systems wherein system safety assurance relies almost entirely on hu-
man actions. This indicates that, regardless of all intelligent technical features and
functions, the system operators, service workers, and all personnel working in the
automated production area have an important role in ensuring safety and health
by following the safety instructions and procedures. The analysis of human factors
should be widened from operator errors to cover also the factors related to system
implementation; operation and maintenance; operating environment; and elements
enabling or preventing correct, intended, and safe operation (Leveson 2011b, p. 46).

In Cases 3 and 4, which were customer-application projects, the risk assess-
ment covered mainly the operation and maintenance phase of the system life
cycle. Such large-scale customer-specific machinery applications are constructed,
integrated, and tested for the first time as a whole on the final operating site. This
is in stark contrast to individual manual or automated machine applications, which
are built and tested in the factory. It was found that the scope of system-safety
activities should be extended to cover also on-site system installation, building,
and testing phases. The work site at a mine or a container terminal is, in practice,
a construction-work site for a long time and cannot be considered or analysed as a
final production system in these stages. This emphasises the need for sys-
tem-level risk-management co-operation in such large-scale machinery applica-
tions. System-safety issues are, in addition to the safety engineering of the system
of interest, related to the overall investment project’s risk management and an
issue of the end user’s occupational health and safety management on the site.

The results of case 1 show that the analysis of maintenance tasks in the auto-
mated production area should have covered better the work done beside the ma-
chines. Troubleshooting of the on-board control system and maintenance of the
on-board automation components are new automation-related maintenance work
tasks partly done on top of the machine. They may require co-operation between
the maintenance staff at the machines and operators in the control room, and they
have potential to bring new safety risks, such as a risk of falling down, of burning,
or of unexpected machine movements. In this case, system troubleshooting and
daily maintenance issues were covered in the PHA pertaining to the whole under-
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ground production area. Actions in system-fault situations were touched upon from
the operator point of view in the HAZOP study of system operations.

Systematic analysis of system operations and system functions via PHA, OHA,
and HAZOP studies in all cases studied elicited a great deal of information that
was not directly related to safety but did have links to system availability, system
usability, or system reliability. According to the interview results, system analysis
for reliability-engineering and safety-engineering purposes is typically carried out
separately in the mobile-work-machine-manufacturing industry. Also, interviewees
told us that the information exchange between these two engineering groups could
have been more systematic. Valuable information for system-availability develop-
ment can be lost even very early in the system life cycle if not passed on for sys-
tem-analysis input in the systems-engineering process. These findings are in line
with the results of recent studies of system availability and of system-reliability
issues in complex mobile machinery in early stages of design. According to Jan-
nes (2011, p. 58), mobile-work-machine manufacturers consider it important to
develop system safety and system availability such that they are mutually support-
ive. Ahonen et al. (2012, pp. 40-43) state that in R&D projects intended for devel-
opment of applications of entirely new technology, it is essential to carry out over-
all system-level availability-related risk analysis in the conceptual design phase.
The availability-risk assessment in the conceptual phase should be based on
system functions, not on system architecture or system components.

Applying a bottom-up analysis method in reliability engineering later in the life
cycle may not bring out these issues, because the objectives and analysis method
are not aligned with each other. Some development ideas were expressed by the
experts interviewed: A reliability-engineering expert could join the system-safety
working group and supplement their work at PHA, OHA, or HAZOP meetings.
Another approach might be to increase safety engineers’ reliability-engineering
knowledge so that they have skills in identifying reliability issues for further analy-
sis and evaluation. To allow systematic utilisation of this valuable information, the
companies could establish and maintain an overall RAMS management process
that brings system-availability and system-safety information together. Railways’
safety-critical systems are among the contexts in which RAMS management pro-
grammes have been developed and standardised (EN 50126-1:1999).

Management of the vast quantities of risk-assessment information and documenta-
tion is one challenge presented by such large and complicated machinery-automation
applications. To improve the work practices’ efficiency, it should be made easy to
modify and reuse previous risk-analysis templates and documents. Linkage to
previous higher-level analysis and assessment results to the new lower-level anal-
ysis worksheets and documents and, finally, linking of the results to the essential
safety and health requirements should also be supported by the data-
management system. In this study, the experiences of the use of a database tool
for the collection and management of risk-assessment results were promising in
this connection, as were related comments. The database tool, developed concur-
rently with case project 4, was tested in the HAZOP studies. This researcher’s
experiences and observations were primarily positive: the database supports
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efforts to form a systematic and traceable chain of evidence from overall safety-
requirement specifications down to detailed requirements for safety functions.
Many improvement proposals were created not only for risk-assessment docu-
mentation but also for the concept of database-centric information management in
systems engineering in general.
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10. Evaluation of the study

The research and development work and testing of the approach and the methods
have been done in close co-operation with globally operating working-machine
manufacturers in Finland, their international subcontractors, and their customers
and system end users. In practice, the research work started in 2000 and is ongo-
ing. Research and development of the approach to risk assessment for automated
mobile work-machine systems has been carried out in several jointly funded re-
search projects in Finland and in confidential contract research assignments in
Finland and other countries over this long span of time. This has presented its own
challenges to the research work, including issues such as international co-
operation and communication, confidentiality, and continuity and scientific validity
of the research. On the other hand, all these challenges, the real needs and prac-
tical safety-engineering problems in co-operating companies, and the open and
constructive attitude among research teams at VTT and in the companies’ project
teams have kept the author’s motivation high over the years.

The research work followed a constructive research approach, and the
case-study research was qualitative in nature. Evaluation of scientific research
typically includes assessment of the validity and reliability of the research and
evaluations of its practical and scientific contribution. Validity refers to whether the
research truly measures what it was intended to measure or how ‘truthful’ the
research results are (Golafshani 2003, p. 599). Because of the innovative prob-
lem-solving nature of constructive research, its scientific validity should be evalu-
ated on the basis of the novelty and relevance of the results (Kasanen et al. 1991,
p. 305; Olkkonen 1993, p. 76; Lukka 2000, p. 122; Oyegoke 2011, p. 579). Ac-
cording to Eskola and Suoranta (2005, p. 219), relevance of a piece of research
refers to the practical usefulness and the general importance of the research results.
In this study, the novelty and general importance are evaluated in view of the trends
in automation development for mobile machinery applications, current research in
this field, and development of the relevant international safety-engineering guide-
lines and standards. The practical contribution of the study is evaluated in terms of
the usefulness of the three-level approach to risk assessment and of the case
projects’ results within the co-operating companies and in automated mobile ma-
chinery applications more generally.
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The case-study research method applied in this study is based on qualitative
analysis and evaluation of the findings. Nahid Golafshani (2003, p. 601) states that
the most important evaluation criterion for any qualitative study is its quality. Sten-
backa (2001, p. 555) states that quality evaluation in qualitative research should
examine the validity, generalizability, and carefulness of the research. According
to Stenbacka (ibid., p. 552), reliability in quantitative research pertains to the
measurement method'’s ability to produce the same research result time after time
and the results should be independent of the researcher. In that sense, reliability
has no relevance in the evaluation of qualitative research, because it is not possi-
ble to separate the researcher and the research method. On the other hand, Yin
(2009) states that reliability is one of the common validity tests used widely in
case-study research. Reliability in the context of case-study research refers to the
case-study protocol being designed and documented such that a later investigator
should arrive at the same findings and conclusions. The goal is to minimise error
in the investigation and biases in the study (ibid., p. 45). In this study, the reliability
of the PHA, OHA, and HAZOP risk-analysis methods was not the subject of re-
search; the question had to do with understanding their applicability in the
risk-assessment process for complex automated machinery applications. The
quality of the case-study research was evaluated for its validity, the case-study
results’ generalisability, and the care taken in the research work.

10.1 The novelty and general importance of the study

This study is the first scientific research into risk-assessment issues associated
with complex automated mobile work machine applications in this extent. The
machinery systems under study in this research have all been the first of their kind
in the world. Interest in this subject was piqued in late 1990, when the first autonomous
mobile machine concepts were introduced, and interest in the system-safety approach
has increased in tandem with the rapid development of automation technology and
the growth in systems’ complexity. Today the subject is topical in many interest
groups in industries that manufacture and apply mobile machines.

Research into system-level risk-management issues and system-safety factors
has been conducted in many other lines of business, such as the defence, avia-
tion, space, and process industry. Results of these studies have been reported by,
over the years, such authors as Roland and Moriarty (1990), Toola (1992),
Leveson (1995, 2004, 2012), Stephans (2004), and Vincoli (2006). A lot of re-
search has been carried out and published on automation-technology develop-
ment for mobile machinery. However, only a few studies, among them works by
Pukkila (1999), Paques et al. (1999), Sammarco et al. (2001), Sammarco (2002),
Alanen et al. (2004), and Tiusanen and colleagues (2008, 2013a), have been
published on issues of safety or risk assessment in the context of automated mobile
work-machine systems.

At the moment, the development of automation technology is said to be one of
the main business drivers in both sectors of industry considered in this study.
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Actors around the world are attempting to create a moveable equivalent of the
static manufacturing assembly line for mining. The goals for this technology are to
speed up production, improve safety, and reduce costs (Jdmséa-Jounela & Baiden
2009). Some of the largest underground mines use unmanned or tele-operated
loading machines, dump trucks, and ore-transporting trains (Bellamy & Pravica
2011; Fiscor 2008). Also, Jdmsa-Jounela and Baiden (2009, p. 1009) point out
that mines and mineral-processing plants develop integrated process-control sys-
tems capable of improving plant-wide efficiency and productivity. According to
Ericsson (2012, pp. 2-3), technological development in mining in recent years has
been grounded in strategies to scale up equipment, increase automation of pro-
cesses, and utilise continuous processes. There is strong pressure on manufac-
turers to deliver technologies and equipment that are safer and less polluting.

Some years ago, Giinther and Kim (2006, p. 438) stated that there is an ongo-
ing trend in the development of seaport container terminals to use automated
container-handling and transport technology. Manually driven cranes are going to
be replaced by automated ones, and automated guided vehicles are often used
instead of manually operated carts. The system operators in their control room can
be far from the container-stacking area and load the container on a truck by
means of remote control. Scott (2012, p. 85) states that in marine terminals the
equipment automation is focused on the shift toward unmanned vehicles such as
automated stacking cranes, horizontal-transport vehicles, and automated guided
vehicles. The future of automation will see a focus on optimising the whole termi-
nal process rather than just a part of it (e.g., the yard or gate operations). Because
of the increasing size of container ships, more efficient and automated operations
are needed in port yards. Globally, there are about 1,400 container ports, of which
20 are already fully or highly automated. It is estimated that about 1,000 more
have potential in terms of automation development (Raunio 2013, pp. 16-17).

Standardisation in machinery safety and functional safety engineering guide-
lines has developed strongly in the last 10 years. There is still a lack of automation
safety engineering guidelines for automated mobile work-machine systems and
autonomous machinery applications. In ISO’s standardisation committee 127
(‘Earth-moving machinery’), there is a work item on these issues called ‘Autono-
mous Machine Safety’, with the aim being to develop general safety guidelines for
machines that run without operators, but the work is still in its early phases. Re-
quirements related to functional safety requirements and engineering practices are
becoming more widespread also in machinery applications. The results of our
study confirm that the identification of safety-related functions and allocation of
safety requirements related to complex machinery applications still require re-
search and development of practical methods and perhaps a dedicated application
standard for automated mobile machinery applications. Findings from this study
could be used in the development of safety-engineering guidelines for automated
or autonomous mobile work-machine systems.

In Finland, mobile work machines represent one of the most significant fields of
industry. There is great variety in the mobile work machines developed and manu-
factured in Finland. The Forum for Intelligent Machines (FIMA) is a national net-
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work for mobile work-machine manufacturers, specialist companies, system inte-
grators, and research institutes. The main areas of FIMA’s research are automated
functions of work machines, measurement techniques, multi-machine operations,
remote operation, new design methods, and energy-efficiency of work machines
(FIMA 2007). Safety elements have been and are today strongly evident in most of
these areas.

10.2 Practical contributions

The practical contribution of the study is evaluated on the basis of the usefulness
of the three-level approach to risk assessment and the case projects’ results in the
co-operating companies and in general in mobile machine applications. Olkkonen
(1993, pp. 77-79) and Kasanen, Lukka, and Siitonen (1993, p. 250) propose three
levels of criteria (evidence) for evaluation of the practical usefulness of construc-
tive research’s results, to reveal the relevance of the outcome of the research.
Providing weak evidence of the results’ usefulness is that the solution works — in
other words, that the objectives were reached with the solution constructed.
Stronger evidence is found in the target organisation’s adaptation and use of the
solution or parts of it. The strongest evidence is found in the solution being adopt-
ed and utilised in other organisations, ones not involved in developing it. From
these general criteria, the evaluation for this study is formed as follows:

— The first evaluation criterion is that the system-safety problem is solved in
accordance with the approach and the risk-analysis methods developed.

— A stronger criterion is that the machine manufacturer or system supplier has
implemented the approach or part of it in its systems-engineering practices.

— The third and strongest criterion is that third parties, companies that did not
participate in the development of the approach, implement it at least par-
tially in their processes.

In this study, dealing with safety of automated machinery, the most important
outcome of the research and development work and, indeed, the point of all
risk-assessment efforts, is the final result — a safe system, wherein safety risks are
reduced to an acceptable level, even though this is deemed only weak evidence.
Was this goal reached in the case projects? The results of case study 1 showed
that no automation-related accidents caused by the automated machinery had
been reported to the machine manufacturer at any point between completion of
the risk-assessment assignment and the system’s decommissioning, a few years
ago. According to the system supplier in case studies 2 and 3, no accidents relat-
ed to the automated ore-transportation systems had been reported to it since the
first application entered use, about 10 years ago. The system supplier in case
study 4 reported not having been informed of any reportable injuries related to the
automatic stacking-crane system. From this evidence, it can be concluded that the

174



safety-engineering problems in all four case projects were solved and, therefore,
that the first evaluation criterion is met.

Critical reflection on the findings and intensive interaction with the co-operation
partners in implementation and testing of the problem-solving constructions during
the research process is a key criterion for high-quality constructive research (Luk-
ka 2000, p. 125). The present research was conducted in close co-operation with
industrial partners. Experts from industry participated both in constructing the
system-safety approach and in implementing the methods in the various case
studies. Among the objectives were to transfer safety-engineering expertise from
researchers to safety engineers in industry and, simultaneously, to transfer indus-
trial experience and application-specific expertise to researchers. This interaction
was aimed at improvements in risk-management processes and safe-
ty-engineering practices not only in the case companies but also within VTT.

According to the results, the approach and methods have been adopted to
some extent in the co-operating companies. The mining company in Case 1 stated
that the analysis and assessment work gave them valuable information about the
automation-related risks and the current status of the safety risks of the
semi-automatic ore-transportation system. The machine manufacturer and system
supplier of the automated mining machine applications pointed out in Cases 1, 2,
and 3 that most of the results were directly transferable to the mine-automation
development team for consideration in the system-development work. The system
supplier adopted the three-level approach to risk assessment and developed a
company-specific application of it. The overall system-safety work has been de-
veloped further, to match the functional safety engineering objectives better. The
mining company in Case 3 stated that, with the aid of the systematic
risk-assessment work, they were able to specify and implement necessary safe-
guarding functions and other means to guarantee the safe operation and mainte-
nance of the automated ore-transportation system. The system supplier of the
automatic stacking-crane applications in Case 4 has adopted parts of the ap-
proach, also developing a company-specific application of it for new sys-
tem-development projects and for customer-application projects. The new method
of modelling and integration of function-level information that was created as part
of the research and development work has been adopted and further developed in
the co-operating companies. It can be claimed that the second, stronger evalua-
tion criterion is met.

The third and strongest criterion has to do with the generalisability of the re-
sults. The approach and method have been adopted in companies that did not
take part in the case projects or in research and development work in jointly fund-
ed research projects associated with this research. It was indicated by the system
supplier that the system-safety approach, analysis methods, and documentation
principles have become mirrored in customer demands in the automation projects
in the global container-terminal industry.

Evidence of the generalisability of the results has been seen in a different field
of application of mobile machines — automated material handling in a deep reposi-
tory for spent nuclear fuel. After the fourth case project, VTT applied the three-
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level risk-assessment concept with its PHA, OHA, and HAZOP approaches and
risk-matrix-based estimation method were applied at the Swedish Nuclear Fuel
and Waste Management Company (SKB) for two automated mobile machinery
applications in Sweden, in 2009 and in 2012-2013. The systems under study were
designed for automated spent nuclear fuel deposition in the deep underground
repository, and both were still in their prototype development and testing phase. In
this case, the machines considered were standalone units that display characteris-
tics of an automated mobile work-machine system. These machines were de-
signed for automatic operations and to be capable of autonomous operation. Fea-
tures include several operation modes and on-board automation and control sys-
tems. According to discussions in 2013 with the experts in charge of machinery-
system development at SKB, the company is applying the three-level approach to
risk assessment, with the PHA, OHA, and HAZOP methods, in its system-safety
engineering process. From this evidence, it can be claimed that also the third
evaluation criterion is met.

10.3 The quality of the case-study research

In this study, the quality of the case-study research is evaluated in terms of its
validity and through discussion of the care applied in the research work. Yin (2009,
pp. 40-45) introduces four perspectives from which one can test the validity of
case-study research. These, commonly used to establish the quality of empirical
research in the social sciences, are called construct validity, internal validity, ex-
ternal validity, and reliability.

Construct validity is associated with identification of the correct operational
measurements for the concepts under study (ibid., p. 40). Yin (ibid., p. 42) points
out three aspects to be considered in the context of construct validity: multiple
sources of evidence, a chain of evidence, and the review of case-study reports.
Yin (ibid., p. 102) also lists the six most commonly used sources of evidence in
case studies: documentation, archival records, interviews, direct observations,
participant observation, and physical artefacts. Patton (1999, p. 1192) emphasises
the importance of ‘triangulation’ and associated principles in the gathering and
analysis of qualitative data. Several methods are needed because each method
reveals different aspects of empirical reality. Triangulation increases the credibility
of the results and allows for cross-source validity checking. Data-collection meth-
ods such as interviews, observations, and document analysis are expected in
qualitative enquiry. Golafshani (2003, p. 604) and Eskola and Suoranta (2005, pp.
68-70) point out that another sort of triangulation can be employed also: taking
into account several investigators’ or peer researchers’ interpretations. In our
work, the case-study materials were composed of case-project documentation
such as plans, analysis documents, protocols, meeting memos and project re-
ports, results of the interviews of key persons at the partner companies, docu-
mented researcher observations from the case projects, and interviews with re-
searchers involved in the case projects. The research was conducted over a long
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time span, which does means that the cases are old (2000-2008). Also, the inter-
views with experts were conducted in 2012, several years after the case projects.
On the other hand, the time frame of the research and development work provides
the possibility of evaluating the results and impacts from a wider perspective,
which is considered an essential characteristic of the constructive research ap-
proach and of qualitative research in general (Lukka 2000, p. 124).

Stenbacka (2001, p. 555) emphasises careful selection of informants (here, in-
terviewees), people who are relevant for the study and also capable of generalis-
ing the case-specific issues and findings. In this study, the interviewees were
selected to represent the knowledge of the case project in question, the safe-
ty-engineering practices in the company, and the company’s automation develop-
ment. In addition to project documentation, publicly available information about the
case projects and systems under study was examined. Accident and near-
accident statistics for the systems in Case studies 1, 3, and 4 were not available in
this study. The information for gauging the safety performance of the systems is
based on what was reported in the interviews with the system suppliers’ experts.
The chain of evidence — in other words, the traceability of the findings — was im-
plemented such that the findings from each case study were grouped systemati-
cally under the following themes: descriptions of the system under study; descrip-
tions of the implementation of the approach to risk assessment, risk analyses, and
risk-estimation tasks; experiences and comments from the companies; and obser-
vations. Accordingly, the findings can be traced back to the original case-study
material. In addition, the draft case-study reports were reviewed by the key ex-
perts from the co-operating companies, for avoidance of any misunderstandings or
errors as to facts. This review of the report and a request for permission to publish
are part of the common practice at VTT when confidential customer assignments
are involved.

The case-study research method applied in this study was focused on two is-
sues: the usefulness of the three-level approach to risk assessment and the use-
fulness of the risk-analysis methods chosen. The former was evaluated through
finding of possible benefits of the approach for the case project and for the sys-
tems studied. Also, the impacts on the partner companies’ safety-engineering
practices were examined. The evaluation of the risk-analysis methods was based
on findings, both positive and negative, from project documentation and inter-
views, complemented with researchers’ observations.

The usefulness of the risk-analysis methods was studied by examining findings
related to pros and cons of the methods, analysis practices in the case projects,
and factors affecting the quality of the risk-analysis methods. The objective of the
case-study research was to examine the applicability and utility of the selected
methods in hazard identification and analysis, risk estimation, and risk evaluation
with respect to new automation-related system-level issues. The number of haz-
ards identified, types of hazards, risk levels, the number and type of proposed
safety measures, and the work effort required for the analysis sessions were ex-
amined and recorded. In combination with researchers’ observations and industry
partners’ comments on the usability issues associated with the methods, they give
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a general picture of the applicability and usefulness of the methods in each case.
The intention was not to compare results between cases, since each case was
unique and the results are, therefore, case-specific. Neither were direct or indirect
costs of risk-assessment efforts in case projects estimated in this study.

Internal validity in case-study research is associated with explanatory or causal-
ity studies aimed at uncovering the causal relations whereby certain conditions are
believed to lead to other conditions, as distinguished from false relations (Yin
2009, p. 40). Internal validity was not the main concern in this study, because the
case studies in this project are mainly of an exploratory and descriptive nature.
The objective of this research has been to study and evaluate the usefulness of
the approach taken to risk assessment and risk analysis in complex mobile ma-
chinery applications. The aim was not to attempt to explain or prove that the ap-
proach and the methods by which certain safety measures were selected or creat-
ed caused the systems to become safe or fulfil certain safety regulatory require-
ments. On the other hand, some of the research findings have a natural relation-
ship with causal relationships such as problems identified in risk estimation being
linked to inadequate definitions and documentation in the hazard-identification
phase or the risk-estimation method’s simplicity causing problems in the risk-
evaluation phase because the consequences for humans and for equipment were
not separated clearly.

External validity is related to the question of whether the findings can be gener-
alised beyond the case study in question (ibid., p. 43). A study may, of course,
involve more than one case; multiple-case designs should follow the same ‘repli-
cation logic’ used for repeating of scientific experiments. In this research, with its
four case studies, the replication logic was implemented in such a way that in each
case study, the evaluation of the approach to risk-assessment concepts and the
selected methods was repeated in line with the same case-study protocol. Study
of Cases 1 and 2 was used to examine the usefulness of the approach and the
methods in the first form of their implementation, and case studies 3 and 4 were
used to examine the usefulness of their second form. Each case study had specif-
ic objectives and its own research question. In this study, all of the cases involved
different systems, but each involved the fundamental characteristics of an auto-
mated mobile work-machine system (see Subsection 1.1) and represented differ-
ent stages in the life cycle of such systems: The first case was of an existing and
operating ore-transportation system. The second case featured an autonomous
ore-transportation system in its conceptual design phase. The third was a custom-
er application of the autonomous ore-transportation system, and the fourth case
covered both the conceptual design and customer-application design phases of an
automatic stacking-crane system. From the external-validity point of view, the use
of these four studies supports the generalisation of the research results, bringing
multiple perspectives to the evaluation of the approach and methods in the same
automated mobile work-machine context.

According to Yin (ibid., p. 45), reliability in case-study research refers to the
possibility of replicating the processes of the study. The aim is to ensure that if
another researcher follows the same procedures and conducts the same case
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studies, he or she should end up with the same findings and conclusions. As was
mentioned above, Stenbacka (2001) argues that in this sense reliability has no
relevance in the evaluation of qualitative research, because it is not possible to
separate the researcher and the research method (ibid., p. 552). In this study, it
was impossible in practice for other researchers to test the reliability of the case
studies by repeating them in the way Yin (2009) describes. There were no re-
sources available for this. Accordingly, the evaluation of reliability must be based
only on the possibility of repeating the case study; i.e., it can be based on evalua-
tion of the study protocol, data collection, research method, and documentation.
Was the work done carefully and documented such that it would be possible to
repeat the case study? Stenbacka (2001, p. 555) names carefulness as one of the
key elements in evaluation of the reliability of qualitative research and emphasises
that thorough description of the entire research process is an indicator of good
quality. With qualitative approaches, the identification of relevant findings and
interpretation of the findings are strongly dependent, then, on the researcher. In
this study, all cases were studied via the same protocol. This includes the
case-study design, data-collection plan, method of data analysis, and systematic
format for reporting on the findings and analysis results. The chain-of-evidence
principle discussed for content validity is most relevant also from the reliability
point of view. Systematic and thorough documentation is used to make the research
process visible and increases the trustworthiness of the research in this study.

10.4 The scientific contribution of the research

The scientific contribution of this study can be considered from two perspectives.
Firstly the study contributes to the development of the approach to risk assess-
ment and its integration with the work of the academic communities in the machin-
ery-safety, functional safety, and system-safety sectors. Secondly the case-study
research results provide new valuable information and experiences in how the
risk-analysis and risk-estimation methods were utilised, how practicable and useful
they were, and what kinds of problems were faced in the case projects in the various
phases of the system life cycle.

The three-level approach to risk assessment supplements the standardised
risk-assessment process in machinery-safety engineering practice by bringing in
the top-down hierarchical structure for risk analyses and the new system-level
risk-assessment angles. Safety risks change when human-machine interactions
are transformed into human—system interactions and as use of a manual machine
gives way to operation of an automated system. The three-level approach to risk
assessment also widens the scope of the traditional risk-assessment process in
the machinery sector by assessing risks related to the full work-site environment in
which the automated machinery application is to operate. In this sense, it adds
perspectives from industrial safety engineering practice to machinery safety engi-
neering practices in order to cover the overall system-safety aspects and to evalu-
ate and allocate risk-reduction measures from both the manufacturer's and end
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users’ point of view. This is especially important for the assessment of the new
phases in the life cycle specific to automation systems, such as assembly, testing,
commissioning, and start-up of a unique application at the work site.

The new concept of this three-level approach to risk assessment integrates and uti-
lises elements from current safety-engineering practices and the systems-engineering
approach. The three-level system hierarchy adopted from the general sys-
tems-engineering V-model (overall system level, upper system level, and lower
system level) was a good fit for the levels of risk assessment in the automated
mobile work-machine systems. This new approach supplements and incorporates
the machinery-safety engineering approach, which concentrates on the machine-
level safety issues; the functional safety engineering approach, which focuses on
safety-related control systems; and the industrial safety engineering approach,
which looks at the overall work-site-safety issues.

This study confirms the utility of the system-safety-engineering efforts in the
development of complex socio-technical systems. Systematic analysis covering
the entire automation system helped us to understand subsystem operations,
system functions, and interrelations between individual subsystems in the existing
automatic mobile work-machinery application. Top-down system thinking support-
ed risk evaluation and specification of risk-reduction measures at an appropriate
level of the system hierarchy and system operations in the conceptual design
phase of the automated mobile work-machinery application. The holistic approach
and system thinking aided in making connections between risk-analysis results
and in forming of a well-reasoned and traceable chain of evidence for the risk-
evaluation decision-making in customer-specific machinery applications.

According to the case-study results, PHA-type analysis is applicable for the
overall production-area analysis and for analysis of system operation and mainte-
nance tasks. Both PHA and OHA can utilise traditional risk-analysis meetings to
identify hazards and estimate risks, or the process can be carried out iteratively, in
two phases: drafting by safety experts and then review by the risk-analysis team.
Also, PHA should cover the construction, testing, and commissioning phases in
the system life cycle, which bring issues not found with manual machine applications.
For analysis of operation and maintenance concepts in the early parts of system
development, OHA is useful. The approach is similar to PHA, and its scope enables
more extensive analysis of human factors than allowed by HAZOP studies, which
typically focus on possible deviations such as human error. The upper-system-level
perspective in OHA forms an applicable level of concepts for the discussion of sys-
tem-safety issues between the system supplier and the customer and also in the
automation-project team among experts of diverse technology backgrounds.

HAZOP studies supported by system architecture modelling are applicable for
the analysis of upper-system-level functionality and especially for identification of
safety-related deviations in the interfaces between subsystems; In particular,
HAZOP study is applicable for on-board control system analysis. The new way of
modelling and integration of system information into function-level drawings and
the utilisation of use-case descriptions support the HAZOP studies and form a
common platform for sharing of information within networked control system de-
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sign teams. Signal-based HAZOP study of on-board control systems goes into
details and is laborious, so it would be better to start with function-level HAZOP
study, moving on to more detailed studies only if necessary. A single hazard or
deviation can have several consequences. It is important to document them all
and distinguish between personal-safety and other consequences.

Risk estimation using three or five categories for the probability of occurrence
of harm and for the severity of the harm is simple and rough enough for experts’
qualitative use in overall system-level risk estimation to yield risk-prioritising input
to the risk-evaluation process. Although risk matrices are recommended in inter-
national risk-management standards, this study confirms that risk matrices should
be used with caution. The simple multiplication of severity and probability factors
obscures the significance of the severity factor and makes it difficult to evaluate
the risk or allocate the appropriate risk-reduction measures. In such complex ma-
chinery applications as those studied here, it is difficult to perceive which probability
to estimate, that of occurrence of harm or the probability of a hazardous event. This
weakens the reliability of the risk estimation and may lead to faulty interpretations of
the results. Simplification of the probability factor in a risk matrix causes problems
in the risk-reduction process when one is looking for the best possible way to
reduce the risk. It would be better to use the current standard procedure and sepa-
rately estimate the probability factors: the probability of a hazardous event, the
frequency of exposure to the hazard, and the possibility of avoiding the hazard.

Risk assessment is a continuous process in the systems-engineering approach
as considered in this work. The case studies’ results emphasise that risk evalua-
tion needs to be performed before any new risk-reduction measures are carried
out and after the risk-reduction measures that were already planned or imple-
mented. The risk-reduction measures should be specified separately for the sys-
tem supplier and for the end user, to allow allocation of appropriate safety
measures. The case-study results also emphasise the importance of the principles
linked to implications and interpretation of the levels of risk achieved. The
risk-evaluation information is to support the decision-making trade studies of re-
quirement, functional, and design analyses applied in systems-engineering pro-
cesses. If necessary, the risk evaluation and the decision making should be raised
to a higher level in the system hierarchy, one at which the measures and safety
solutions can be more effective.

10.5 lIdeas for further research

Research and development work on the three-level approach to risk assessment
has continued since 2000 and is still ongoing. In the course of this long-term re-
search process, ideas for further research have arisen, stemming especially from
issues of the practical implementations of the approach and risk-assessment
methods in several case projects.

In the first place, research into the applicability and usefulness of the three-level
approach to risk assessment and the qualitative risk-assessment methods should
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be continued, for more experiences and feedback for further development of the
approach and methods. Research should be continued with new machinery appli-
cations in the mining and container-handling industry and in other sectors of indus-
try that utilise automated mobile work machines or similar machinery systems.

Research into the system-safety approach and risk-assessment methods
should be continued, to support the integration with the functional safety engineer-
ing approach, which requires quantitative evidence for the specification of safety
integrity levels for safety-related system functions implemented with electric, elec-
tronic, or programmable electronic systems. From a functional safety perspective,
there is need for the specification of independent protection layers and of safety
integrity levels for the safety-related functions. One interesting research question
would involve the applicability of a semi-quantitative analysis approach such as
LOPA in the context of automated mobile work-machine systems for analysis of
the risk reduction produced by each layer of protection.

In this study, the scope was delimited as system-level operations and functions
of the machinery applications, with special focus on assessment of the risks
caused by automation-related new hazards and new hazardous events. The im-
portance of human factors in automated mobile work-machinery applications was
recognised from the very beginning of the research work. The results support the
view emphasised in the system-safety literature that in complex automation sys-
tems, well-trained operators observing, communicating, and making decisions in
everyday operation and maintenance situations should be considered an im-
portant factor in safe operation and maintenance, not only a potential factor in
errors and causing of hazardous events. There is need for further research on
human factors in complex automated mobile work-machine systems, to ensure
safe and efficient performance and for management of the increasing complexity
of full automation-system entities. Leveson (2012, p. 28) has defined types of
complexity with respect to safety in an interesting manner that explores interactive,
non-linear and dynamic complexity, and complexity related to how systems are
modularised. Further research could be directed to study of the significance of
these dimensions of complexity in this context and to study how the approach to
risk assessment should be developed to enable one to identify, analyse, and eval-
uate the risks caused by these factors.

In this work, cost-benefit evaluation of the safety solution was not done in the
case studies, because our focus was on the usefulness of the approach and
methods, not on the specific safety solutions in the unique machinery applications.
According to the systems-engineering approach, risk-management decisions in
the system-development phase are made step by step as the system development
proceeds. In practice, the decisions to reduce the safety risks identified and esti-
mated are based on comparison of alternative solutions at different layers of pro-
tection. Inadequate information or poorly reasoned estimates of the costs and
effectiveness of risk-reduction measures in system-service-life perspective can
lead to false and impractical solutions. In fact, the Machinery Directive encourages
manufacturers to seek the best possible safety solutions thus: ‘The essential
health and safety requirements should be satisfied in order to ensure that machinery
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is safe; these requirements should be applied with discernment to take account of
the state of the art at the time of construction and of technical and economic re-
quirements’ (Directive 2006/42/EC 2006, p. 25). The case-study results empha-
sise that in complex automated mobile work-machine systems there is need for an
ALARP-type safety-engineering principle (SFS EN 61508-5:2011, p. 47; BS
18004:2008, p. 84) to support the evaluation of risk-reduction measures in terms
of benefits and costs. The research question could be that of how to apply the
ALARP principle in combination with qualitative risk-estimation methods in the
risk-assessment process during the development of automated mobile work-
machine systems.

The modelling of system information, its integration into function-level drawings,
and the utilisation of use-case descriptions improved the HAZOP studies and form
a common platform for the sharing of information in the networked control system
design teams. The database tool added value to the HAZOP studies by improving
the systematics of the data collection, reporting, and reuse of the risk-assessment
information. Three-dimensional modelling and simulation tools have developed
strongly over the last decade. These should provide significant support for the
system development early in the life cycle just as much as for risk-assessment
efforts in PHA and OHA. Further research and development effort is needed with
respect to the computer-aided tools supporting systematic utilisation of the overall
risk-assessment process, data collection and analysis, documentation, and report-
ing of the results. The research work done on the machinery-safety engineering
process reference model and tools for the development of machine-control sys-
tems (Hietikko et al. 2010) should be continued and guided in the direction of
system-safety-engineering and systems-engineering approaches. The use of a
simulator-assisted design approach utilising 3D models and simulator environ-
ments in system-safety-engineering work for automated mobile work-machine
systems has been demonstrated by Tiusanen and colleagues (2013b). This re-
search too should be continued, with attention to the simulator-assisted sys-
tems-engineering approach.

The systematic analysis of system operations and system functions in PHA,
OHA, and HAZOP studies in all cases in this project revealed much information
that was not directly related to safety but did have a bearing on system availability,
system usability, or system reliability. If this is not utilised, valuable information
necessary for the battle against uncertainties related to the implementation of new
technology in mobile work-machine systems could be lost, even in the early phas-
es of the system life cycle, with the overall competitiveness of technologically
innovative and progressive automation applications thereby being spolt. Further
research and development efforts are needed for finding practical answers to how
to integrate system-safety and system-availability analysis and evaluation practic-
es early in the system life cycle and link this with the above-mentioned cost—
benefit analysis of risk-reduction and risk-management measures in automated
mobile work-machine systems. This could be an interesting step forward in the
efforts targeted at development of an overall RAMS management programme for
mobile work-machine systems.
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11. Conclusions

The results of this study confirm that the safety-engineering problems in the de-
sign and development of automated mobile machinery systems can be solved
through application of a system-safety approach and utilisation of a systematic
risk-analysis and risk-evaluation process. Risk assessment is not a single phase in
the system life cycle but an essential part of the systems-engineering process and
supportive of decision-making in various phases in the system life cycle. In the
development of automated mobile work-machinery systems, the methods of haz-
ard identification, hazard analysis, risk estimation, and risk evaluation should be
adapted to support the systems-engineering decision-making process at different
system levels, depending on what is the objective of the risk assessment and what
is the purpose of use of the assessment results.

One can conclude from the results of this study that risk assessment of an au-
tomated mobile work-machine system can apply the three-level approach to risk
assessment and use the selected methods: PHA, OHA, and HAZOP methods are
applicable for system-level hazard identification and hazard analysis. The
risk-estimation methods and risk-evaluation practices need to be developed to be
more appropriate for the specific needs of risk-assessment activities at the various
levels of systems engineering and in the individual phases in the system life cycle.
The three-level approach to risk assessment brings key elements from machinery
safety, industrial safety, and system-safety-engineering practices. Its usefulness
and benefits have been demonstrated by means of study of four cases, representing
different machinery applications, different companies, and different technologies.

This study confirms results in earlier system-safety literature: when the risk anal-
yses and risk evaluations are systematically linked to the overall systems-engineering
problem-solving process and consistent with the objectives and requirements set
for each phase in the system life cycle, system-level elements that create safety
risks at various levels of the system can be identified at the right time and the
risk-reduction measures can be assigned to the appropriate level of the organisa-
tion for evaluation.

A PHA-type analysis method is applicable for the overall production-area anal-
ysis and in analysis of system operation and maintenance tasks. The PHA should
cover also the construction, testing, and commissioning parts of the system life
cycle — phases that are new in automated mobile work-machine systems as com-
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pared to manual applications. The OHA is useful for the analysis of operation and
maintenance concepts in the early phases of the system development and should
be carried out as early as possible. The approach is similar to that of PHA, and the
scope enables analysis of human factors that is more extensive than that in
HAZOP studies, which typically focus on possible deviations such as human error.
The upper-system-level perspective in OHA forms a suitable level of concepts for
the discussion of system-safety issues between the system supplier and the cus-
tomer and also for discussions within the automation-project team, which involves
experts whose background is in quite different fields of technology.

HAZOP studies are applicable for the analysis of upper-system-level functions and
on-board control system functions, especially in the identification of safety-related
deviations in interfaces between subsystems. The modelling and the integration of
system information into function-level drawings, along with the utilisation of use-
case descriptions, supports the HAZOP studies and helps to form a common
platform for the sharing of information within the networked control system design
teams. The database tool developed added value to the HAZOP studies by improving
the systematics of the data collection, reporting, and reuse of the risk-assessment
information.

Risk matrices are relatively simple and easy to use for risk estimation and also
recommended in international risk-management standards. However, the study
confirms that risk matrices should be used with caution. The simple multiplication
of severity and probability factors understates the significance of the severity fac-
tor and renders it hard to evaluate the risk or allocate appropriate risk-reduction
measures. Simplification of the probability factor in the risk matrix causes prob-
lems in the risk-reduction process when one is seeking the best possible way to
reduce the risk. It would be better to use the current standard procedure and estimate
the probability factors separately. The results from the case studies emphasise the
importance of solid interpretation of the final risk levels and their implications, as
this supports the decision-making in risk evaluation and trade studies in require-
ment and functional analyses and the design synthesis in systems-engineering
processes. Also, risk-assessment results and risk-reduction proposals should
show a clear distinction between system supplier’s actions and end-user actions.

The case-study results emphasise that risk assessment in unique automated
mobile work-machine customer applications should be understood as a top-down
process wherein upper-work-site-level assessment results represent input and
requirements for the next level, ensuring that the system-safety requirements and
risk-reduction solutions are based on the actual site-specific factors involved, not
merely on theoretical worst-case scenarios.

The results of this study can be utilised among mobile work-machine manufac-
turers, system suppliers, end users of automated mobile work-machinery systems,
and safety experts. The results of this study serve as a good foundation for the
future applications and development of a system-safety approach in complex
automated machinery applications. From the results of this study, one can deter-
mine how the approach to risk assessment might be usefully planned and imple-
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mented, and the risk-analysis methods could be utilised in complex automated
machinery applications other than mobile work-machine systems.

Standardisation of machinery safety and functional safety engineering guide-
lines has developed strongly over the last decade. Automation safety engineering
guidelines for automated or fully automatic mobile work-machine systems are still
absent, however. The results of this study can be used in the development of
risk-assessment guidelines for individual automated mobile work machines or
entire autonomous mobile work-machine-fleet applications.
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Appendix 4
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Appendix 5
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projektin dokumentaatiosta, haastatteluista ja havainnoista.

Tutkimuksen tuloksena syntyi uusi kolmitasoinen Iahestymistapa turvallisuusriskien
arviointiin. Tulokset osoittavat, ettd kolmitasoinen l&hestymistapa soveltuu
kaytettévaksi automatisoitujen tydkonejérjestelmien turvallisuusriskin arviointiin ja
valitut menetelmét soveltuvat jérjestelmatason vaaratekijéiden tunnistamiseen ja
niiden analysointiin. Lahestymistapa ja menetelméat on otettu kéyttéon soveltuvin
osin case-yrityksissa. Kehitetty 1ahestymistapa yhdistada keskeisia elementteja
jarjestelmaturvallisuuden, koneturvallisuuden ja ty6turvallisuuden kdytéannoista.
Case-tutkimusten tulokset antavat uutta arvokasta tietoa siita, kuinka riskin
tunnistamisen ja arvioinnin menetelmia kaytettiin case-projekteissa
kohdejarjestelmien eri elinkaaren vaiheissa. Tuloksia voivat hyddyntaa liikkuvien
tydkoneiden valmistajat, jarjestelmétoimittajat, konejarjestelmien loppukayttéjat ja
jarjestelmaturvallisuuden asiantuntijat.
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An approach for the assessment of safety risks in
automated mobile work-machine systems

The shift from manually operated mobile work machines toward
automated mobile work-machine systems takes machinery-safety
considerations to a new, system safety, level. The aim of this study
has been to provide new information on how the risk-analysis
methods in current use can be utilised for reaching the system-
safety objectives and to increase the quality and effectiveness of
safety-engineering work. The main goal of this study was a
practical approach for safety-risk assessment in complex mobile
work-machine systems. The result of the research work is a new
three-level approach and system-level analysis methods for risk
assessment.

The results of the case-studies show that the three-level approach
to risk assessment is applicable for automated mobile work-
machine systems and the selected methods are applicable for
system-level hazard identification and risk analysis. The developed
approach integrates key elements from system safety, machinery
safety and industrial safety engineering practices. The approach
and the methods have been adopted in case companies and the
results can be utilised widely in mobile work-machine industry, end
users of the machinery systems, and safety experts.
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VTT publications

VTT employees publish their research results in Finnish and foreign scientific journals,
trade periodicals and publication series, in books, in conference papers, in patents and
in VTT’s own publication series. The VTT publication series are VTT Visions, VTT
Science, VTT Technology and VTT Research Highlights. About 100 high-quality
scientific and professional publications are released in these series each year. All the
publications are released in electronic format and most of them also in print.

VTT Visions

This series contains future visions and foresights on technological, societal and
business topics that VTT considers important. It is aimed primarily at decision-makers
and experts in companies and in public administration.

VTT Science

This series showcases VTT’s scientific expertise and features doctoral dissertations
and other peer-reviewed publications. It is aimed primarily at researchers and the
scientific community.

VTT Technology

This series features the outcomes of public research projects, technology and market
reviews, literature reviews, manuals and papers from conferences organised by VTT. It
is aimed at professionals, developers and practical users.

VTT Research Highlights

This series presents summaries of recent research results, solutions and impacts in
selected VTT research areas. Its target group consists of customers, decision-makers
and collaborators.
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