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Abstract

Purpose — This study aims to examine cybersecurity awareness and hygiene development among staff in
Finnish vocational education institutions. It explores perceived skill levels, training methods, gaps between
awareness and action and diverse learning pathways. It also investigates how organisational learning
influences cybersecurity practices.

Design/methodology/approach — A qualitative approach was used, involving thematic interviews with 27
staff members from three vocational institutions across Finland. The data, including limited observation notes,
were analysed inductively using thematic analysis to identify patterns related to cybersecurity competence and
training experiences.

Findings — The findings reveal significant variation in cybersecurity awareness, skills and practices among staff.
While some demonstrate high competence, others rely on assumptions or outdated routines. Formal training is
often generic learning, while more reflective and adaptive learning occurs through informal networks and peer
collaboration. Gaps exist in preparing staff to manage real data in simulated and workplace learning environments.
Research limitations/implications — The study’s qualitative scope limits generalisability. Broader samples
and cross-sector comparisons are recommended.

Practical implications — Institutions should strengthen diverse learning pathways, align training with staff
roles and responsibilities and support reflective learning practices that acknowledge the specific cybersecurity
demands of vocational education’s close connection to real-world workplaces.

Social implications — Improved cybersecurity hygiene in vocational education benefits not only institutions
but also the industries they support through student placements.

Originality/value — This research addresses a gap in cybersecurity studies by focusing on vocational
education, a sector with distinct responsibilities and risk surfaces. It highlights the importance of tailoring
training and recognising informal learning.
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ICS 1. Introduction

Cybersecurity has become a significant concern alongside traditional threats to the resilience
of civil society. The education sector has also become a potential target for harassment,
financial exploitation and intentional disruption of social stability. According to EdTech
media (Viano, 2024), the education sector experienced its worst year yet for ransomware
attacks in 2023. Research also indicates that improving information and cybersecurity
capabilities is increasingly essential for educational institutions (e.g. Ulven and Wangen,
2021).

Because digital systems mainly serve as support functions in education, they may not be
seen as lucrative targets. However, any system can be viewed as an attack vector by
malicious actors (Mims, 2024). Additionally, any system is vulnerable to damage caused by
potential negligence in the institution’s own operations. Ensuring information and
cybersecurity in an educational institution, as in any other organisation, is the responsibility
of all its members (Anesone, 2024).

This study examines cybersecurity in the context of vocational education institutions,
focusing on staff perceptions of their competencies and training. If research into
cybersecurity within the higher education (HE) sector has gained popularity in recent years
(e.g. Ugwu et al., 2022), examining cybersecurity related capacities within vocational
education and training (VET) is particularly important due to the differences between
vocational schools and higher education institutions. Vocational education differs mainly
through its practical focus and emphasis on job-specific skills. While higher education
centres more on theoretical knowledge and widening of understanding, vocational studies
are hands-on, with students often training directly at companies or environments simulating
working life (Ferm, 2021). This means that their internships extend cybersecurity
requirements from educational institutions to industries, especially in terms of supervising
students. Furthermore, vocational teachers often bring industry experience into the
classroom, creating learning environments similar to real workplaces. For example,
vocational schools may operate car repair shops or hair salons serving real customers, with
genuine customer data and industry-standard digital systems. This expands the institution’s
attack surface, which should be taken into account in staff training and competency
development. Moreover, recent research has also identified a growing reliance on cloud-
based services in educational institutions (Thavi et al., 2024), which is also transforming
how cybersecurity is managed and supported. As these systems become more deeply
embedded in daily school operations, cybersecurity practices are increasingly shaped by the
tools, protocols, and support mechanisms provided by external service providers. All these
qualities make the VET sector an interesting subject for cybersecurity research.

This study is qualitative, with data collected through interviews (n=27) with staff
members from three vocational institutions across Finland. The methods of data collection
and analysis are described in detail in the methods section, following the introduction of key
concepts and the current state of research, including the specific research questions. After
this, we present the findings, addressing each research question in turn.

1.1 Cybersecurity awareness and hygiene: key concepts

This section outlines how key terms related to cybersecurity are understood in the context of
this study. While the definitions draw on established sources, they are adapted to reflect the
educational and organisational focus of the research. Our approach builds on terminology
developed by national and international cybersecurity bodies (Maurer and Morgus, 2014) as
well as more recent academic work on the evolving definitions and frameworks of
information and cybersecurity (e.g. Althonayan and Andronache, 2018). As previous
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research has shown, these concepts are shaped by institutional, cultural and policy contexts, Information &
and their meanings often shift accordingly (Cains et al., 2022). Computer

Building on these earlier frameworks, in this study, data protection refers to the
safeguarding of information relating to individuals, organisations and technologies. Such
protection is typically grounded in legal frameworks or institutional policies and guidelines.
Closely related is information security, which involves protecting such data across digital,
paper-based or other physical formats, with particular attention to how it is processed, stored,
and accessed in various operational settings. Cybersecurity, in turn, is not limited to technical
systems or infrastructure. It also involves the capacity to act within the cyber domain, which
is inherently digital but increasingly influences everyday activities. Consequently, we
consider cybersecurity to mean “protective measures taken against cyber threats to
communication and information systems and other electronic systems, to the data stored,
processed or transferred in them, and to their users, appliers and other concerned parties”
(Finland’s Cyber Security Strategy, 2024/2035, p. 10). As digital systems are designed,
operated and sometimes misused by people, cybersecurity cannot be separated from human
behaviour. Incidents often result from both accidental and deliberate actions, making human
agency a key factor in both threats and protection.

Two concepts of particular relevance to this study are cybersecurity awareness and
cybersecurity hygiene. The former refers to an individual’s understanding of cyber threats
and their role in maintaining the security of systems, data and organisational processes
(Shaw et al., 2009). The latter, cybersecurity hygiene or simply cyber hygiene, has gained
increasing prominence in recent policy discourse. For example, the European Public Policy
Committee’s position statement (IEEE, 2020) recommends that all citizens, organizations
and businesses should be trained in cybersecurity hygiene. Previous studies have also
observed that these policy programs often do not specify what this term means in practice.
Thus, Vishwanath et al. (2020) composed a paper around defining cybersecurity hygiene,
and their conclusion is the following: Cybersecurity hygiene means “the cybersecurity
practices that online consumers should engage in to protect the safety and integrity of their
personal information on their Internet-enabled devices from being compromised in a cyber-
attack.” They compare it to hygiene practices that keep environments clean and free from
harmful elements. Similarly, Niegel et al. (2020) describe cyber hygiene as “the adaptive
knowledge and behavior to mitigate risky online activities that put an individual’s social,
financial, and personal information at risk.” In this study, we use a combined understanding
of the two definitions, Vishwanath et al. (2020) emphasise regular cybersecurity practices to
protect personal information, while Niegel et al. (2020) focus on the knowledge and
behavior needed to avoid online risks. We apply this combined view in an organisational
context and, thus, also take into account analogue data protection, as information
management in educational institutions involves both digital and non-digital environments.
Some information is still collected, stored and used in traditional, analogue ways and these
operations also require protection, along with related skills and training.

Cybersecurity awareness and hygiene are related to Information and Communication
Technology (ICT) system development, policies, laws and regulations. Thus, these concepts
are dependent on the time and place where they are defined. In previous studies, it has been
noted that the cloud service model is increasingly forming the foundation of current school
ICT systems, although adoption has been somewhat slower in, for example, developing
countries (Thavi et al., 2024). Thus, it is only natural that cybersecurity hygiene is
increasingly linked to cloud service models’ development trends at educational institutions.
Also, the European Union has many strong rules and aims to protect people’s data, including
schools, with the General Data Protection Regulation (GDPR, 2018) being one example of

Security
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ICS the key protocols. Aiming for cybersecurity hygiene is a continuation of these other
regulations and aims such as GDPR: important and sensitive information is aimed to be
protected, but cybersecurity also considers the protection, safeguarding and recovery of
critical operations.

1.2 State of the art and research questions

Research on cybersecurity awareness and hygiene in educational institutions has started to gain
more attention in recent years. While many studies have concentrated on students (e.g. Barakovi¢
and Barakovi¢ Husi¢, 2022; Witsenboer et al., 2022), a smaller number have focused on staff. For
instance, Ugwu et al. (2022) examined staff and students’ cyber hygiene at a Nigerian university,
finding that age or education level had limited impact on cybersecurity knowledge or behaviour.
Butler Lamar (2022) applied a maturity assessment framework to evaluate staff practices at
Savannah State University, while Concepcion and Palaoag (2024) explored employee awareness
in areas such as device and account security, emphasising the value of tailored, interactive
training. These studies suggest growing interest in staff-focused cybersecurity within education,
but empirical work remains limited in scope, particularly in vocational settings.

Several studies have also reviewed or tested the effectiveness of cybersecurity training
methods. Priimmer et al. (2024) highlighted generally positive outcomes from training,
though noted issues with small samples and lack of real-world application. Bada et al. (2019)
and Dash and Ansari (2022) stressed that awareness alone is insufficient to change
behaviour, calling for training approaches that are relevant, motivating and context-sensitive.
However, many of these efforts focus on formalised formats, paying less attention to the
informal and blended methods that often shape learning in practice. The present study builds
on this by mapping the full range of training formats and development opportunities
encountered in vocational institutions.

Despite the hands-on nature of vocational education, where staff regularly work with or
oversee sensitive systems and real data, there is surprisingly little research into cybersecurity
in this context. Educational institutions are not classified as essential or important entities
under the NIS2 Directive (EU Directive 2022/2555), yet they remain fully accountable under
the GDPR for safeguarding personal data. Moreover, vocational education and training
(VET) institutions prepare professionals for critical sectors such as health, transport and
digital services, meaning their cybersecurity responsibilities at least indirectly extend beyond
their immediate institutional boundaries. There might be differences in how these matters are
approached in different educational settings. Understanding the VET landscape helps
building holistic awareness of all levels of educational institutions. However, previous
research has not sufficiently addressed how well vocational education and training
institutions are equipped to protect their own information environments while also meeting
wider cybersecurity responsibilities in practice, particularly in terms of staff awareness, skills
and training. This oversight may relate to the relatively marginal status of VET in many
countries compared to academic education (Ferm, 2021). By examining both institutional
conditions and professional competencies related to cybersecurity, the present study
contributes to filling this gap.

The present study focuses on cybersecurity hygiene of the VET sector by asking:

RQI1. How do staff members of Finnish vocational education institutions perceive the
awareness and skill level of the staff with respect to information and cyber
security?
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RQ2. What trainings and other tools or sources for skill development are identified by Information &
the staff members of Finnish vocational education institutions with respect to Computer

. . o .
information and cyber security? Security

1.3 Theoretical framework

Organisational learning theory, and particularly the concepts of single-loop and double-loop
learning introduced by Argyris and Schon (1978), offers a valuable lens for understanding
how staff develop cybersecurity competence within organisations. In recent years, this
theoretical approach has also been applied in cybersecurity research. For instance, Mahmood
et al. (2024) used learning loops to analyse counterstrategies in the higher education and
research sector during crises, while Maynard et al. (2022) proposed a conceptual framework
illustrating how the integration of information security management and incident response
enables organisational learning. Both studies highlight how organisational learning
frameworks can explain not only behavioural change but also how organisations adapt their
structures, routines and mental models in response to evolving security challenges.

In Argyris and Schon’s (1978) framework, single-loop learning describes situations
where individuals adjust their actions to meet rules or expectations without questioning the
assumptions behind them. Cybersecurity training that focuses on procedural knowledge,
such as identifying phishing emails or locking screens, typically supports this type of
learning. It is useful for ensuring basic compliance, but it does not necessarily address deeper
questions about why certain practices exist or whether they remain fit for purpose. Double-
loop learning, by contrast, involves a more reflective process where individuals and
organisations critically examine the beliefs and norms that shape current practices. In the
context of cybersecurity, this means engaging with the reasons behind policies, reconsidering
how risks are assessed, or adapting training to role-specific realities. This kind of learning is
especially relevant in dynamic environments, where rigid adherence to existing routines may
not be sufficient to respond to new or complex threats.

Argyris’s later work (1982, 1990, 1999) further developed the idea that defensive routines
in organisations often block double-loop learning. These routines may include an
overreliance on standardised training, avoidance of critical discussion, or assumptions that
staff needs are uniform. Such patterns limit an organisation’s ability to question its own
cybersecurity approach, even when gaps are evident. This is particularly relevant in our
study, where several participants reported that available training felt too general or did not
align with their actual responsibilities.

2. Methods
2.1 Data and collection
Given the nature of our research questions, thematic interviews together with thematic
analysis is an enough flexible yet systematic approach for examining perceptions on
awareness and skill level as well as identified trainings (Nowell et al., 2017). It is important
to note that although digital threats and security processes are seen and addressed differently
in various roles within educational institutions, these issues still affect everyone in the
organisation. All staff members must be aware of and engaged with digital safety, regardless
of their specific job responsibilities. This is why our study includes staff members in varying
roles at Finnish vocational schools, instead of focusing for example on teachers.

Our data set consists of 25 semi-structured interviews (Amis, 2005), conducted face-to-
face during the spring of 2024 in three vocational schools across five different locations in
Finland. Additionally, the data set includes some transcribed observation notes. The total

Downloaded from http://www.emerald.com/ics/article-pdf/doi/10.1108/ICS-12-2024-0311/10076236/ics-12-2024-0311en.pdf by guest on 19 August 2025



ICS duration of the interviews is just under 22 h, with each interview averaging slightly over
50min. Out of the 25 interviews, 24 were individual interviews, and one involved three
participants who were part of a team focused on a specific area of expertise (that is,
altogether 27 informants in the study). This group interview was conducted with a team that
regularly works together and shares responsibilities in a specific digital service area, and
there was no official hierarchy among this group. To minimise potential group bias, the
interviewers paid attention to ensuring that each participant was given space to express their
views. In the analysis phase, this group interview was treated the same way as individual
ones, but we also noted where responses were clearly collective. We considered the data to
be rich and valuable to the research questions. Each vocational school in the data set operates
in multiple locations within Finland, and one of the schools is a vocational special education
institution.

These interviews were conducted as part of a project investigating cybersecurity
competences and risks in vocational schools. The interview questions were divided into three
sets: one for digital experts and IT management, another for leadership and a third for
academic administration. Depending on the question set, interviewees were asked about their
views on the information and cybersecurity risks of the school, as well as the related
organisational processes, training and response strategies for suspected data or cybersecurity
incidents. Initally, separate observation was planned. The aim of the observations was to
follow everyday practices. Although the intention was to closely observe the daily life of
vocational school employees, this proved challenging due to the fast-paced nature of data
collection. Schedules could not be properly coordinated, and the target schools did not fully
understand the purpose of our observations, preventing us from integrating into the daily life
of the schools as authentically as we had hoped. However, we did spend a few hours
observing teaching, leadership activities and IT operations in the schools. Observation notes
were produced accordingly.

We agreed on the data collection with the schools according to the practices of each
educational institution before the start date of the research project. From each school, we
interviewed the rectors or vice-rector and contacted potential interviewees they indicated.
We informed the rectors and vice-rectors that we were interested in interviewing employees,
especially from IT management, digital pedagogy, student offices, teaching staff and
preferably a counsellor or nurse. We interviewed a diverse group of professionals, whose job
titles included teacher, special education teacher, digital tutor, study secretary, data
protection officer, IT manager, director of digital services, systems designer or counsellor.
Despite the research agreement made with each school, we additionally asked for permission
for data collection separately from each interviewee via email and at the beginning of the
interview. We also emphasised that participation in the interview was voluntary and that the
supervisor would not know if the interviewee decided not to give permission for data
collection or later decided to withdraw their participation.

All interviews were conducted in Finnish, with one or two interviewers from the research
team present. We followed a semi-structured interview approach, which gave us both
structure and flexibility (Amis, 2005). A role-specific semi-structured interview guide was
used in data collection. The full list of questions is included in Appendix. In the first school,
the interview guide was followed quite strictly, and only one interviewer was present. In the
second and third schools, a technical cybersecurity expert joined most of the interviews as a
co-interviewer. In those cases, the guide worked more as a loose framework to support the
conversation, rather than a fixed list of questions. This allowed us to explore the schools’
specific risks and threat perceptions more deeply. While we made sure that all the main topics
were covered, we also allowed space for follow-up questions and new directions when
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something interesting came up. This fits with the idea of semi-structured interviews where Information &
the researcher has a list of topics, not necessarily a full script, and the conversation can Computer
develop naturally (Ruslin et al., 2022). As the interviews went on, some new and important
themes started to emerge. Because of this, the interviews in the second and third schools
became a bit more conversational and flexible. This helped us collect richer and more
detailed set of data.

Due to time limitations in a couple of interviews, not every participant was asked every
single question. We, however, paid close attention to make sure that the data was strong and
deep enough to answer our research questions. We also wanted to keep the balance between
sticking to our plan and being open to new topics as they came up. This is important in
qualitative interviews, where we also see knowledge as being shaped by the situation and the
context (Ruslin et al., 2022). That’s why we also made an effort to discuss the participants’
roles, their typical tasks and the specific digital systems they use in their daily work.
Understanding this context helped us interpret their views on cybersecurity more accurately.

Many informants had clearly prepared for the interviews and had also investigated their
organisations’ guidelines. Some had checked the staff pages, some used the organisation’s
guidelines during the interview, and one brought a newspaper clipping which she showed as
an example of how she had oriented to the interview session. The interviews were fully
transcribed using the largest multilingual model (“large”) of the Whisper speech recognition
system (OpenAl, 2023), and subsequently checked and edited by one of the authors. Whisper
is an open-source automatic speech recognition system developed by OpenAl, which uses a
deep learning model to transcribe spoken language into text. We used the system locally
within our closed network, ensuring that no data left our internal infrastructure. The data has
been anonymised, and speech patterns have been generalised to a degree that neither the
individuals nor their schools can be identified from the transcribed material.

Security

2.2 Analysis of the data
The data was analysed thematically using an inductive approach (Thomas, 2006; Braun and
Clarke, 2006). In this study, the analysis began by using the research questions to guide the
coding process, which is typical for inductive studies (Azungah, 2018). We examined the
transcripts line by line and coded the segments of the text which were relevant to the research
questions. In line with the inductive approach, neither the codes nor the themes were
predetermined, but instead emerged from the data itself during this process, as patterns were
identified and interpreted. Samples of different patterns were extracted into separate analysis
documents by two researchers independently: one who conducted the interviews and one who
did not take part in any of them. The coding was done one research question at a time, and after
each coding phase, the researchers held meetings to discuss their findings. Gradually, the data-
driven analysis of the identified patterns was developed through discussions between the
researchers. The process is presented in a schematic form in Figure 1. For the first research
question, the categories of “the good”, “the bad”, and “the ugly” emerged. For the second
research question, it was decided to first expand the coding to include not only the training
organised by the institution but also other forms of learning. This expansion was important
because it allowed us to reach one of our key findings, which emerged through these discussions
and this expansion: organisation’s cybersecurity hygiene does not rely solely on the
organisation’s own training programs. Instead, organisations should systematically recognise,
enable, and support all the various forms of skill development means that are highlighted in this
study as employees’ learning sources.

The figure illustrates the research process used in this study. On the left (orange), it shows
data collection, transcription and initial coding, which two researchers conducted
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Source: Created by authors

Figure 1. Overview of the analysis process

independently using shared coding documents. On the right (purple and green), the diagram
outlines the analysis phase: purple marks collaborative meetings to discuss individual
insights, while green highlights independent development of arguments and selection of
illustrative examples. The loop-structure reflects the iterative nature of qualitative research,
which is rarely as linear as research reports suggest (Marshall and Rossman, 2006, p. 23).
This process involved repeated revisiting of data, themes and theory to deepen interpretation.

Rather than guiding the analysis from the outset, theoretical concepts were introduced at a
later stage to help situate the findings within existing research. This is consistent with
Thomas (2006), who argues that, in an inductive approach, insights should emerge directly
from the raw data, with theory incorporated subsequently to contextualise the results. Given
the limited amount of prior research on cybersecurity in vocational education, we allowed
the data to shape both the structure and emphasis of the findings. In the latter stages of
analysis, relevant literature was used to reflect on and interpret the emergent themes. In
particular, Argyris and Schon’s (1978) and Argyris’ (1982, 1990, 1999) theories of
organisational learning, and especially the distinction between single-loop and double-loop
learning, proved useful in identifying whether staff adhered to established protocols or
engaged in deeper reflection about the adequacy of existing cybersecurity practices. These
concepts provided a framework for understanding how learning occurred within the
institutions and why certain behavioural patterns persisted despite general awareness of
cybersecurity risks.

In our findings, we highlight interview examples from all the different organisations and
employees in various job roles. Some of the examples clearly represent a broader pattern
found in the data, while others are examples with only few cases, which we also mention in
connection with the examples. However, the number of cases in different categories is not as
important in qualitative research as it is in quantitative research, due to the small sample size
(Christou, 2022). Generally, as the sample size increases, more cases will appear in different
categories. The aim of thematic qualitative research is more about identifying relevant
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categories through rich data, rather than focusing on the number of cases (Christou, 2022). Information &
All examples have been translated into English and have been generalised where necessary, Computer

so that the interviewees cannot be identified, even by the representative organisations. Security

3. Results
3.1 The level of staff’s cyber hygiene is perceived to be highly variable
Interviews reveal that there is a big variance in cyber hygiene skills, and this is stated directly

in several interviews, for example in the following interview of a vice-rector of the
vocational school:

I: Well, the variation in levels is probably very large. It ranges from data protection officers and
system experts to, at the other end, newly arrived teachers or substitutes, whose background might
mean their levels are very low.

Some informants, however, were very aware, which can be noticed from how they
considered various threat and risk factors to their organisation’s information and cyber
security and their own cyber hygiene practices related to it, as the following teacher reflects:

I: In my opinion, the biggest risk is, of course, always the individual. If you think about it at a basic
level, it’s about being careless. I could be careless, or a colleague could be careless, leaving papers
or computers open in the wrong places, and so on [...]. But then there’s also the risk of someone
from outside wanting to harm us and gaining access to our systems to share some information [...]
But of course, how much one can influence this is quite small, as long as you follow the guidelines
and don’t neglect the basics.

However, we notice that even the more aware ones can face incidents, as seen in the same
teacher’s interview:

I: For example, once during a lesson, I had a group of students from another field. I was teaching
first aid, and I had my computer on. It wasn’t connected to our student systems, but it had internet
access. One student had opened a streaming channel on it. Luckily, I noticed it as soon as I entered
the classroom, but it could have been streaming all day.

The teacher in the extract above was one of the more skilled ones, as was found out in other
parts of the interview. However, this example shows that awareness does not always translate
into cyber hygienic action in fast-paced educational contexts.

In addition to very aware and skilled staff-members, some employees were considered to
be less so interested in or aware of information and cybersecurity themes, similar to society
at large. We categorised the main findings under The Good, The Bad, and The Ugly based on
whether employees perceived their organisation’s awareness and skills good or bad, or if
their experience was completely at odds with other assessments. The Good includes
awareness and practices that were generally strong. The Bad includes skills that appeared
uneven or insufficient. The Ugly captured more complex or conflicting situations, for
example, where individuals were aware of risks but still failed to act accordingly. These
labels are intended as practical tools to illustrate variation, not as value judgments about
individuals or institutions. This classification helps identify not only levels of competence
but also tensions and gaps in perception and behaviour, which are particularly relevant when
designing training interventions. The categories can be seen in Table 1.

As illustrated in Table 1, the variation in cybersecurity awareness and skills among staff is
not only technical but also attitudinal and perceptual. These findings suggest that effective
development strategies must support both the content and relevance of training while also
fostering active engagement. This ensures that perceived awareness translates into actual cyber
hygiene practices. As Bada and colleagues (2019) point out, merely providing information is
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ICS Table 1. Categorised staff perceptions and notions of cybersecurity awareness and skills: Positive,
negative and ambiguous themes (n =27, from three organisations)

Category Main findings of the perceptions and notions

The good *  Technical support staff often possess adequate cybersecurity
skills and awareness
* There is general improvement in awareness and practices over
recent years
*  Cybersecurity training is available and, when aligned with job
roles, strengthens both awareness and cyber hygiene practices
*  Some staff instinctively apply good cyber hygiene in their
roles, such as avoiding identifiable data in student work or
guiding students to manage sensitive material securely
The bad *  Awareness and skills are inconsistent, especially outside IT
roles
*  Some staff show weak understanding of practical cyber
hygiene measures, including safeguarding real customer data
in school environments. There was also mentions that
especially cyber incident or crisis readiness is at a low level
* Basic good practices are sometimes bypassed for convenience
in teaching settings
The ugly (discrepancy with reality) *  Some staff (especially non-technical personnel) perceive the
organisation’s overall cyber hygiene competence to be high,
despite evidence to the contrary from peers and observations
¢ Individuals with lower levels of skill and awareness often
remain silent, which may be more concerning than visible
uncertainty
*  Many staff assumed that external placement organisations
train students in cybersecurity, but this was not confirmed or
coordinated
* Despite informants indicating the topic’s importance during
interviews, this attitude is not necessarily reflected in actions
related to skill development nor day-to-day practices

Source(s): Created by authors

insufficient because attitudes, intentions and motivation are essential for turning awareness into
secure everyday behaviour. Discrepancies in self-assessment and organisational perceptions
(The Ugly) point to a need for more systematic and continuous organisational learning.
Similarly, the uneven distribution of skills and low readiness outside technical roles (The Bad)
emphasise the importance of tailored training approaches. Furthermore, the strong practices
perceived in technical support and certain trained individuals (The Good) offer valuable models
for peer learning and institutional benchmarking.

Generally, it can be said that although all informants in the interviews showed some
interest in the topic and considered skills and training important as well as noticed
cybersecurity hygiene being increased during past years, the subject is not necessarily the
most interesting to the staff overall, as the information security manager demonstrates in his
interview example:

I: It somehow feels like what we want to communicate, educate and instruct from an information
security perspective often falls on deaf ears. Last year’s information security week, we offered two
experts through our intranet for the entire week to help with the information security course or to
generally discuss and provide guidance on information security issues. Not a single staff member
visited, even though we had open doors.
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Furthermore, some internal tests conducted in the vocational schools show that many slip up, as Information &
become apparent in the data. This indicates that not everyone is fully aware of cybersecurity Computer
hygiene or follows the recommended practice, as also the categories of the Bad and the Ugly
highlight. For example, while some organisations have implemented embedded phishing
exercises as part of awareness efforts, recent studies (Ho et al., 2025; Lain et al., 2022) suggest
that these may have limited long-term impact, and highlight the greater effectiveness of
ongoing, context-specific training programs, an observation that aligns with our interviewees’
emphasis on continuous learning over isolated tests. The data also shows that those who are less
familiar with or not responsible for creating information and cyber security processes are more
likely to see competencies as good. Those more familiar or whose job includes monitoring
information security, data protection, or cyber security, more easily mentioned that the skills in
the institution are poor or variable, which is unsurprising due to the low level of cyber hygiene
exhibited by a large part of the workforce (Pedley et al., 2020).

Security

3.2 Trainings and skill development methods

When we asked employees of educational institutions whether they receive any training on
information and cybersecurity topics, we received a variety of responses on forms of
training. The most common of the mentioned were basic course for all employees or short
training sessions, as in the following example of a student affairs secretary:

R: Do you remember if you had any kind of training or other sessions where you were introduced
to these topics?

I: Yes, we do have an online cybersecurity training. There’s a basic level that everyone has to take,
and then there’s an additional level for us.

R: Right. Are there aspects of it that fit well with your job?

I: Well, yes, it’s quite relevant to my current job. Data protection is a major focus for us, so it
covers things like where documents are kept, where they’re left out, whether they’re locked up,
and so on. And then, making sure the computer is in a locked area when you leave the room, that
kind of thing; it’s always present.

You can tell from the interview that the trainings provided have aligned well with the student
affairs secretary’s specific job role. However, some interviewees specifically pointed out that the
training programs fail to address certain information and cybersecurity risks, as well as risk
mitigating practices, that are particularly relevant to specific institutional roles, such as teaching.
For example, one informant reflects the offered training: “But indeed, since it was generally
about information security, there might be a need to specify it further to address teaching work,
specifically, so that at some point we would have something tailored for our teachers”.

Some of the interviewees did not mention any trainings organised by the employer at all when
responding to our question, and some brought up other forms of skill development. Also, in
different parts of the interviews, the respondents mentioned various formal and informal forms of
training and skill development through which they learn about information and cybersecurity or
maintain their skills. We have compiled all the different forms of training and skill development
mentioned in the data into the table below, where we have also noted who organises or maintains
the training in our educational institutions, as Table 2 showcases.

Some forms of skill development and training in the table are mentioned in several
interviews, such as the basic course for all employees. Others are mentioned in one or two
interviews, such as industry meetings or product webinars. Interestingly, as the table

Downloaded from http://www.emerald.com/ics/article-pdf/doi/10.1108/ICS-12-2024-0311/10076236/ics-12-2024-0311en.pdf by guest on 19 August 2025



SY10M13U [BUOSID
SY10M13U [BUOSID

Apoq dATENSIUIWIPE [RUOTRU 3]} 10

1aKo7dura 3y Apuatedde Ing ‘Umowjun I9p1a0Ig
1aAordurd

9y jou Apuatedde Ing ‘umowjun IBp1a0ld
SUOTIMTSUT UONIEINPS B0

SUOTIMTISUT UONEINPA JBYIO

$19p1A01d 3DTAIIS [RIDIDUILIO)

$19p1A01d 3ITAIIS [BIDIDUILIOY)

519p1A01d 3DTAIIS [RIDIDUILION)

SUOTIMTISUT [RUOTIEINDS UIIMI( SHIOMIIU [BUOSID
uonmnsul ) UMM sanges[o) .

['pe8ueLre
aIe sAep yans Jey) snoiqnp ysgnoyife] sAep Sururery, .

Jururen payrwen

sp1om aprsguore d1do) 3y} 03 paje[al SIAIPMIS [RUOSIDI .
SUOTIMNISUT [EUOTIEINPA UIIMIIq SHIOMIBN .
SIPUIqOM 1oNpoIlg .

JusuwBeueW I Ioj sunsaw Ansnpu]

sgunaauw dnoig 10jensSiuIupe walsAs .

sioyine Aq pajearn) :(s)adinos
Juawdo[aAap

[[13{S 103 suBaw 1o SFururer) [euLIOju]

S921M0S
UMOUNUN WOIJ SPoyIaul Io sSUTUTen) [PULIO]

Aouage (;3uuosiad JuswRFeuew sanuted [euraixs £q papraoid juswdoaAsp
901A19s eyep uonerndod pue [e)S1p [EUOTIEN I PUE SI01D311p 10J ATUTRUI) 3SIDI9Xd _/QAD) . T[S 10J SPOYISW 10 SZUTUTEI) [BULIO
1aKo1dwryg (o1do1 3y Jo uonuaw dy1dads ou) sUTPPINY
19Aodurg JU9JUOD 09PIA FULLINIDY .
1akordwry JUIIUOD PIJe[al YIIM S[IEWS UONeULIoju] .
(uado jou pnoys auo SHUT] YIM S[TeW-3 *3'3)
Iakorduryg 51591 AJLIND3S UOTIEULIOJUT PUE S[[IS PaUIes] Jo unsay, .
19Aodurg [PAIIUT 3I0W 10 A[IRIA IIM FUIUTeD) snonupuoy) . 19Ao1dwa ay) Aq papraoid yuswdo[aaap
19Ko1dwryg saaAo[duis [[e 10 950D JIseg . [ID{S 10 SpoIIaW 10 S3UTUTeI [BULIO]
£q pastuegiQ poaw Juswdo[aAap [[p{s/Suturel], A108318D)

SUOTINITISUT UOTIEDNPA [EUOTIEDO0A USIUUT] UT ST[DS AIMI3s1aqAd Jjers jo sad£) juswrdo[aaap aoualaduiod [eULIOjuT pue [euLo] °Z A[qeL,

ICS

Downloaded from http://www.emerald.com/ics/article-pdf/doi/10.1108/ICS-12-2024-0311/10076236/ics-12-2024-0311en.pdf by guest on 19 August 2025



indicates, a significant portion of staff competence development occurs outside of formal, Information &
employer-organised training. This includes informal peer learning, participation in external Computer
professional networks and webinars or exercises organised by national or commercial actors.

Furthermore, interestingly, four participants did not recognise any official training
organised by the institution or recognises something which is not in line with their own
thoughts on information or cybersecurity issues, although the rector or vice-rector of each
institution stated that the basic course for all employees is required for every staff member.
For example, one participant explained the following:

Security

R: Well, do you then train staff in these kinds of cybersecurity matters?

I: No. Not really. I guess it’s like, we don’t exactly know in what way to approach it, or maybe
[says a name] would instruct us on it, like everyone on the staff had to do that kind of security test,
but it didn’t cover threats like these.

However, all rectors or vice-rectors of the three organisations claimed them to have trainings
regularly.

It was also notable that training and networks organised by external actors, such as service
providers, educational institutions, or national bodies, played a clearly significant role,
particularly in role-specific orientation and support. These structures were also assumed to
contribute to maintaining and updating competencies related to cybersecurity awareness and
hygiene, as illustrated in the following interview with an academic administration specialist:

R: Well, do you recognise any collaboration groups or other networks where you can reflect on
your work with others doing similar tasks, and discuss practices or seek support?

I: Yes, we do have such a network, for example, a PKW network for student information and
student management system users with administrative privileges. We meet once a month on
Teams. It’s really good. And we also collaborate between educational institutions, both officially
and unofficially to some extent.

R: The administrator group, isn’t there a huge number of participants? [...]
I: Well, practically, there are always around a hundred, a bit over a hundred.
[...]R: Does it cover all of Finland from your perspective?

I: Yes, it does.

R: And who maintains it?

I: Well, it started from one vocational institution [...].

It has been running for several years now, and it’s really good. It’s called PKW morning
coffee, once a month. An hour for that. Everyone can bring their own issues to it. Peer
support. And discussions also happen outside of that:

R: Are there any development days or external events you participate in?

I: Yes, there are. First, there are the company days offered by the service provider. And then there
are also some training sessions organised by Finnish National Agency for Education on current
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ICS topics and such. But they are more in the form of webinars. But there are forums. And you can
always ask colleagues from elsewhere.

Which aspects of cybersecurity hygiene are covered in these trainings or competence development
occasions remained unclear in our data. However, it is evident that some awareness, understanding
and knowledge on cybersecurity hygiene is offered via these networks and trainings.

We systematically asked interviewees how they are trained to support students during
their work-based learning periods and how they are instructed to secure the school-based
learning environments where real customer data is handled. None of the participants reported
receiving any specific training or guidance from their employer regarding these
responsibilities. Based on the responses, no one mentioned acquiring such knowledge
through informal means either. Despite this, some staff members described taking these
concerns into account instinctively when supervising students or planning and delivering
their teaching. For example, one teacher working in healthcare education explained that they
are particularly strict about ensuring no identifiable information about clients appears in
students’ written work, let alone in any submitted images. However, our observational data
also highlighted notable shortcomings. For example, in one vocational school’s automotive
workshop, customer data was openly displayed on a large screen without a lock screen or
user-specific login. In that case, the system was intentionally left unlocked throughout the
lesson, as it was considered more practical for both teachers and students to avoid logging in
repeatedly. In addition, many respondents said they assumed that the organisations hosting
students for placements would provide cybersecurity and data protection training, but none
reported that this had been verified or coordinated in any systematic way.

3.3 Organisational learning in vocational education cybersecurity

The findings of this study align closely with the concepts of single-loop and double-loop
learning introduced by Argyris and Schoén (1978) and further developed by Argyris (1982,
1990, 1999). Most participants described formal cybersecurity training in the form of
mandatory basic courses or short refreshers. These support rule-based behavioural
adjustments, such as document handling or workstation security, which reflect single-loop
learning. While helpful for day-to-day operational compliance, these trainings generally
lacked depth and role-specific adaptation, particularly for teaching staff. Thus, a need for
training that addresses the unique risks associated with different institutional roles would be
needed. This absence of reflective, tailored learning suggests a missed opportunity for
double-loop learning, where individuals would question the adequacy of existing policies in
light of emerging threats such as phishing or hybrid work vulnerabilities. As Argyris (1990)
noted, such deeper learning is often constrained by organisational cultures that prioritise
conformity over critical inquiry and fail to create space for open reflection.

At the same time, the data revealed informal learning environments, such as peer networks,
administrator groups and monthly collaborative meetings, that may offer better conditions for
double-loop learning. These settings encourage shared reflection, questioning of everyday
practices and the creation of new ways of working, which Argyris and Schon (1978) saw as key
to moving beyond surface-level learning and supporting real change within organisations.

This reflective capacity is particularly important in the VET sector, where institutions not
only maintain their own cybersecurity posture but are also involved with critical fields under
NIS2 through the training of professionals and cooperation with industry partners. The
ability of staff to engage in adaptive, context-aware learning directly influences how
cybersecurity values and practices are passed on to future professionals. Students may, for
example, submit learning assignments that include photos or videos taken in hospitals or
energy companies, which makes it essential that teachers understand the cybersecurity risks
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involved and are able to guide students on how to share such material in ways that do not Information &
compromise the data or systems of partner organisations. This requires not only awareness of Computer
basic rules but also a capacity for double-loop learning, where teachers critically reflect on
the adequacy of existing guidelines and adapt their instructions based on the specific contexts
and evolving risks related to each learning environment.

Security

4. Discussion

This study reveals wide variation in cybersecurity awareness and skills among staff in Finnish
vocational education institutions. While some were highly competent, others had limited
knowledge, particularly those not directly involved in cybersecurity tasks. Those with greater
responsibility tended to assess organisational competence more critically, indicating a gap
between perceived and actual capability. Although all three institutions had mandatory training
protocols, implementation and monitoring were inconsistent. Some staff completed formal
courses, others recalled only general email instructions or nothing at all. This supports earlier
findings that awareness alone does not ensure behavioural change (Bada et al., 2019; Dash and
Ansari, 2022). Much learning occurred informally through peer networks, professional webinars
and practical experience, which proved essential in developing real-world competencies.

The findings align with Argyris and Schén’s (1978) organisational learning theory. Most
formal training matched single-loop learning, focused on compliance and routine behaviour.
These programmes help staff follow procedures, such as locking workstations or handling
documents securely, but rarely prompt reflection on the adequacy of current policies or
practices. Double-loop learning, further elaborated by Argyris (1982, 1990, 1999), involves
questioning underlying norms and adapting behaviour accordingly. In this study, such deeper
reflection emerged mainly in informal settings like peer support networks or national
administrator meetings. These allowed for shared experiences, collaborative problem-solving
and critical discussion which are all essential features to adaptive learning. Reflective capacity is
particularly crucial in vocational education, where institutions do not only maintain internal
cybersecurity but also train professionals for NIS2-relevant sectors like healthcare and digital
infrastructure. Staff often supervise students using real systems or working with sensitive data,
highlighting the need for teachers to understand cybersecurity risks and guide safe practices.

The study also supports prior research pointing to the limitations of generalised training
models. Many staff noted the lack of role-specific content, echoing calls for tailored training
(Abrahams et al., 2024; Priimmer et al., 2024). Continuous and context-aware programmes are
more effective than one-off initiatives (Concepcion and Palaoag, 2024; Asker and Tamtam,
2020). External service providers play an increasing role in training and daily problem-solving,
especially as institutions move toward cloud-based solutions (Thavi et al., 2024).

These findings highlight the complex responsibilities faced by vocational education staff in
maintaining cybersecurity. Staff are required to protect their institution’s critical data and digital
processes, which vary depending on their role. This includes systems for awarding
qualifications and managing academic records, handling learning evidence, using classroom
technologies and maintaining cloud-based services and simulated workplace environments that
may involve real customer data. At the same time, staff are responsible for guiding students who
regularly take part in work-based learning in sectors such as health care, energy and transport.
During these placements, students may be exposed to or manage sensitive information and
might also submit assignments containing photos or descriptions derived from real-world
contexts. It is therefore essential that staff not only understand the associated risks but are also
able to instruct students on how to manage and share such material securely. However, we found
no evidence that the handling of real data in workplace or simulated settings is addressed
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ICS systematically in training or policy. The control and protection of such data is largely left to staff
discretion, which creates uneven practices and potential vulnerabilities.

This dual responsibility demands training that moves beyond basic procedural awareness
and takes into account the specific contexts in which both staff and students operate. It also
highlights the value of reflective learning approaches, which enable staff to critically
evaluate and adjust their cybersecurity practices. While such strategies help build
organisational resilience and support safer learning environments, it is important to recognise
that even well-informed individuals can still make errors (Triplett, 2022; Evans et al., 2016),
reinforcing the need for ongoing institutional support and continuous learning.
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Appendix 1. Interview Guide (English Translation)
This study used semi-structured interviews tailored to different professional roles in vocational
education institutions. While certain warm-up and general cybersecurity questions were asked of all
participants, role-specific sets of questions were used to ensure relevance, and follow-up questions
were often applied. Below is the complete English translation of the interview guide, grouped by role.
1. Warm-up questions (asked to all participants)

» What is your name?

» What is your job title and what does it involve?

» To which unit or department do you belong in your organisation?
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How did you come into your current role?

2. Conceptual framing (shared with all participants)
Definitions for terms used during the interview will be the following, please ask for more
information whenever you need any:

Information security: Refers here to protection to data handled in digital, paper or other

physical environments.

Data protection: Refers here to information protected by legislation or organisational

policies.
Cybersecurity: Refers here to preparedness for threats targeting digital systems, with
consequences often extending to everyday offline contexts.

3. Role-specific question sets (also follow-up questions are allowed whenever needed)
A. Leadership and Management Roles

In this project, we are studying information and cybersecurity risks and response
capabilities in vocational institutions Can you describe what happens in your
organisation when an information or cybersecurity incident is detected?

Does your organisation use a systematic system (e.g. ticketing platform) for reporting
incidents?

Is there a system that records or quantifies incident data or reports?

Who receives incident reports and how does the process continue?

Are incidents categorised in more detail than just “security incident”?

Do you recognise any external groups that support you in resolving security incidents?
Which cybersecurity functions are managed internally and which are outsourced (e.g.
because of other service providers)?

What cybersecurity-related procedures come from external authorities (e.g. ownership
organisations or vendors)?

How have new technologies (e.g. AI or XR) been considered in your cybersecurity
planning?

What kinds of cybersecurity or data protection incidents have affected your organisation
in the past?

What do you consider to be the most significant cybersecurity threats in or to your
organisation?

Does your organisation have a crisis communication strategy related to cybersecurity?
Whom would you inform if you noticed a cybersecurity incident?

B. On staff awareness and preparedness:

Who do you consider that could pose a cybersecurity threat to your organisation?

What do you consider to be the most likely, probable and severe consequences of a
cybersecurity incident for your organisation?

How do you perceive your staff’s awareness level regarding information security
incidents or their detection?

How is your staff trained to handle these information and cybersecurity incidents? Their
detection and response?

Are students or other stakeholders, such as employers providing student internships,
trained or guided in cybersecurity or data protection?

How is digital safety supported or instructed in your simulated workplace learning
environments?

C. IT and Digital services professionals
(Includes all questions listed for leadership and management, plus:)
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Are critical admin credentials and passwords (e.g., root/admin accounts or executive
access) managed with backup or recovery procedures?

D. Teaching, student services and administrative staff
(e.g., teachers, secretaries, counsellors)

What kinds of data protection or cybersecurity incidents do you know that have affected
your organisation in the past?

What do you consider to be the most significant threats to information or cybersecurity
in your organisation?

Whom would you inform if you noticed something that you think could be an
information or cybersecurity incident?

‘Who do you consider, that could pose a cybersecurity threat to your organisation?

What do you consider to be the most likely, probable and severe consequences of a
cybersecurity incident for your organization?

How do you perceive your staff’s awareness level regarding information security
incidents or their detection?

Are you trained in cybersecurity, data protection or information security?

Are students or other stakeholders, such as employers providing student internships,
trained or guided in cybersecurity or data protection?

How is digital safety supported or instructed in your simulated workplace learning
environments?

E. Incident reporting and data practices:

Can you describe what happens in your organisation when an information or
cybersecurity incident is detected?

Can you mention three ways you could report a cybersecurity incident.

What types of personal data do you acknowledge to handle in your daily work?

Do you consider handling any particularly sensitive personal data?

Do you consider having sufficient access to the data you need? Do you experience
encountering data you should not have access to?

Do you consider processing sensitive data concerning other organisations or third parties?

F. Work tools and practices:

What tools do you use to process the data mentioned above?

Do you use only organisation-provided devices, or also your own (e.g. laptop, phone)?
Do you use only official systems, or also informal communication platforms (e.g.
WhatsApp, Snapchat, Signal)?

Do you use any unofficial meeting or presentation tools (e.g. Zoom, Canva, Google
Meet)?

Do you use any unofficial cloud storage services (e.g. Google Drive, Dropbox,
OneDrive)?

Source: Created by authors
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